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Data has become a crucial tool in almost all fields. Along with the advancements
in the collection of data, there are a lot of research and technological
innovations in the way the data is processed and shared. A Peer-to-peer (P2P)
network is one such method which enables the seamless sharing of information
across a connected system of computers or devices. Depending on the type of
application and other crucial parameters involved, advancements and
modifications have been continuously made to the existing protocols and
algorithms. Both mobile ad-hoc networks (MANETSs) and P2P networks work
independently of a central entity. But the major concern in integrating these
two frameworks is the fact that the network layers are different. In order to

solve this, a lot of advanced protocols and algorithms have been proposed.

One such method is called the mobile peer-to-peer protocol (MPP). This
method allows the smooth operation of P2P networks over mobile and wireless
ad-hoc networks. This is made possible using the following network
architecture: application layer protocol (MPP protocol), interlayer

communication protocol (Mobile Peer Control Protocol (MPCP)), and the
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network routing protocol (Enhanced Dynamic Source Routing (EDSR)).
Likewise, ORION is another technology that offers the functionalities of a P2P
network in a MANET system. However, unlike the previous method, only file-
sharing applications are possible in this setup. Ad-hoc On-demand Distance
Vector (AODV) and simple multicast and broadcast algorithms support ORION.
Future research and advancements can work on designing and developing
intrusion-resistant techniques for developing ad-hoc routing algorithms.
Another interesting advancement aims to solve the black hole attack. In a black
hole attack, the identity of a legitimate node is taken by a malicious node. Such
an incident happens because of the higher sequence numbers and forged
answers created by the malicious node thus forcing the legitimate victim node
to choose the malicious node as the relay. This can be solved with the help of an
AODV routing protocol where the behaviour of each participating node is taken
into consideration. There are a lot of research opportunities in solving the
security problems associated with mobile and wireless P2P networks. Future
research can focus on solving these critical issues to safeguard the privacy and
improve reliability.

LIST OF TOPICS:

e Design and development of a special-purpose mobile ad-hoc P2P network.

e Innovative protocols and algorithms for overcoming the security issues

associated with mobile P2P networks.
e Hybrid network for ensuring reliable connectivity in mobile P2P networks.

e Disruptive computing algorithms for enhanced performance in mobile and

wireless P2P networks.
e Innovative network protocol for blockchain-enabled P2P networks.

e Methods to enable semantic query support in mobile and wireless P2P

networks.
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e Novel algorithms and protocols to overcome the P2P network vulnerability to
malicious attacks.

e Innovative system architecture to address the load balancing problem
associated with P2P networks on MANETS.

e Evaluation and validation of effective routing protocols for enhanced and
secured P2P networks. Evaluation and validation of P2P network protocols

using intelligent simulation systems.
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