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422031 INTRODUCTION TO CYBERSECURITY

1.4l8nson Target

2.Auto Detection (IP / Phone / Username / Email)
3.Frontend dv POST Request - Backend (Flask API)
4.Mudeu Risk Score (0-100) 1A Severity Weight
5.a31v Risk Factors + Recommendations

6.doWwandu Frontend uaavwalu Dashboard

Frontend

¢ HTML5/ CSS3/ Vanilla JavaScript

e IBM Plex Mono & IBM Plex Sans Thai (Google Fonts)
¢ CSS Animation &1kSu Loading ua: Risk Gauge

Backend

e Python 3 R

o Flask — Web Framework ua: REST API Saele
¢ Flask-CORS — vaa1s Cross-Origin Request ,' et . .‘
OSINT Libraries S ..'.
e requests — HTTP Client &1sSulSan APl wazasd>adau URL . .0°.
¢ phonenumbers — 31As1:KwasinsAwriuuu Offline R ° .

e dnspython — as>adou MX Record

e python-whois — Godaya Domain

e concurrent.futures — i Username Scan wuu Parallel
External API

e ipwho.is — IP Geolocation (WS Tdav API Key)

e gravatar.com — qs>»dau Email Profile (WS)
Infrastructure

e ngrok — Expose localhost d Public URL

e Python venv — van1s Dependencies

https://github.com/HunxByts/GhostTrack? tab=readme-ov-file
https://docs.gravatar.com/api/avatars/rest-api/
https://owasp.org/wwwcommunity/OWASP_Risk_Rating_Methodology
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