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l PROBLEM STATEMENT

Lack of Network Visibility: uoaOuialiinsiusidguasaiudandasu
(Rogue Devices) tHaudaluav LAN doarailubavlkiikgausn

 Plaintext Protocol Risks: aunsaiii1 (Router/loT) UniWawasa Telnet (23)
k3o FTP (21) Avl3 dodayauuuluiinska idevdamsandnduskaniu

e Lack of Proactive Defense: [Usunsuaununsliurmildurdum udliauisaudony
ynsa KSaludszuuudvidaunuunud (Early Warning)

Jll RELATED WORK COMPARISON

e Nmap: aunua:ideaudidouein (Command Line) doudan IP TWld

e Angry IP Scanner: 5v1e udlids:uuudvidiounnuidey (Vulnerability Alert)

e Our System: wauwaumsrivuuuyu All-in-One T GUI 1§viuvig asdpdundu
(#@ov3nna wiaus:uudvudan Firewall ua:0 Honeypot lud

Target P Prefic & START SCAN [ZREBEETES | © BLOCK FIREWALL, | @ UNBLOCK

& sevsgruarssfuise P 172,.20.101

hunsniifimeddouw Port 21: FTP

he 'S
Souniet @ Honeypot Alert!

MAC Address

& CRITICAL RISK: PLAINTEXT PROTOCOL 17220101 Port 21: FTP.
¢ Vunerability Advisor

/A UNKNOWN 1722201015 5 Stealth (No open standard ports)

& CRITICAL RISK: PLAINTEXT PROTOCOL Port 23: TELNET
= y 1917220101 | -
£\ UNKNOWN 17220104 ! Port 21: FIP | Port 53: DOMAIN
= My PC/Router 172220103 Port 445: MICROSOFT-DS
A UNKNOWN 17220102 Mac Stealth (No open standard ports)

A& sdafounsynsn!

wu IP: 192.168.226.1
Username: 0°000
Password: 1234

- id SFTP u§

-4 SFTP wio FIPS svos FTP.

ARCHITECTURE & METHODOLOGY [y

e DataFlow: (Network Discovery Methods)

Tou IP (254 IPs) av Queue -> a$w 70 Threads vuudAu = aaaiu: (Ping) .
- @v MAC Address (ARP) = aunuwasa (Socket TCP) - uaavwauu GUI (ncident Response Framework)
3. amiagassuua:msivu (System Architecture)
 High-Speed Concurrency: 1§ threading ua:dvr Socket Timeout *© OWASPToplO
: . - - - Cryptographic Failures
N 0.2 5ui MikaunuaUasainvov LAN 1a$oag10s3018d (Plaintext Protocols)
« OS Firewall Integration: 15 subprocess dvAdv netsh advfirewall
Waudan IP Kiuszuuuguanslasasy
¢ Honeypot Decoy: $1aav Socket Server uu Port 23 rikthAtdu

* Spitzner's Honeypot
Architecture (Active Defense)
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