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1. ailnanlysunsu Colasoft Capsa M3 Tosel http://www.colasoft.com/download/ JAgA7

Y
Tsunsuazidludimaassldauws 15 Jumniu

N Colasoft

Maximize Network Value

How to Buy | Create Quote | Customer Portal | Contact Us ETEN [&]JP
Solutions Products DIV GETE Purchase Support Resources Partners Company
Home = Download > Download Colasoft Products
DOWNLOAD Download Colasoft Products
Colasoft Products nCh ronos nChronos or Capsa, help me choose.
Product Documents Products File Size Requirements Download Free Trial

Video Tutorials
Packet Files MEEI 109 MB  Windows XP/2003/2008/Vista/7 i

N Network Forensic Analysis Application : S A ! ! ! LV
Capture Filters

Capsa

Products File Size Requirements Download Free Trial

Capsa Enterprise 8.0

- 47.3 MB Windows XP/2003/2008/Vista/7/8/10
Ethernet & Wireless LTI ’ e LV
Capsa Professional 8.0 ., ., e o e
For Ethernat 47.2 MB Windows XP/2003/2008/Vista/7/8/10 LV

a S A 1 A o a g’z
2. nanlWdnyen capsa_ent_demo_8.0.0.8053.exe memsaaad ldsunsy

capsa_ent_
demo_8.0.0
8053
a d’ o a g‘;
3. fan Next INDNINITAANY
‘ﬁl Setup - Colasoft Capsa 8 Enterprise Demo — *

Welcome to the Colasoft Capsa 8
Enterprise Demo Setup Wizard

This will install Colasoft Capsa 8 Enterprise Demo (Build 8053)
on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.



http://www.colasoft.com/download/
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4. @enl accept the terms in the license agreement 1aimsnan Next (e 1 ludunausely

ﬁ_,'-?—,! Setup - Colasoft Capsa 8 Enterprise Demo

License Agreement
Flease read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Colasoft Capsa End User License Agreement
Copyright (c) Colasoft LLC. All rights reserved.

This License Agreement is a legal contract between you (either as an individual or

as an entity) and Colasoft LLC ("COLASOFT™) for the Colasoft Capsa and related
add-ons ("SOFTWARE PRODUCT ™).

Please carefully read the following terms and conditions before using the
Software Product. Installation or use of the SOFTWARE PRODUCT indicates your
acceptance of this License Agreement. b

(@)1 gocept the agreement

[:] I do not accept the agreement

] Y
5. Aan Next [BMNIAAAT

ﬁ! Setup - Colasoft Capsa & Enterprise Demeo —

Information

Please read the following important information before continuing.

When you are ready to continue with Setup, dick Mext.

"olasoft Capsa & Enterprise - ReleaseMotes - June, 2015

Colasoft Capsa & Enterprise 8.0 - June, 2015

Mew Features:

-- The third-generation Colasoft Traffic Recognition Engine (CSTRE) provides
more accurate protocol and application recognition.

-- Add IP fragment packet decoding capability.

— Add HTTPS stream reassembly decoding capability.

-- Support auto-resolution of domain name and host name.

-- Protocol decoding content can be exported.

— Add two diagnosis events: physical loop and routing loop.

-- MACIP/TCP/UDP Conversation View can be located directly from Packet View,
-- Add packet time shift function to Packet View.

— Support chunked encoding reassembly and gzip compression decoding in W




6. taenneguesTdsunsn (uuzihldldnedn Tdunsumvuali) naz1¥viinisnan Next

ﬁ_,'-?—,! Setup - Colasoft Capsa 8 Enterprise Demo —

Select Destination Location
Where should Colasoft Capsa & Enterprise Demo be installed?

Setup will install Colasoft Capsa & Enterprise Demo into the following folder.

To continue, dick Mext, If yvou would like to select a different folder, dick Browse.

ogram Files {3 E i iti Browse...

At least 114.9 MB of free disk space is required.

l FJ
7. AN Next Lﬁﬁ]ﬁ'lﬂ'liﬁﬂ@]ﬂ

ﬁ! Setup - Colasoft Capsa & Enterprise Demeo —

Select Components
Which components should be installed?

Select the companents you want to install; dear the components you do not want to
install, Clidk Mext when you are ready to continue.,

Full Install e

Capsa 8 Demo
Metwork Toolset 6.4 ME

canner .

MAC 5 1.9 MB
Ping Tool 1.9 MB
Packet Player 2.7MEB

5 Packet Builder

Current selection requires at least 121, 2 MB of disk space.
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8. fan Next LWA’E]ﬁWﬂﬁ@]ﬂﬁi

‘ﬁ! Setup - Colasoft Capsa 8 Enterprise Demo —

Select Start Menu Folder
Where should Setup place the program's shortouts?

o
Setup will create the program's shortouts in the following Start Menu folder.
[ r]

To continue, dick Mext, If you would like to select a different folder, didk Browse.

olasoft Capsa & Enterprise Demo Browse. ..

[ ]Don't create a Start Menu folder

ﬁ! Setup - Colasoft Capsa & Enterprise Demeo —

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks vou would like Setup to perform while instaling Colasoft
Capsa & Enterprise Demao, then dick Mext.

Additional Icon
Create a Desktop Icon{D);
Create a Quidk start Icon(Q)




] 9
9. fan Install Lﬁﬂﬁ'lﬂﬁﬁﬂ@]\ﬂﬂﬁuﬂiu

‘ﬁ! Setup - Colasoft Capsa 8 Enterprise Demo —

Ready to Install

Setup is now ready to begin installing Colasoft Capsa & Enterprise Demo on your
computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location: ”
C:\Program Files (x88)\Colasoft Capsa & Enterprise Demo Edition

Setup type:
Full Install

Selected components:
Capsa 8 Demo
Metwork Toolset
MAC Scanner
PFing Tool
Packet Player
Packet Builder W

< Back Install Cancel

ﬁ! Setup - Colasoft Capsa & Enterprise Demeo —

Installing

Please wait while Setup installs Colasoft Capsa 8 Enterprise Demo on your
computer.

Extracting files...
C:\Program Files (x36)\Colasoft Capsa & Enterprise Dema Edition\CSPFUL. 4l

e Cancel |




10. AAN Next

ﬁ! Setup - Colasoft Capsa 8 Enterprise Demo —

Information
Flease read the following impartant information before continuing.

When you are ready to continue with Setup, dick Mext,

“olazoft Capsa 8 Enterprise - Readme - June, 2015 s

* About Colasoft Capsa 8 Enterprise
* System Requirements

* Inztallation

* Uninstall

* Order and Upgrade

*Bug Report

* Product Materials

Completing the Colasoft Capsa 8
Enterprise Demo Setup Wizard

Setup has finished installing Colasoft Capsa & Enterprise Demo
on your computer, The application may be launched by
selecting the installed icons.

Click Finish to exit Setup,
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1. M3inoumsanadTdsunsu Colosoft Capsa 1%AANNIJY Start > All Programs >
ColasoftCapsa8 > Uninstall Colosoft Capsa 8
9 H Y
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Capture — 4—@

|Adapter 7]
Name P pps bps Speed Packets Bytes Utilization ~ Hot selected
= Local Netwoerk Adapter(s) INetwork Profile 7]
54.00 Mbps 12997 ctwork Profile
[] Microsoft 0.0.0.0 0 0.000 bps 5400 Mbps 0 0.00B 0.00% etwork Profile
Set Netwark Profile
[ Ethernet 2 0.0.0.0 0 0.000 bps 10.00 Mbps 0 0.00B 0.00%
= Wireless Monitor Adapter(s) |Analysis Profile 7]
O wiFi hd Full Analysis:

Provides comprehensive analysis of all
spplication and network problems.

IAnalysis modules loaded:
ARP

DNS

Email

FTP

HTTP

IChPwd

MSN

Yahoo Messenger
IcQ

VolP

= = == == = [ Capture Filter:
‘ Mo filter applied, all traffic will be captured.

h; % ol % @ e

[Data Storage:
= =87 - . . - Packet output disabled
Log output disabled
Full Analysis | Traffic Monitor Security Analysis HTTP Analysis Email Analysis  DNS Analysis TP Analysis IM Analysis VolP Analysis

. ' <3 [
1. Analysis Mode tabs ﬂzﬁ’ag 2 uny laun Capture tab 8% Replay tab
Y o (% 9 A ] A 1
1.1. Capture tab ldm5uasraaeudoyanodlunions
1.2. Replay tab 1¥dm5umsdougdoyan ldnmsasivasn’ll
I { 4 v [ 1 [
2. Adapter List section Hu518m357 19 lumsiyeunemsetie 1ain Local Network Adapter(s) AU
Wireless Monitor Adapter(s)
. IS 9 I o dy
3. Adapter Status section i]S:ﬂJﬂ”liLlﬁﬂQ‘lli’Jj;ljai’)i’)ﬂL‘]Ju 2 YU A9
3.1. 1ie1aenUL Local Network Adapter 92 UNSUAAIADIUE traffic LU real-time

1] 9
3.2 Lﬁ@tﬁ@ﬂlm‘ﬂ Wireless Monitor Adapter WUMIUTAITDIUE AP UAZTIUMTNINUAVDY

APs
Name Signal Encryption Key Media Channel MAC Address Encryption Type
[ %ipang 10 M/A 202.11n 1 CC:4EEC:36:AD:D8 wpa/wpa2
O % Pewpai M N/A 202.11n 1 D0:30:0D:B3:70:F7 wpa/wpa2
[ %5 yumzap M M/A 802.11n 1 20:25:64:14:09:70 wpa/wpa2
@ |CT FREE WiFi \ 1 0C:54:A5:C3:9F:FF
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4. Analysis Profile section (Hu518m57 191Uz
. . I 9 ~Aq Y a I A 1 [ [ dy
5. Configuration Info section Lﬂuﬂmmﬂwayaw“l%“lummmﬂw Uy 3 AIUANU
< s A 1 . .
5.1. Adapter Wumsuaasezuatneinden 13 luaiuves Adapter List section
I 1
5.2. Network Profile 1Hunsuaass1oaz0oav0unI0910
{ a P =3 1 [ A o
5.3. Analysis Profile 510az108an 19 lumsdnizigazuanineazdoauauiaaiui 14

a 4 ?:}/ . .
TumsIATIZH SIWNAULEA modules, packet L% data storage information

M3lFanldsunsuuuy Capture
msiEuduFu T 5105 Local Network Adapter

1. 1@en Capture tab ﬁ’f)&ﬂi!ﬁill! Analysis Mode Tabs

-
%\

Capture |

2. 1300 Network Adapter N19g11UaIU Adapter List Section 99 AAIADINE traffic LU

real-time

MName IP pps bps Speed Packets Bytes Utilization
B wi-Fi 192.168.1.33 0 0.000 bps 54.00 Mbps 367925 289.72 MB 0.00 %
[ Microsoft 0.0.0.0 0 0.000 bps 54.00 Mbps 0 0.00E 0.00 %
[ Ethemet 2 0.0.0.0 0 0.000 bps 10.00 Mbps 0 0.00B 0.00 %
Wireless Monitor Adapter(s)

[T

A A A A Y a P 1 1 . =< = dy
3. raennsesloNnvz ¥ lunsnsizrinedluaiu Analysis Profile a9z 1Ad1

I a 2
3.1 Full Analysis iflumsinnziuuuaseunqumsldnuiavua
a aa a a a < o
3.2 Traffic Monitor /@4 traffic IFIadALALIATILHTL ANTANURIdOUIINANEN
5911189 MAC Address, IP Address 11ag Protocol
. . I a 4 A o @
3.3 Security Analysis Humsiaseranudes lasmmzdnennluanulaeasy
VYDUATUY
a ' <3 a <
3.4 HTTP Analysis Wn512¥mslFunuiuuennamdu (3Uuuuves HTTP)
a 4 o
3.5 Email Analysis 1512931901188 (3Uuuuves POP3 uaz SMTP) uag
&’ A A v A 4
ARV OMILAL TINUULINAUBILE
3.6 DNS Analysis 31A51¢%¥ M3 1494011 DNS 191 msifianedenanaians ldauves

DNS



3.7 FTP Analysis M3n512%n3 19910 FTP (5uunu TCP wosa 21 uag 20)
3.8 IM Analysis M3AATILHIBANY
3.9 VoIP Analysis MIAATILHMI ToeIMaFearnudumasiin

a 1 d' A a 4
4. aaniu Start teiFuUMINATIEN

Analysis Profile

SEBBL EERE

Full Analysis | Traffic Menitor Security Analysis HTTP Analysis  Email Analysis ~ DMS Analysis FTP Analysis IM Analysis VolIP Analysis

A 1111
Q1]

M3iuAn 19911 115105 MUY Wireless Network Adapters

1. @en Capture tab 'ﬁagﬂuf'r U Analysis Mode Tabs

9
LY

2. 1Aon wireless network adapter ﬁa&ﬂudau Adapter List FI9ZUAAY Aps ﬁﬁ@g‘ﬂﬂﬂllﬂ

Adapter
Mame | P | pps | bps | Speed | Packets | Bytes ‘ Utilization | =
O wi-Fi 192.168.1.33 0 0.000 bps 54.00 Mbps 429003 320.73 MB 0.00 %
[ Microsoft 0.0.0.0 0 0.000 bps 54.00 Mbps 0 0.00B 0.00 %
[ Ethemet 2 0.0.0.0 0 0.000 bps 10.00 Mbps o 0.00B 0.00 %
= Wireless Monitor Adapter(s)

w

AP Status - Wi-Fi

| Name | Signal | Encryption Key | Media | Channel | MAC Address ‘ Encryption Type ‘ X
O Firang oAl N/A 802.11n 1 CCAEEC:36:ADDE wpa/wpal
O % Pewpai Al N/A 802.11n 1 00:30:00:B3:70:F7 wpa/wpal
O % yurnzap will N/A 802.11n 1 20:25:64:14:08:70 wpa/wpal
CI 55 ICT FREE WiFi ol N/A 802.11n 1 0C:54:A5CRORFF wep
O 5 TEERAWAT a N/A 802.11n 8 14:CC:20:B0:A8:48 wpa/wpal
1 = ICT free WIFl by TRUF il an?1in 11 DN:NF-FFNA:RRAF nnen h

A ) ~ o 2 A v &
3. 1890 AP NADINT 1AgTLUVITUMINNTHE UDNIINUAINITEDN AP llﬂll'lﬂﬂ')'l“l’iuﬂ

Wireless Metwork Properties *

General

Alias:

S50

Key Set

Key: | | [ Hide characters

5 Gl |




4. A@an Set Network Profile ﬁagj“lud U Configuration Info section 11818 8n Network Profile

Tae3 Bandwidth NUANAIIAU

Metwork Profile Settings x
Mame Description Bandwidth

[ 43 Metwork Profile 1 100 Mbps

[ 43 Metwork Profile 2 1000 Mbps
135 Network Profile 3 10 Mbps

[ 43 Metwork Profile 4 2 Mbps

# x| |dE o oK

v
[

A = A FY a P ] U . KX A dy
5. Laﬂﬂi1ﬂﬂ$mﬂﬂ1ﬂfl]%l"]fsluﬂ1§3m31$ﬁ1ﬂ@Qluﬁ?uﬂlﬂﬂ Analysis Profile %3UaNU
I a 4 &
5.1. Full Analysis L']J1!ﬂ"l'i'Jm513WLLUUﬂﬁ@UﬂquﬂTii%}QTUVNWNﬂ
a aa a a A <] @

5.2. Traffic Monitor ﬁllﬁﬂ\i traffic E%QﬁﬂﬁLLa$3Lﬂ§1$ﬁﬂ§$ﬁﬂﬁﬂTWﬂlﬂQﬂﬂULﬂﬂﬁWaﬂ 374

1189 MAC Address, IP Address 6% Protocol

. .3 a 4 a ) @
5.3. Security Analysis IJJ1!ﬂ15'Jm5131’1ﬂ3111Lﬁﬂ\?IﬂEJLﬂWTSWﬂﬂﬂTWiHﬂ')TNﬂﬁ@ﬂﬂﬂﬂ]ﬂﬂ
A 1
1NI9V18
a 4 < a o

5.4, HTTP Analysis 10512¥m3 5 nunuivuennamdy (jUunuves HTTP)

5.5. Email Analysis 3mswﬁmﬂ%’mu§m5(gﬂuumm POP3 1182 SMTP) L1agA319 90U

v
a A

Hevuazdainumniusmg
5.6. DNS Analysis 13121314911 DNS 151 msItianedonanainns14auved DNS
5.7. FTP Analysis M3 30512015 19911 FTP (31uun TCP wosa 21 uag 20)
5.8. IM Analysis M3 AATIZHTOANY

a A A a P
6. Aanu Start tiosuIUNMINATIENR
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Full Analysis | Traffic Menitor Security Analysis HTTP Analysis  Email Analysis ~ DMS Analysis FTP Analysis IM Analysis VolIP Analysis
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1. (Aenudiy Replay iogludan Analysis Mode

Capture | Replay 'l'
[ £4
A s ' . 2~ = v A
2. iwlvla packet 910 1UdIUUD3 Packet Files F905 100208001

pen

MName Size Format Date Modified Path Add

ftp.cecpkt 32100 MB  Colasoft Packet File 2012/04/20 16:57:32 F\packets [ l
yahoo.rawpkt 315846 KB Colasoft Raw Packet File 2012/04/2016:47:12 F\packets

Quick -

3 A { 3 3 < o o 3

2.1. Add Wumaiy Tdnimspuuianadounas Tasaniinailszyiu13lu lvdudia
: 2
NANY

I s <
2.2. Remove (Hum3savIdufianandon 1y

s I I Aa P
2.3. Clear All au"lvxlmmﬂm@ﬂuaﬁmmﬂm
I o <
2.4. Replay Speed 11UNIMAUANIUGD
o 1 < < @ ] <3
2.4.1. Quick ‘t]gﬂ']ﬂTﬂﬁullWﬂLﬂ@g@uﬁﬁﬂ@ﬂ?ﬂi?ﬂﬁ?
] ) v 1y Wy a A Y
2.4.2.Normal HWANNILIDUYIAIDY1IU llﬁul,ﬂﬁ'lﬂﬂ&@ﬂﬂﬂ@jﬂﬂﬂ\‘]

A A A A Y A a ’q Y ~ [ 1 .
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iEEEEE

Full Analysis  Traffic Moniter Security Analysis HTTP Analysis  Email Analysis ~ DNS Analysis FTP Analysis IM Analysis VolP Analysis
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Main User Interface
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(% a o T
naannnEudulumsins ey 15 luine@enuuy real-time capturing 130 replaying
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7 i I Analysis Praject 1 - Colasoft Capsa & Enterprise Demo /\ - X
Analysis System Tools Views You have 10 days left in your evaluation. LTI F
= =4 (&= ﬁ = T 8 o =
=1 = =5 LAY # 5 g T2 E
Adspter | Stat  Stop | General Node Name Alarm || Analysis Diagnosis View | Packet Capture Packet Log  Log
Group  Table Object Display | Buffer Filter Output View Output
Capture Network Profile Settings Analysis Profile Settings
; Purchase &
& Full Analysis Default | VolP | Packets | Domain | TCP | Port | IP | .
If° Protocol Explorer (1) Capsa Enterprise
B mac Explorer (3) Global - Utilization (Percent) Total Traffic by Bytes nlimited Edition
52 1P Explorer (3) {clickhere]
0 VolP Explorer 0.150% 22.68 KB
0.120% 18,14 KB
0.090% 13.51KB Live Demo
0.060% 9.07 KB
2.030% 454KE &8 Find Top Talkers in Network
. : i &) Who Is Using Network Bandwidth?
0.000% N T N 0.00B - - T . T T ! &) How to Detect ARP Attacks
Q&u & Qu‘?k G"'& & & .“c?h & mc,"-’h Q@@ mﬁ"-’h & Qu‘?h .“c,'?? & & 6;}“ & m";?h .“bsk &) How to Detect Network Loop
@ & & F H & & §§ & & F § & & & & § & &8} How to Monitor M Message
[ More Videos...]
Top IP Total Traffic by Bytes Top Application Pretocols by Bytes
2.65 M8 How-To's
Gl o
542‘.&353 - 2.01M8B [ How to Monitor Network Traffic
. P T T . v
B e o - PUBMSIN [E0 Monitor Employees Website Visits
@'_\?’ @:\ ,\q’?‘?‘ ,‘Q'.o (_g._,'.’q:p Qc,:'-‘ z_tée q&sP QS\?’ @'_\?‘ 150 MB [0 1 cannot capture ALL traffic, why?
2 %f’ S o \o;.:’ 6’\@ 6@0 _d_{ég P 1.00 MB [ Create Traffic Utilization Chart
S & & Ent]Start a Wircless Capture
v PR 13.29 kB [ [Ent] p
CHE [ More in Knowledgebase...]
@5@ & 5 ) voos o T T T T T
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& & & A & oS &
q@:l"& P g@y é(e < 053‘ &8} & h:m w to Use Capsa ‘ v

s Capture - Full Analysis | B9 Wi-Fi | <2 Network Profile 1 - Bandwidth - 100Mbps | " Inactive 00:11:19 | 277,589 @0 | Ready @0 @0

¥\ Alarm Explorer (U 0
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1. Menu button L‘IJH']JIJLIJHV]E]QigNUH%WEIGUG\‘]WUWINﬂﬁGl‘H\ﬂu Iﬂﬂi]ﬁﬁﬁi'lﬂﬂﬁ U
I a o ]
1.1. New @umsaialilsnamsinsiz 1ny
I <] o o
1.2. Task Scheduler L‘]JL!LL“VIUG],‘L!ﬂ15ﬂ1ﬁuﬂl’)ﬁ1ﬂﬁ‘ﬂ1\‘ﬂu
. <3| o 9 U Y v =K a
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U Qa"lWaVl%m .csgef (Colasoft Global Configuration File)
. I o ¢ a J Y o A o 1 a L4
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1.5. Resource L’]Jumi'smswmﬂiam181ﬂ8miuwayjammﬂaummm@ IﬂEJiJ 2 NNANU
1.5.1. Colasoft Home Page AANHE NIV Colasoft
A 14 ] A =) Y o Y
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A A a N Y
msmmiumsammzﬂﬂ
I 9 A a Y] 4
1.6. Product Lﬂumagawmaqwammm
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1.6.1. Product License Lﬂumsmmq“lmumum

1.6.2. Check Update n539@0U03 ¥uu0d 1151053



1.6.3. About ﬁJumi@%u1EJSGUaﬂ%{uaz%yammﬁluwmmmmwaﬂﬁmcﬁ

1.7. Close WusdslumstlaTd svauazndu ldamhiE udn

1.8. Recent Files taassiomsinerimsida liduiinia

1.9. Options Fumsimuamsaamves snai 4 lumsiinszi

1.10. Exit 900910 115005

Quick Access Icons flhlﬂﬂﬂuﬁldﬁ

2.1. - leneudmiumsadalilsnanmsinsizdlng

2.2, L Tonoulumsfuuanainisiam

2.3, onewiiendu gtz udy

2.4 11 Yeneudmumiufinudiane c?}qmmfgaﬁqﬁ Colasoft Packet File (*.cscpkt),
Colasoft Raw Packet File (*.rawpkt), Colasoft Raw Packet File (v2) (*.rawpkt),
Accellent 5Views Packet File (*.5vw), EtherPeek Packet File (V9) (*.pkt), HP Unix
Nettl Packet File (*.TRCO; TRC1), libpcap (Wireshark, Ethereal, Tcpdump, etc.) (*.cap;
pcap), Microsoft Network Monitor 1.x, 2.x (*.cap), Novell LANalyzer (*.trl),
NetXRay2.0, and Windows Sniffer (*.cap), Sun_Snoop (*.Snoop) t481¢ Visual Network
Traffic Capture (*.cap).
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3.1. Analysis (umsasmamiumsinsed dsznev e

=

W= =2 5 | B rd =

Stop J|General Node Name Alarm View  Packet Copture Packet Log  Log M{*e
Group  Table Display | Buffer Filter Output | View Output f ™

Adapter | Start

L
Analysis Diagnosis
Object

Utilization (0%}

Capture Netwark Profile Settings Analysis Profile Settings Traffic Chart(bps)

i Export
B Clear
12 L

A2 Lock

Packet Buffer 16 MB

3.1.1. Tunsdidauuealaf s Capture

1 4 a 4
- Adapter ansataenuiolasunilas Network Adapter i1 1umsInsert

Select Network Adapter X

MNetwork adapter list:

Mame P pps bps Speed Packets
= Local Network Adapter(s)
[ Microsoft 0.0.0.0 0 0.000 bps 54.00 Mbps 0
[ Ethernet 2 0.0.0.0 0 0.000 bps 10.00 Mbps 0
£ >

Utilization of the selected adapter:

Cancel
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- Start ITUNITIUIRYUNALNA
2 a v W 3
- Stop AUNMTIUINYLUNALNA

3.1.2. Junsalauuealandy Replay

—/; Analysis System

4 T~

File Stat Pause Stop

Replay
- File flums@lamssamsuionlasuntlas lWdudiama n
- Start GumM3INseuRafe
- Pause HgAMINiAROUAAAATIATI
- Stop Fumshisouiafa
3.1.3. Network Profile Settings Funs s iine s 11 s Network Profile Taedi
0 4 dausail
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3.1.3.1. General ¥IUIYALIDYAAIU

MNetwork Profile Settings - Network Profile 1 X

General General Settings

Mode Group
Name and description
MName Table
Alarms MName: [Network Profile 1

Alarm Configuration

Description:

Bandwidth settings

Bandwidth: 100 = Mbps
Address Reselution Options

[] Automatic active address resolution

Automatic passive address resolution

Save auto-resolved host names and domain names

Save unused names for: | 2 2| days

Cancel Help

- Name élﬂ'f’e)ﬁlJEN Network Profile

- Description fMOTUNBROITUT0aZIB8ATY Network

_ Bandwidth $1%u@ bandwidth iz 153 eve

- Automatic active address resolution 11/1n15 199114 DNS uuusa Tusia
- Save auto-resolved host names and domain names

o Aq Y A1 A 9 oA o
- Save unused names 321 3UN 1% TaslAuTuaun 2 Ju
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3.1.3.2. Node Group (Hunguiigminnldlumssams MAC uag IP Address Y04
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3918
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Metwork Profile Settings - Network Profile 1

General Node Group Settings
~ Mode Group
Mame Table E‘ -;3 A A
. P Local Host
Alarms E‘ifi Local Subnet Rename...
N— Lo 192.168.1.0/24
Alarm Configuration ["_5 Delete
Move Up
Move Down
Import...
Export...
Only display editable node groups. Auto Detect
Local Segment
Type MAC addresses with one per line, Enable country group
Cancel Help

- Add flumaiin TnualmilunguTnuaii Ididen 1y

- Rename UR l¥ovoangu Truaidon 13

- Delete aungu Tvuaiidon 13

Y
- Move Up M3dengu Tnuadiuu

- Move Down M3é1engu Tnuaasun

o 4
- Import M348 .cseng 1t 1us18m3

-7 d
- Export M31uiin lW&iu cseng

- Auto Detect Gli’J%ﬁﬂ’UﬂijilﬂJm MAC Address 1a¢ IP Address U9

A 1 %
inovwagiiu
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Metwork Profile Settings - Metwork Profile 1

General Name Table Settings
MNode Group
Select name table: IP name table w Search: -
~ Mame Table
MName IP Address Add...
Alarms
Alarm Configuration Edit...
Delete
Import...
Export...
Cancel Help
v s 1
a A =1 1
- Add Nygallasnog
Add Mame >
oK
Type: IP Address ~
Resolve Address
IP Address: | 0.0.0.0 |
Resclve Mame
Marne: | l |
Cancel
Text color -
I Help

Edit 1 lys1ensndaen ]

Y
3
A A Y
Delete aus1@M3Naon 13
0 J I J
- Import i lWanindeauendun1d TasszdouilulWdumena .cscont

Export M3tiuiin 1Wd daazitluunuana g cscont
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3.1.3.4. Alarm Settings LﬂuﬂTﬁ@NﬂWiuﬂWim’E]‘Llﬂflﬂ“lalulﬂif]slﬂﬁl

Alarm Settings

EI___J Security Add
Global-Traffic-Total
] Global-Pkt Size Distribution Delete
..[#] Global-TCP-TCP SVN Sent
“...[7] Global-Traffic-Utilization

Properties

Import

Export

Enable All
Disable All

Inwert

Save alarm logs

Path:  C\Users\Administrator\Desktopalarm logs.bet

Add a1 amsusaufouns
Y A o oA A
Delete aUMsududounsnaon 13 lusons
. o = L N A o oA A
Properties 13 Unlasugaauiinuesnismeunsingeon
[ I 4
Import Tnaamsududouns Tagvzdoauduumana g csalarm
Y] o I 4
Export 1ufinmsududouss Tasvzdeailuumanalild csalarm
k)
Enable All 139NMSABUNININUA
Y
Disable All #NANMTADUAININUA
Invert MITAUIIINMIUIUAOUNY
I @ o [~ 4
Save alarm logs (Humsiiuiin lldamsdeuseiluumana lild xt Tagazl
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Metwork Profile Settings - Metwork Profile 1

General Alarm Configuration Settings
Node G
ode broup [J Email notification
Mame Table i i o i
Sender information Recipient information
Al
arms Address: Subject:
[ Alarm Configuration ]
Your name: -
Recipients:
User name:

Tips: You can type multiple recipients and use

Password: semnicolon to separate.

Server information

Ernail server: Click "Send Test Email" to check SMTP
settings.
Encryption: MNone

Send Test Email...
Port: 25 =

Sound notification

Sound: rprise Demo Edition\Data\AlarmMNetify.wav |

Cancel Help

4 { o ]
- Address DIANZINNTAY
dl P
- Your name Glf’f)ﬁjﬁ’ﬂ
A JAq Y ~ A ' S A 7
- User name ’f)L?JaTI‘lGIN”IuIﬂEJ‘I]%?Jﬂ”IiL“]f@ZJ@]@L?JaL“]ﬁ/\IL’J@i

1 = <

- Password 3¥ar UBEaN 19511
44 4y v
- Subject ¥oiT09NADINTUIUHOU
.. Yo A d o o Y A Yy A o Y = J
- Recipients f5UBmadmsumsusufion Tasamnsousudoussldnaiodwd
[ [ 4 )
Taelddaanual <~ Au
. A 7 a s
- Email server ‘nagmmmamﬂn@s
. A 1 J a J
- Encryption U3zinnmseunevednadwies
¢ A Y A 1 % J a o
- Port inaane’an 1 lumssouneduudimines

I g’; 1 H [
- Sound notification HJum3saanudean ¥ lumsnouns



. < Yy A 7= o A a N ¥
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Analysis Profile Settings (Full Analysis)

= Analysis Profile

Analysis Object Settings
- Diagnosis
- View Display Analysis Object | Protocol Details | Max Object Count
& P:ackets Metwork protocol - -
-~ Packet Buffer MAC address 10,000
- Capture Filter Local IP address 10,000
- Packet Qutput Remote IP address O 10,000
= L;Dg . MAC address group -
Loy e :
MAC conversation 10,000
IP conversation 10,000
TCP conversation - 10,000
UDP conversation 10,000
VolP call 10,000
Port 65,535
| This function is usable only when the capture is stopped.
Reset
Cancel Help

- Analysis Object i udrmveasiniinllslnnea

Y
- Protocol Details mﬁmmmﬁuﬁmwamm%’aga traffic

o a o v g’/ A g}; 1
- Max Object Count AU TUMTAATIEH I ULARZAT Iﬂﬂfﬂgliuéﬁ‘!ﬂ\‘llm 1 5\‘]

10,000 (M1
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Analysis Profile Settings (Full Analysis)

[=- Analysis Profile
Analysis Object
Diagnosis

i View Display
Packets
i Packet Buffer
Capture Filter
i Packet Qutput

...[#] SDP Info Deficient or Format Errar
= =

LCheckthe anolication services uningon

B | |5 R

X
Event List
Di; is S
g s
=B Application ~ fl= DNS Server Slow Response
NS Server Slow Response Type Performance
lon-existent DNS Host or Domain Color - 000
DMS Server Returned Error Severity Notice
<[] SMTP Server Slow Response Response time (ms) 300 Event Sett'ngs
Suspicious SMTP Conversation
MTP Server Returned Error ‘I
uspicious POP3 Conversation
POP3 Server Slow Response ~
POP3 Server Returned Error Description
FTP Server Slow Response The response time from the DMS server is
uspicious FTP Conversation equal to or higher than the threshold.
FTP Server Returned Error
Possible Causes and Solutions
HTTP Client Error H H
. Event Description
Suspicious HTTP Conversation Possibl
ossible causes:
TTP Request Not Found 1. Network congestion,
HTTP Server Returned Error 2. The route between client and DNS server
[[] HTTP Server Slow Response is slow.
«[+] VolP 5IP Client Authentication Error 3. The DNS server is overloaded.
olP RTP Packet Loss 4. Poor DMS server performance,
VolP RTP Packet Qut of Sequence Solutions:
v

Cancel

Help
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- Event List 378M3N3nuaveInsitanenied luilagiiv
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- Event Setting aansoidonlumsud lumgmisel luaiuvessie¥oniudnsog
11 Event List
. . <3| v a 1 Pl
- Event Description iluaiulumsesungvesunazivgnsaiiaz 11gazdeaves
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3.1.6. View Display lﬂUﬂ1§ﬂ5Ulﬂaﬂuﬁguu'ﬂﬂ%llﬁﬂﬂ%]ﬁﬁﬂ@]ﬂl'ﬂ\?ﬂ”ﬁfllﬂ51314

Analysis Profile Settings (Full Analysis)

= Analysis Profile
Analysis Object View Display Settings
Diagnosis
View Display View Show Move Up
:ackets Dashboard Mave Down
i Packet Buffer Summary e
Capture Filter - - w7
Packet Output || | oo
e MAC Endpoint
tz: gf::ut IP Endpoint
MAC Conversation
IP Conversation
TCP Conversation
UDP Conversation
VolP Call
Paort
Matrix
Packet
Log
Report
Cancel Help




< 2 3 &
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Analysis Profile Settings (Full Analysis)

Analysis Profile
. Analysis Object
Diagnosis

Packet Buffer Settings

View Display

16 = MB

Packet Buffer Buffer size:

Capture Filter

Packet Output When buffer is full:

Y/ belost.

TCP conversation analysis buffer

.

Buffer size: MB

Discard oldest packets (circulative buffer)

@ If you change the buffer size, the packet buffer will be reset and all previcusly stored packets will

a TCP conversation analysis buffer size should be less than or equal to packet buffer size,

Cancel Help
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3.1.8. Capture Filter Lm‘]Jull"l?lﬁﬂ”i'ﬁ‘]Jﬂ'l'ﬁﬁﬂﬂ'll!ﬁ%tﬂuﬂ’)ﬂi’)‘ﬂﬁﬂﬂﬂlﬁmﬂﬁ Tﬂﬁl%g
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Analysis Profile Settings (Full Analysis)

|- Analysis Profile
- Analysis Object Capture Filter Settings
- Diagnaosis
-View Display MName | Accept | Reject | Adapter
). Packets HTTP " 0
- Packet Buffer | O
- Capture Filter oMS 0 0
-Packet Output ETP 0 0
E-Leg R
. ARP/RARP O O
-Log View -
ot GMP O O
----- og Output
Broadcast O O
CIFS O O
DHCP O O Mo filter, accept all packets.
IP O O
Multicast O O
O O
POP3 O O
PPPoE O O
SMB O O
SMTP O O
TCP O O
uDp O O
wwwa B O
&) =) X & [ o

Cancel Help
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3.1.9. Packet Output tHuaiulumstiunnunanan lglunmsiasizvion Tuia

Analysis Profile Settings (Full Analysis)

=) Analysis Profile

. Analysis Object Packet Output Settings
- Diagnosis
: View Display Save packets to disk
E‘ Packets Limit the packet size to: 64 = bytes
H - Packet Buffer
- Capture Filter Single file:
; - Packet Qutput
=-Log Multiple files:
Log View
----- Log Output Path:
Prefiz narne: pht o
File type: Colasoft Packet File(*.cscpkt)
Splitfile every: 1 S| Day(s)
Save all files Save the latest 1 | fileis)
Cancel Help

3.1.10. Log View M3AAT1z¥uazm3 1 traffic 194 DNS, HTTP, Email, FTP 1a

MSAUNUIVOI MSN N1 Yahoo

Analysis Profile Settings (Full Analysis)

= Analysis Profile
i L. Analysis Object
- Diagnaosis

i i View Display
E| Packets

i .. Packet Buffer
- Capture Filter
H Packet Output
E-Leg

- Log View

- Leg Output

Log View Settings

Log Type

Leg Buffer Size (MB)

Global Log
YAHOO Log
Diagnosis Log
MSN Log
DNS Log
Email Log
FTP Log
HTTP Log
ICQ Log

VolP Signaling Log
VolP Call Log

ra

LS S R SRR (S IS T S I LS I A N ]

@ If you reduce the log buffer size, the oldest log data may be discarded.
el

Cancel

Help
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3.1.11. Log Output unsifuninidayaveauinng 1uaiuued Log View 6 11319

Analysis Profile Settings (Full Analysis)

(=) Analysis Profile

- Analysis Object Log Output Settings
Diagnosis Save log to disk
View Display

(- Packets File path:

Packet Buffer . . ot .
Capture Filter e A ogrile csv file
Packet Output Splitfile every: 1 = MB

""" Log View Save ll files

----- Log Output

Save the latest 1 = file(s)

Select the log types youwant to sawve:

Log Type Folder Name

File Prefix

Cancel Help
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Analysis System Tools Views
T = ‘ | g | )
e B A9 g
Cecoder  Task Home Forum || |Checkfor| About
Scheduler Page Update
System Options Settings Resource Product

= v - -
- Decoder Huarulumsasmeslilslanoa

- Task Scheduler M3MHUAFILIAIUMTIOU cTNmmmﬁmmﬁmmwﬁﬁ

)
1118 15 18mwe Capsa 110U Enterprise (114
- Home Page TUganthumaveaduled Colasoft
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'g Analysis
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System Tools Views
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9E1IABINY AD Ping, Packet Player, Packet Builder ti6i¢ MAC Scanner
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- Ping Tool 1imn3esiioNn1Fluns ping Alidsz@nsnmIaetimsuaasgiuuy
A v a o
aswhwe lvumsfSeumeunarlumsaeuausaazdiaunso
Y

n3euieuns ping 18u1nn1 1 Tagds1danu 1 lddu lsandeams uda

A Start Ping

" www.google.co.th - Colasoft Ping Tool - m] X
File Edit Chat Options Help
8
[wowigooglecoth 1.0 () Colasoft Cansa
Stop Ping ./ Packet An:
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W vwow.google.coih
E
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O Packets Sent:38 [2015-10-29 19:20:07)Reply from www.google.co.th: bytes = 64 time = 118ms TTL = 55
© Packets Received:52 [2015-10-29 18:20:09]Reply from www.google.co.th: bytes = 64 time = 167ms TTL = 55
© Packets Lost:6(10% loss) [2015-10-28 19:20:10]Reply from www.google.co.th: bytes = 64 time = 72ms TTL = 55
9 Response Time Minimum:72ms [2015-10-29 19:20:12)Reply from www.google.coth: bytes = 64 time = 117ms TTL = 55
9 Response Time Maximum:425ms [2015-10-29 19:20:14]Reply from www.google.co.th: bytes = 64 fime = Tms TTL = 55
@ Response Time Average:133ms ] ]
Ready CAP| NUM | SCRL
¥ www.google.co.thwww.facebook.com - Colasoft Ping Tocl - m} X
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W www google coth [l www facebook com
£
g 39000 -
¥ 28000 -
130.00
0.00
2015110129 19:23:54 2015110129 19:24:04 2015110129 19:24:14 2015110129 19:24:24 2015010129 19:24:34
DR EIREE www.google.co.th
) www.geogle.co.th ~ |[ 12015-10-29 19:24:32]Reply from www.google.co.th: bytes = 64 time = 19ms TTL = 55 ~
© 6119.1.177 [2015-10-29 18:24:33]Reply from www.google.co.th: bytes = 64 time = 20ms TTL = 55
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¥ Meode Explorer MAC Address Only Show Manufacturers IP Address Only
Alarm Explorer & MAC Mame Only # [P Mame Only
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Show/Hide MAC Address Display Settings IP Address Display Settings

e e e e
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- MAC Address Display Settings ﬁJumi@%mgﬂgmmm MAC Address
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AA:BB:CC:33:44:55
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Dashboar/d/ySummary X rDiagnosis rprotocol rMAC Endpoint rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversation | UDP l 4
| Full Analysis\Statistics: | 70 |

Fal
T

Statistics [tem

Current Value

=-Protocol

= Diagnosis | Count |
Informatien Events 157
Motice Events 636
Warning Events 1,628
Error Events 0
= Traffic Bytes Packets Utilization bps pps
Total 1.58 GB 1,896,915 10.868% 10.868 Mbps 1,427
Broadcast 250 MB 40,525 0.000% 0.000 bps 0
Multicast 1.74 MB 6,907 0.000% 0.000 bps 0
Average Packet Size 892,000 Bytes
=Pkt Size Distribution Bytes Packets Utilization bps pps
<=64 574 MB 99,666 0.001% 928.000 bps 2
65-127 50.35 MB 596,292 0.361% 361.384 Kbps 482
128-255 2.77 MB 17,546 0.001% 1.104 Kbps 1
256-511 5.83 MB 17,045 0.007% 6.568 Kbps 2
512-1023 13.46 MB 18,020 0.000% 0.000 bps 0
1024-1517 1.39 GB 1,071,764 10.486% 10.486 Mbps 939
>=1518 110.87 MB 76,582 0.012% 12144 Kbps 1
= Address Count
MAC Address 21
IP Address 710
Local IP Address 13
Remote IP Address 697
Count

~

U I 1 1
@Y Dashboard azilumsazims ldauaeg Tuszuunsedisoeninlugiunu

a5l w3ounugd elidlFnuannsmih iz szun1die Tasazuisesnilu

Default, VoIP, Packets, Domain, TCP, Port e IP

Dashboard X rSummary rDiagnosis rProtocol rMAC Endpoint rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversation | UDP l 4

1B E o

Default | VoIP | Packets | Domain | TCP | Port | IP |

Glokal - Utilization (Percent)

Total Traffic by Bytes

13.100%
10.480%
7.860%
5.240%
2.620%
0.000%

.63"'"\9 63";]9 .6?"?9 .6?"5& .6?"{"9
L - - L - L - -

1.56 MB
1.25 MBE
959.49 KB
639.66 KB i i
J1983KBq & B
0.00B

Top Application Protocols by Bytes

P N LR R R
Ry £ o o
& & .g?& -3?5’& .375’9 &
§ & ¢ Farar
5 o o8 2?9?&9 &
& FF P

1.30 GB
1.04 GB
798.95 MB
532.64 MB

266.32 MB

0.00 B L



v . . & P @ A4a 2 R ad
HUULE AN Diagnosis 6ﬂglf]J‘Llﬂ'l'il!i’f?’]\‘l“ll'fi]ll“'fl“llf]\‘llfl’iﬁ]ﬂ'l'i‘ill?l']\? g nnevulumiansa

g‘.: ] o w g’z < ad o Y 1 9 Cal
NMuA IAguUmuaIAUTUYDUTAITA ‘V]ﬂﬁ\ﬂﬁlﬁ@ﬂWiﬂuﬁ'lﬂﬂluﬂ']LﬁﬂfﬂiﬂmN 9 Tu
IS ad
IUALITA
Dashboard rSummaD/’Diagnosis pd rProtocol rMAC Endpoint rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversaticn I upp al 4
Events Addresses
= | Gy gl = - | Full Analysis\Diagnestic ltem: | 12 | 0| g~ 55+ | & - | All Diagnosis\Diagnosis Address: | 4 |
Name Cou ™ Name MAC address IP Address 2
All Diagnosis 24 10.3.0.1 AdA24R:5E:DT35 10.3.0.1
=--Application Layer 1 192.168.1.1 AdA2ARSEDT:IS 192.168.1.1
@ DNS Server Returned Error 192.168.1.33 E0:06:E6:76:CB:41 192.168.1.33
i/ HTTP Client Error p.rthsrv.com AdAZARNSEDTIS 23.23.123.186
i/ HTTP Request Mot Found www.googletagmanage... | ALAZ4ASE:DT:35 173.194.120.158
= Transport Layer 14 videosupreme.com Ad:AZARSEDT:35 7411717839
i/ TCP Repeated Connect Attempt 14 vast.tubemogul.com AdAZANSEDT:IS 52,74.3471
i/ TCP Slow Response wvast.tubemogul.com ALAZARSEDT:IS 52.,74.211.232
[=-Metaenrk | aver A ¥ | nouct duntrle cnm Ad-A-AASF-NT-35 54 1R4 A4 15/ ~
£ > £ >
Details
@l % B 2 - 103.0.1\Details: | 4
Severity | Type Layer Event Summary Source [P Address Sc
id Fault Transport Repeated atternpt to establish TCP connection (see packet $08279). 192.168.1.33 EQ
i Fault Transport Repeated attempt to establish TCP connection (see packet $08342), 192.168.1.33 EC
i Fault Transport Repeated attempt to establish TCP connection (see packet 308608). 192.168.1.33 EC
i Fault Transport Repeated atternpt to establish TCP connection (see packet 908666). 192.168.1.33 EQ

Y A 9 1 A 1
HUULHA protocol ISHTAN protocol mJmﬂmmagiuiwmmemw Iﬂﬂ%m!ﬁﬂﬂ

51082198AVDIUADY protocol YTZNOUAIE YA, T1UIU packet, BATINITU-TIT0D

Dashboard rSummar)r rDiagnosij)’Protocol x rMAC Endpoint rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversation I UDP a| 4P

1% B | & - | Filter - Al v [] Exactly Match () :
MName Bytes « Packets bps pps ™
=" Ethernet Il 1,932,441 0.000 bps 0

= IP 1,890,101 0.000 bps 0

=5 UDP 1.4 1,623,384 0.000 bps 0
=T RPCAP GB 1,607,949 0.000 bps 0
" ssop | 1.56 MB 4,424 0.000 bps 0
=T DNS | 582.80 KB ,297 0.000 bps 0
T~ Response | 403.63 KB 2,135 0.000 bps 0
T Query | 17917 KB 2162 0.000 bps 0
& T MNetBIOS | 62.73 KB 637 0.000 bps 0
T MBNS | 58.15 KB 618 0.000 bps 0
" NBDGM | 453 KB 19 0.000 bps 0
T LLMNR | 35.67 KB 516 0.000 bps 0
¥ DPLAY | 63 0.000 bps 0
= rROOTP | Q58 KR Ja 0 0N0 hne n o
£ >
MAC Endpoint [ IP Endpoint | ar
Y| Gy | & 55 By | @ - | Fitten ~|an ~ [] Exactly Match (.} =
MName Bytes « Packets  Bytes Received Packets Receiv... Bytes ™
= ' Local Segment 1,932,441 0.00B 0 43
- ER A4AZANSEDT:35 1.61 GB 1,929,168 75.90 MB 638,535 1.5
B8 19216211 | 1.87 MB 6,628 127.75 KB 1,046 17
= 103041 | 412.00B 6 41200 B 6 0,
I % R — — 43 -




MIUaA MAC Endpoint 5lumsuaniludnysizves MAC Address

Dashboard rSummar_\,r rDiagnosis rProtocyMﬁC Endpoint X rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversation I upp al ar

2y Gl 65 By 8 - Filter - |an ~ [ Exactly Match (L =
Mame Packets bps Bytes Received Packets Received Q

= - Local Segment 1,957,787 15.872 Kbps 0.00 B 0

= A4 AZ:ANSE:DT:35 1.63 GB 1,954,492 15.872 Kbps 76.68 MB 646,889

=0 r16---sn-30a7dn7l.g... I 372.36 MB 412,429 0.000 bps 11.83 MB 137,197

0 r8-—-sn-3npSpodv-c.. |l 245.68 ME 272,334 0.000 bps 7.80 MB 89,981

= r1---sn-SnpSpodvec.. |l 217.76 MB 239,323 0.000 bps 7.03 MB 79,896

0 rd---sn-5npspadv-c... |l 205.75 MB 228,019 0.000 bps 6.67 MB 75,599

oL r6---sn-30a7dnel.c.... i 129.38 MBE 142,844 0.000 bps 4,08 MB 47 662

5 r2---sn-3np5podv-c... | 126.64 MB 139,266 0.000 bps 411 MB 46,634

5 -—-<n-20a7dnel.g... || 71.02 MB 78,401 0.000 bps 2.24 MB 26,211

% r1---sn-30a7dneT.c..., | 68.47 MB 75,116 0.000 bps 212 MB 25,082

= 3-edge-chatfacebo... || 18.14 MB 37,062 0.000 bps £.90 MB 15,972

5 r6---sn-5npSpodv-c... || 16.05 MB 17,815 0.000 bps 537.93 KB 5,938

“u fbcdn-video-h-a.ak... || 13.47 MB 12,826 0.000 bps 185.48 KB 3,221

5 add.liverail.com | 10.87 MB 20,079 0.000 bps £.39 MB 8,382

“As ip.casalemedia.com | 10.02 MB 8,532 0.000 bps 95.85 KB 1,650

o fbedn-video-j-a.aka... || 9.71 MB 8,270 0.000 bps 93.49 KB 1,592
&y fbcdn-vthumb-a.ak... | 9.61 MB 8,200 0.000 bps 438.07 KB 1,582 )

< ‘ >
~” MAC Conversation 4P
Ly | & - | Filter - Al + [ ] Exactly Match (L =
Node 1 -» <- Node 2 Duration Bytes Bytes -» <- Bytes Packets =~
ED FrenfeFR:TR-CR:A1 ™ 33.33.00:00:00:0C M:21:26.T7ATNAT 14.86 KR 1486 KR nonR anll v
£ >

) . g Y A ' A 1 A 9
NUULEAN IP Conversation L‘IJ'L!‘H‘L!WI!.Lﬁ'ﬂ\1Gluﬁ")uﬂlf]ﬂﬂ'liﬂﬂﬁ@ﬁ@ﬁ'liiﬂﬂ%f protocol

A S a A

1 A 1 A 9 1 A 3’, =
IP 31&?]i’éNiJﬂﬁl‘]ff)l]ﬂf]ulﬂﬂiﬁuﬂalﬂ‘UN LmazT‘wuﬂmmimmﬁamﬂﬂuumum

9 a4 ' oo Hq 9 A g vy 2
Yoyandoa1sn Tns, S packet 114, narGudulumsaedoyanaznadugalums
davoya

Dashboard rSummary rDiagnosis rProtocol rMAC Endpoint rIP Endpaoint rMAC Conversati o/n/yIP Conversation X rTCP Conversation I upp q| 4

L) % o - Filter - Al + [ ] Exactly Match () i

Node 1 -> <- Node 2 Duration Bytes Bytes -» <- Bytes Packets *

) 192,168.1.33 g safebrowsing-cache... 00:00:00.016740 184.00 B 116.00 B 68.00 B 3

5 192.168.1.33 S www.ybotvisit.com 00:00:14.603909 116.00 B 116.00 B 0.00B 2

5 102.168.1.33 & whos.amung.us 00:00:00.590448 1.63 KB 1.03 KB 609.00 B 10

5 102.168.1.33 5 67.202.66.203 00:00:00.804270 3.46 KB 2.62 KB 860.00 B 12

5 102.168.1.33 5 <2 thetats.com 00:00:03.745018 1.79 KB 1.14 KB 666.00 B 11

5 102.168.1.33 5 vwww.adnetwarkperf... 00:00:00.709755 5.24 KB 2.17KB 3.07 KB 24

5 102.168.1.33 & syncadap.tv 00:00:11.150538 380.00 B 24400 B 136.00 B 6

& 192.168.1.33 E segments.adap.tv 00:00:11.152273 760.00 B 438.00B 272.00B 12

5 102.168.1.33 = sync.adaptv.advertis... 00:00:11.153080 Te0.00B 43300 B 272.00B 12

5 102.168.1.33 % go.oclasrv.com 00:00:13.123670 T14KE 2.00 KB 5.14 KB 27

5 192.168.1.33 5 netdna bootstrapcd... 00:00:13.123988 30.81 KB 1.88 KB 2893 KB 7).,

- __ LD __ /. - - - _ YA _N_ ___ . & _—— [ — [y -

< >
TCP Conversation rUDP Conversation I 4b

Lg% 2 - Filter ~ Al v [] Exactly Match (), z

Node 1-> <- Node 2 Packets Bytes Protocol Duration Bytes -

<) 192,168.1.33:17488 gl safebrowsing-cache.g... 3 184008 TCF 00:00:00.016740 116.00

< >




I { 1 [ . 1
WHEAI TCP Conversation 1 unihfiudatoyaitu@eant IP Conversation LAY

HaAURMIzMIARAeda13se1 19 T ua a1y protocol TCP

Dashboard rSummar)r rDiagnosis rProtocol rMAC Endpoint rIP Endpeint rMAC Conversation rIP Conversati oy/TCP Conversation X | UDP §| 4r

= % 2 - Filter - Al ~ [ Exactly Match (), _
Mode 1 - <- Node 2 Packets Bytes Protocol Duration Byte ™
E 192.168.1.33:18745 '3 external-kul1-1s.cfbe.. 2 192.00B HTTPS 00:00:00.000055 58.
E 192.168.1.33:18833 B cdn-static-secure.liver... 1 63.00B | TCP 00:00:00.000000 o
E 192.168.1.33:17651 5 www.epmads.com:80 3 184.00B | TCP 00:00:00.017476 116.
5 192,168.1,3%15812 B www.facebook.com:443 28 564 KB | HTTPS 00:00:00.315716 464,
& 192.168.1.33:18792 5 rtb-liverail tubemogul... 3 184.00B | TCP 00:00:00.020472 116.
E 192.168.1.33:18860 B update.colasoft.com:20 ] 380.00B°| TCP 00:00:00.927667 244,
& 192.168.1.33:18859 5 safebrowsing-cache.g... ] 382.00B | TCP 00:00:00.989752 244,
5 192.168.1.33:18364 5 addlliverail.com:80 18 526 KB | HTTP 00:00:00.671261 2.7
E 192.168.1.33:18853 5 ecprmrocks.corm:80 & 184KB | HTTP 00:00:00.779817 174,
E 192.168.1.33:18848 B ecpmrocks.com:30 5 T03.00B | HTTF (00:00:00.796965 174.
E 192.168.1.33:18847 5 ecprmrocks.corm:80 5 295.00B | HTTP 00:00:00.823932 174,
(l_| ._JA _B o e b — - - . & PR —— —— k. )_

4

Packets rData Flow rTime Sequence I

B & & - & | B3| Fitter - Al = i

S5ize Decode

‘|Jr | - &

MNao. Absolute Time  Source Destination Protocol

There are no items to show in this view.

<3| { 1 o 1
wiuaas UCP Conversation iifumthiiaadoyatuifedny TP Conversation HADZ

LAANRNIEMIARADAOA155¥ 119 11 UA Tag 1Y protocol UCP

roard | Summary rDiagnosis rProtocol rMAC Endpoint rIP Endpoint rMAC Conversation rIP Conversation rTCP Con\rersatio/n/VUDP Conversation || )

Cg €1 | & ~ | Filter: v Al v |[] Exactly Match o
MNode 1 -= <-Mode 2 Duration Bytes Bytes -» <- Bytes Packet: ~
E 192.168.1.33:60935 E 203.144.206.29:53 00:00:00.017737 463.00 B 88.00B 375.00 B i
5 192,168.1,33:55051 5 203.144,206.49:53 00:00:00,017436 176.00 B an.00Be 96.00B g
5 192.168.1.33:55051 5l 203.144.206.29:53 00:00:00.260033 176.00 B 80.00B 96.00 B Z
51 192.168.1.33:64489 5 203.144.206.29:53 00:00:00.018052 228.00 B 88.00B 140.00 B z
5 192,168.1,3%59695 E 203,144.206.29:33 00:00:00,027135 216.00 B 20.00B 13600 B Z
5 192.168.1.33:53491 5 203.144.206.29:53 00:00:00.017040 182.00 B 83.00B 99.00 B Z
&1 192.168.1.33:53492 '_—j,n 239.255.255.250:3702 00:00:00.14%957 1.31KB 131 KB 0.00 B z
5 192,168.1.33:60260 '_—j,n 224.0.0.252:5355 00:00:00.402133 136.00 B 136.00 B 0.00 B Z
& 192,168.1.33:54629 '_—j,n 224.0.0.252:5355 00:00:00.402392 140.00 B 140.00 B 0.00B z
5 192,168.1,33:52023 '_—j,n 224,0.0.252:5355 00:00:00.402425 136.00 B 136.00B 0.00B Z
5 192,168.1.33:59715 '_—j,n 224.0.0.252:5355 00:00:00.406122 136.00 B 136.00 B 0.00B iy
[ W L B _ el __ [ [ - _ _
L4 >

-~ Packets | Data Flow | b
ar |« o |[EEN &) - 6 | B3| Filter ~ Al - =

MNo. Absolute Time  Source Destination Protocol Size Decode
There are no items to show in this view.
£ >
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HUULTAN port AB LLEAN port meﬂmm@g

o ndpaoint ndpoint onversation onversation onversation onversation | Vol @ 'ort X atrix | Packet [|2=
| | MAC Endpoi IP Endpoi MAC C i IPC i TCP C i uDp C i VolP C P Matrix | Packet [Z=]| 4 *

= Server - U4 % & - | Filter ~ Al ~ [ Bractly Match (), -
Port Port Type IP Protocol Packets Bytes Avg. Pkt. Size  Commeon Service
57 aa3 | Server, Unknown  TCP 193,469 14841 MB 204.00B  https
'{? a0 Server, Unknown TCP 93,209 537.46 MB 646.00 B | www-http
7 2869 Server TCP 142 2090 KB 15000 B | icslap
7 a3 Server TCP 20 7.55 KB 96.00 B
7 10012 Server TCP 128 14,53 KB 116.00 B
7 10025 Server TCP 21 641 KB 31200 B
%' 1688 Server TCP 6 412.00B 68.00B nsjtp-data
7 10016 Server TCP 107 12.82 KB 122.00 B
% 10006 Server TCP 115 13.37 KB 119008  netapp-sync
£ >

TCP Conversation rUDP Conversation I b
g % 2 - Filter ~ Al ~ |[] Exactly Match (), .
MNode 1-> <- MNode 2 Packets Bytes Protocol Duration Byt ~
=) 192.168.1.33:18745 | & external-kul1-1axcfbe... 2 192.00B | HTTPS | 00:00:00.000055 58
E 192.168.1.33:18833 5 cdn-static-secureliver... 1 68.00 B | TCP 00:00:00.000000 q
=1 192.168.1.33:15812 S www facebook.com:443 28 564 KB HTTPS 00:00:00.315716 464
E 192.168.1.33:17488 5 safebrowsing-cache.g.. 3 18400E | TCP 00:00:00.016740 e,
= [=—] . p. - - - —T . S _ . .
£ >

9 . I A J [ PN
AR Matrix (Jumsuaasgluuumsiweuaasening Ivuanaznsmlaly
sUnuvveans vl

WMAC Endpoint rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversation rUDP Conversation r‘u’olp Call | Po; Matrix X | Packet I “r

‘2 Select Matrix ~ &i' % = -

fbedn-dragon-a.akamaihd.net(1)
win10.ipvE.microsoft.com(1)

fbedn-photos-d-a.akamaihd.net(1)
prallg rtb.adsrvr.org(1)
- fbcdn-profile-a.akamaihd.net(1] §M
Top100 MACC ti
op onversation fbedn-phatos-b-a.akamaind.net(1)

% googleads.g.doubleclick.net(1)
- 4
Pan wiww.youtube.com(1)

Top100 MAC Node ecpmrocks.com(1)

cdn-profile-a.akamaihd.net(1}
e

re-images.s-microsoft.com(1)
i.imgur.com{1)

Top100 IPvd Conversation ecpmrocks.com(1)
prybp.yahoo.com(1}

% sing-ctache.google.com(1)

L www.orztoon.com(1)

Top100 IPvd Node 33e7.googlevideo.com(1)
33se.googlevideo.com(1)
www.google.com(1)
deo-h-a.akamaihd.net(1)
3ez.googlevideo.com(1])
Sed.googlevideo.com{1}
e7.c.docs.google.com(1)
3es.googlevideo.com(1)

User Hidden Modes (0)

el.c.docs.google.com(1)
eo-b-a.akamaihd.net(1}
al-kull-1.20cfbedn.net(1)
ip.casalemedia.com(1)}

192,168.1.114)
H.windowsupdate.com(1}
s.youtube.com(1)
rth.tubemogul.com(1) w Mw,.domovieonline.com(1)

[3Ie.goog|evideo.com[1]

Invisible Modes (622)
fbcdn-sphotos-c-a.akamai.. lal
fbcdn-sphotos-g-a.akamai...

pix0d.revsci.net(1)
upload.wikimedia.org(1)
fbcdn-photos-g-a.akamaihd.net(1)

www.google.com(1]
www,.goagle.com(1]
z-1-scontent.ofbcdn.net(1)

s.youtube.com(1)
vi0wortex-win.data.micros
wiww, misssupranational.c
fhedn-video-f-a.akamaih
fbedn-dragon-a.akamait
translate.google.co.th(l
www. phanpha.com{1}
fhexternal-a.akamaihd
clients1.google.com(1
translate.google.cot
fhedn-video-b-a.akar
rg---sn-3np5Spodv-c3:
fbedn-video-h-a.aka
www.facebook.com|
r2---sn-5np5podv-c3
r16---sn-30a7dn7l.g
r--—-sn-snp5podv-c3
rd---sn-30a7dnel.go
ad4.liverail.com{1}
vox-static.liverail.com
fbedn-vthumb-a.akar
239,255.255.250(2)
tlu.dl.delivery.mp.mic
video-kul1-1.00fbedn,
translate.google.co.th ¥
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Wi Report azilunihnlvidldamnsoguadslTassauvesmssauluszuy

w3010 14 Feamnsnaeng 14 lurateguuy

dpoint rIP Endpaint rMAC Conversation rIP Conversation rTCP Conversation rUDP Conversation rVoIP Call I Port I Matrix rPacketI Lo; Report 1 L
@Port - g (5 &

JERE ™ | Create Time: 2015/10/29 20:14:24 ~
I Top Port
Global » Top Global Port Traffic
ik » Top TCP Port by Total traffic
Valp » Top UDP Port by Total traffic
1T}
Conversation =
Top Global Port Traffic (Packet)
T}
]
UDP - 61362 282,185
p Tk N
Port UDP - 61108 - 227,985
m] UDP - 57129 ] 212,570
Packet TCP - 443 - 193,468
UDP - 51625 181,900
UDP - 51126 - 139,275
UDP - 561587 M 113,355
W
UDP - 56102 . 93,350
< >

v o 9 A 3 o & A v
iU Packet ‘Vl'Wi‘Ll'I‘Vll!ﬁﬂ\‘lWE‘]LLWﬂLﬂ@]%Qﬁﬂﬂﬂ?ﬂlﬂi@ﬂﬂﬂﬂl’ﬂﬁﬁﬁ%ﬂu

MAC Endpeint rIP Endpoint rMAC Conversation rIP Conversation rTCP Conversation rUDP Conversation r‘u’oIP Call I Port | MatrVPacke‘t pd 1

S| e ¢ 2 E 69 % 5 Filter m[Al ” &
Mo. Absolute Time  Source Destination Protecol Size Decod ™
2006795 20:06:00.832817  12---sn-SnpSpodv-c33rgooglevid.. | 192.168.1.33:51625 | RPCAP 1,39
2006796 20:06:00.832817 | r2---sn-5npSpodv-c33r.googlevid., | 192.168.1.33:51625 RPCAP 1,396
2006797 20:06:00.833041 | r2---sn-5np3podv-c33r.googlevid... | 192.168.1.33:51625 RPCAP 1,396
2006798 20:06:00.833073 | 192.168.,1.33:51625 r2---sn-Inpipodv-ciirgooglevid.. | RPCAP 91
2006799 20:06:00.833199 | 192.168.1.33:51625 r2---sn-5np5podv-cidr.googlevid... | RPCAP 91
2006800 20:06:00.833317 | 192.168.1.33:51625 r2---sn-3npipodv-cidrgooglevid... | RPCAP 91
2006801 20:06:00.844611 | r2---sn-5npSpodv-c33r.googlevid... | 192.168.1.33:51625 RPCAP 1,396
2006802 20:06:00.844612 | r2---sn-5npSpodv-c33r.googlevid... | 192.168.1.33:51625 RPCAP 1,396
2006803 20:06:00.844612 | r2---sn-3np3podv-c33r.googlevid.., | 192.168.1,33:51625 RPCAP 1,396 2
< >
=% Packet Info:
< >
0000 | E0 0& EE 76 CB 41 R4 AZ 42 SE D7 35 08 00 45 00 05 &2 00 00 40 00 3& 11 32 92 | ...v.A..J~.5..E..b._@.:.Z. ~
0012 | 3D 5B 03 CD CO &8 01 21 01 BB €9 A9 05 4E 34 78 10 84 C5 36 CD 5F &4 75 S5F A0 [ =[..... [ Néx...6._du_.
0034 | 6C 26 &F B3 0B DC F7 &F A7 57 4E 44 &0 B4 8C 12 E% AD BA 1D Fg 53 B4 SR 33 27 Q.WND . ..uaa.n 5.z3"
004E | 83 €4 1F 50 CZ 3& 03 98 24 14 12 33 DZ 53 45 53 F3 D0 €1 31 47 FD 24 F1 73 C4 .$..8.5E¥..21G.$.5.
0068 | 2E €8 F5 83 CF C5 33 05 2C 6E 34 F4 DE BC SF 8B E2 48 08 0B 82 55 3F CF 50 71
0082 | 15 D2 72 EF BF FE BA C7 77 OE 29 35 C5 8F E9 F3 C% 1B 7C 0B AB F7 13 15 A4 2E
009C | 27 D7 A& OR F6 4E CD &6 23 12 &B FF &B 8D 33 7A BR 7E FE F7 74 RB 82 &4 1E Fg
00B& | 94 7A 43 11 9C 80 FD 7& 26 D1 OD F8 31 ER FE 29 CA FZ B4 FD 52 DB 79 0D 8D C8 | .zC....z&...1....._._ R.oy...
00D0 | C8 16 C7 EF 17 54 CE CO BO 52 17 R4 75 74 20 B& 05 89 BO 6A 53 EZ DC EE FE BA | ..... T...R..ut _...3S._._.
00ER | 30 04 7B BR 05 78 C3 83 83 AZ 75 R4 CR DD 38 &5 23 74 3D 4D 01 C1 A3 D8 1R 3B | O.{..x....u...Seft=M._ ... ;
0104 [B& 77 %8 OB 62 04 €% 23 19 3F Cf 82 79 CZ 64 30 TA DB CC A7 84 58 8D 2% 55 BZ | .wh.b.ig.?..y.d.z....XK.)U.
011E | DF AC AB DC D8 23 46 OD 5F 9E 71 FD Fé 01 8B Ol 33 6E A3 6A 55 F8 7F F5 AB AF | ..... $F._.g.....30n.30.....
0138 | €3 AF CF 3F BS 50 &6 47 8F 80 73 41 8D 1R 28 39 2D D9 33 ES 72 D3 BF 195 6A TA | c..2.P.G..sA..(5-.3.r._.j=z
0152 | €2 4B D4 BR 52 00 D4 1B 33 9¢ DD 48 E0 7D 27 &0 D1 €2 55 E& SE 43 DE 86 01 92 |hK..R...3. H.}'"._._. Co... o
~._Original Packet 4k
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6. Online Resource window L‘]JllﬁL!WI'Nﬂ']iﬂLl‘WWIiWEJ']ﬂiclugﬂLL‘]J‘]JE)?]NII?IUI@IEJ?”N']SQ

= g v ' Y
ﬂﬂywumumﬂmmmm%
Online Resource

{click here)

Live Demo

&) Find Top Talkers in MNetwark

@ Wha Is Using Metwork Bandwidth?
&) How to Detect ARP Attacks

@ How to Detect Metwork Loop

@ How to Monitor IM Message

[ More Videos... ]

How-To's

[0 How to Monitor Network Traffic
[0 Monitor Employees Website Visits
L0 I cannot capture ALL traffic, why?
] Create Traffic Utilization Chart
0 [Ent]5tart a Wireless Capture

[ More in Knowledgebase... ]

How to Use Capsa =) v

< >

o

3 A ] ~Aq a P
7. Status Bar Wluuavaniuznszinauetoyaved lswanlslumsinizy

S Capture - Full Analysis | W9 Local Area Connection | [ Inactive | Duration: 0026:34 | /2656 “30 (Ready [ ¥\ Alarm Explorer |00 0@t 000 s
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