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AN ERMIGHE

MPP.
ontrol Panel

m [] XAMPP Control Panel Application

a XAMPP Control Panel
(Apache Friends Edition)

Modules

Apache Running [ stop | [ Admin
MySql Running [ Stop | [ Admin |
FileZilla Start Admin

Mercury Start Admin
Tomcat Start Admin

XAMPP Control Panel Version 2.5.8 (2009-07-28)
XAMPP for Windows Version 1.7.3

Windows 6.1 Build 7601 Platform 2 Service Pack 1
Current Directory: C:\xampplite

Status Check OK

E=nnen
&= » blucbnetBY MF » ~ [ ¢ |[ Search biUebnet 6y MF

Organize v Include in library ~ Share with v New folder =~ 0 @
e Name . Date modified Type Size

Bl Desktop . Builder 11/20/201611:53 ...  File folder

18 Downloads . WebPanel 7/14/2014 204 PM  File folder

% Recent Places [E] xempplite-win32-1.7.3 3/20/20119:16 AM  Application 29,177 KB
9 Libraries

[5 Documents

& Music

(=) Pictures

B¥ videos

% Computer

€ Network

@ [aile A

ij"umauﬁ 2 Copy Folder WebPanel



@U" |, « Local Disk (C:) » xampplite » htdocs » xampp » [ 43 ][ search xampp ol
Organize v Include in library v Share with v New folder >~ [l @
4YX Favorites Name ’ Date modified Type Size i
B Desktop J bot 11/20/201610:03 ... File folder
Downloads L im File folder
biUebnet BY ' =
MF =, Recent Places 1. lang File folder
1. sqlite 12/20/2009 12: . Filefolder
4 4 Libraries 1. WebPanel 11/20/2016 3:15 AM  File folder
> %] Documents s | AnkeCalligraph 12/20/200912:00 ...  TrueType font file 2Kk |2
> &) Music | biorhythm.php 12/20/200912:00 ..  PHP File 8KB
Control Panel b (=] Pictures | cds.php 12/20/200912:00...  PHP File 8KB
> B Videos ] cgicgi 11/20/2016 3:10 AM  CGIFile 1K8
|_| components.php 12/20/200912:00 ...  PHP File 1KB
> | Computer _| head.php 12/20/200912:00 ...  PHP File 3KB
| iart.php 12/20/200912:00 ...  PHP File 4KB
> €l Network | index.php 12/20/200912:00 ..  PHP File 2kB
élip 12/20/2009 12: HTML Document 1KB
| lang.php 12/20/200912:00 ...  PHP File 1K8
|| langsettings.php 12/20/200912:00 ..  PHP File 1KB
|| maitform.php 12/20/200912:00 ...  PHP File 3KB
_ mailsend.php 12/20/200912:00 ...  PHP File 3KB
e 121307000 1200 nun cit~ 1vo
% : . : L%
o a dVL v vLsu a @ VL'V\J I3 v o SL oy
YURDUN 3 I folder Mla copyuld MAULNRYDIRIEBS web server LUnNUAD
C:\xampplite\htdocs\xampp\Webpanel
(@ Blue Botnet CPANEL - Windows Internet Explorer il

@Q v (&) http://192168.61.128/xampp/WebPanel/login.php ~[ &[4[ x|[£ sing P~

i Favorites | 5% @] Suggested Sites v & Web Slice Gallery v

(@ Blue Botnet CPANEL v 5] @, v Pagev Safetyv Toolsv @v

Blue Botnet CPANEL

PASSWORD

LOGIN

& a ° P A A v o o oy [ v & % &
JUABUN 4 N5 browser LilaUantindunus1ae web server Aldadligeazuanantnn Iy 3nntu
ynAshasiaruved Blue botnet



Settings  Online Bots  Logout

Method

| TCP

START | STOP

Running Attack
‘ P Port Method Online Bots
‘ 192.168.61.129 80 TCP 0

Yunaudl 5 e login WudzHanTIIYVER UAAT
Attack Hub iendnazuanwmtsnsdmivlddeyavenioiazlaud

Ip Tdaw ip veuAI09An bot

- Port 1d port veA3es
- Method #enMethod fiagTaufigu TCP
- Start/Stop BuazvigalunsTaud botnet

- Running Attack uanaasesnidsgnlaumluvaezdy

Blue Botnet CPANEL

UARLAY ip VoUAIBIALARA bot NnuA



.
@uv| 1. » blUebnetBY MF » Builder « [ 3 ][ Search Buiider )
Recycle Bin
Organize v Include in library v Share with v New folder =~ i @
e Name Date modified Type Size
'm Bl Desktop [57 Blue Botnet Bot Builder 8/6/201412:57 AM  Application 13K8
blUebnet BY 8 Downloads || bot.rar 11/20/201612:12...  RARFile 18KB
et BY =
MF 1=l Recent Places || rawbot.exx 8/28/20148:08 PM  EXXFile 36 KB
4 Libraries
z’ Documents
MPP J\ Musn:
Control Panel (=) Pictures
B videos

% Computer

“! Network

{?Wlauﬁ 6 191 Folder blUebnet BY MF\Builder wazialna Blue Botnet Bot Builder Lﬁav‘l’wmsa%?mbot

(7| L » bluebnet BY MF » Builder v | 43 || Search Builder 0|
Organize v Include in library v Share with v New folder =~ 0 @
R Name ’ Date modified Type Size
B Desktop (77 Blue Botnet Bot Builder 8/6/2014 12:57 AM Application 13KB
BIUZE et BY 8 Downloads |_| bot.rar a2 Blue Botnet Bot Builder = 18KB
ME =, Recent Places | rawbot.exx 36 KB
. Link 192.168.61.128/xampp/WebPanel/onlinebots phy|
4 3 Libraries
= Threads 300
D> j Documents
b &) Music
MPP
, (&) Pictures ( BUILD ]

Control Panel

> M Computer

> “! Network

Fumaufi 7 coppy Url wesminiu blue bot net tharlaluges Link Tufl

R

=D,
="

https://192.160.16.128/xampp/WebPanel/




- @Ovl ). » blUebnet BY MF » Builder ,I;,H Search Builder )

Recycle Bin
Organize v Include in library v Share with v New folder g= v A 0
T Name ° Date modified Type Size
Bl Desktop (77 Blue Botnet Bot Builder 8/6/201412:57 AM  Application 13KB
I /21/. S0AM A
e 4 Downlosds 87 bot 11/21/20161:50 AM  Application $3K8
MF 2 Recent Places _ bot.rar 11/20/201612:12...  RARFile 18 KB
| rawbot.exx 8/28/2014 8:08 PM EXX File 36 KB
9 Libraries
3 Documents
J’ Music
[&=] Pictures
B videos
1™ Computer
“! Network

v

Junaun 8 alalid bot wazlululiluasesdvuneidesnis Wenasulna

(@ Blue Botnet CPANEL - Windows Internet Explorer
@Q v Ia http://192.168.61.128/xampp/WebPanel/onlinebots.php v| = | ‘7| X ‘ |P Bing IR
i Favorites | 9% @] Suggested Sites v @] Web Slice Gallery v
(€ Blue Botnet CPANEL 2 v B ~ ) f v Pagev Safetyv Toolsv @~
Blue Botnet CPANEL
Attack Hub  Settings [EROQINNCMN  Logout
D P
0 192.168.61.129
1 192.168.61.128

d o A

17 a A oA a s a P v & . = aa ° a & a
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Settings Online Bots Logout

’ 192.168.61.129 ‘
Port

5 |
Method

| |

START STOP

Running Attack

‘ P Port Method Online Bots ‘

’ 192.168.61.129 80 TCP 1 ‘

Yunaui 10 vin1sldar ip/port Lden Method uagna Startw3eStop Litevinislandvisenyn 1asesdiin
bot MuABINIS
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@ Index of /xampp/bot - Windows Internet Explorer E‘M

Recycle Bin =
& ()~ [e) ntp/nsa16861128/xe &[4 ] x |[£ 8ing o~
¢ Favorites | 33 @] Suggested Sites v @] Web Slice Gallery v
H {€ Index of /xampp/bot M v B ~ ) @ v Pagev Safetyv Toolsv @~
XAMPP -

Control Panel

Index of /xampp/bot

Name Last modified Size Description
xampplite=is
a Parent Directory -
bot.exe 20-Nov-2016 23:53 41K

Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 OpenSSL/0.9.8] mod_autoindex_color PHP/5.3.1 Server at
192.168.61.128 Port 80

AN 1 101e509naSUlNd bot.exe azFnbotnet YU

& Admin CAWi 32\cmd.exe mlﬂ_hil o|&] =

Recycle Bin

BT e g My e haroon ] ion. A1 rights reserved. |RNRARCECRECACICER] Sl
C:\Users\BustErCall>ipconf iy File Options View Help
ﬂ Windows IP Configuration ADD'IGW"5|Pr°cesses Services | Performance | Networking | Users
CPU Usage CPU Usage History

XAMPP. Ethernet adapter Local Area Connection:

ontrol Panel

Connection—specific DNS Suffix . localdomain

Link-local IPu6 Addr oo o s o fe8 94 5h:223b:£9h8x

IPv4 Addr 29

Subnet M. W% e s & @ & & a5 205 5}

Default Gateway . . . . . . . . . @ 192.168.61.2 Memory Physical Memory Usage History

Tunnel adapter isatap.localdomain:
Media State . . . . . . . . . .. Media disconnected
Connection—specific DNS Suffix . localdomain
C:\Users\BustErCall>_
Physical Memory (MB) System
Total 1023 Handles 42289
Cached 122 Threads 3082
Available 136 Processes 58
Free 16 Up Time 0:01:04:38
Commit (MB) 1976 / 2143
Kernel Memory (MB)
Paged 135 ==
Nonpaged 83 Resource Monitor... |
Processes: 58 CPU Usage: 100% Physical Memory: 86%

T

o a

2N 2 AELEALATRITNINNTSAR bot Feaziiuladndinisuszananaves CPU Wuagnaun WWesngnla

35n15Manlna bot

- ynsinfssenibisarselalidleas



- 1Un Start task Manager \Appilicationd wagtdean Form1 na Endtask

/% Windows Task Manager (2] E |t
File Options View Windows Help
Task ) Status
. New folder Running
MForm1 Running
[ EndTask || switchTo | [LNewTaske.)
Processes: 39 CPU Usage: 0% Physical Memory: 56%

- Wa Processes Laan [bot.exe] nm End Process

1% Windows Task Manager | E e

File Options View Help

Applications | Processes | Services | Performance | Networking | Users |
Image Name = User Name CPU Memory (... De
bot.exe BustErCall 00 6,484K Dri
csrss.exe SYSTEM 00 1,336K  Cli¢
drvhandler.exe BustErCall 05 21,616K Dri
drvhandler.exe BustErCall 02 21,684K Dri
dwm.exe BustErCall 00 24,616K De
explorer.exe BustErCall 00 14,664K Wil
taskhost.exe BustErCall 00 1,604K Ho
taskmgr.exe BustErCall 02 2,004K Wil
vmtoolsd.exe BustErCall 00 6,096K WM
winlogon.exe SYSTEM 00 1,720K Wi

| m ] »
S Showgrocesses Fow 8 mecs

Processes: 39 CPU Usage: 13% Physical Memory: 56%




- nsadnuIlg drvhandler.exe Maaealyld udanm Open File Location wtevinnisyiteglldwagna End
Process antuvinsauisaeslia

[/ Windows Task Manager (ESHRC XN

File Options View Help
Applications | Processes IServm|PerformamelNetworlmg|Usesl
Image Name UserName CPU Memory (... De
csrss.exe SYSTEM 00 1,304K Cli¢
| drvhandler.exa BuctEeCall 00, 20,932K  Dri
drvhandler.e Open File Location 20,880K Dri
dwm.exe 32,680K De
explorer.exe  End Process 1,132K Wi
iexplore.exe End Process Tree 23,416K Int
iexplore.exe Debug 6,084K Int
perfmon.exe - T 14,360K Re
taskhost.exe UAC Virtualization 1,696K Ho
taskmgr.exe Create Dump File 3,576K Wil
vmtoolsd.exe Set Priori S 4,680K WM
winlogon.exe fotity 1,708K Wi
Properties
g | Go to Service(s) _l '
[] show processes from all users End Process
Processes: 42 CPU Usage: 0% Physical Memory: 59%
o I3
- yhasaulna drvhandler.exe (1)
o8] %
O_O [30» BustErCall » AppData » Roaming » <[ %3 Search Roaming 2]
Organize v Open Share with v New folder =~ 0 O
T Name ’ Date modified Type Size
Bl Desktop . Identities 11/20/2016 1:46 AM  File folder
8 Downloads Ju Microsoft 11/20/2016 1:46 AM  File folder
%l Recent Places 7 drvhandler 11/20/2016 1:24 AM  Application 39KB
T
& Music = T
s % anandies

File description: Drivers Handler

| I File version: 1000
o Date created: 11/20/2016 1:59 AM
8 Computer ‘ Dite crested

€ Network

drvhandler Date modified: 11/20/2016 124 AM  Date created: 11/20/2016 1:59 AM
Application Size: 386 KB




-nsaulnd drvhandler.exe (2)

6.

(=@ = )

OO [35« Microsoft » Windows » StartMenu » Programs » Startup <[5 Search startup

X Favorites
B Desktop
18 Downloads

1 Recent Places

4 Libraries
[9) Documents
o Music
&) Pictures
B Videos

% Computer

€ Network

Organize v (= Open New folder

Name

&7 drvhandler

Date modified Type

11/20/20161:24 AM _ Application

Delete File

x

drvhandler

File description: Drivers Handler

File version: 1.0.0.

Date created: 11/20/2016 1:50 AM
.6 KB

Size

39K8

Application

drvhandler Date modified: 11/20/20161:24 AM  Date created: 11/20/2016 1:50 AM
Size: 38.6 KB
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7. 1BNE1591984
1. vemwlin BOTNET. (u.U.U.). Auidie 20 wae@meu 2559, a0 http://www.it-know-

ledge.com/Security-Network/






