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4.1 Browsing History View
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o Name Date modified Type Size
OpenFile 11/29/2016 11:25...  File folder
tools 11/29/201611:25 ...  File folder
@ 2220 11/29/201610:56...  lcon 27KB
#5] AUTORUNLINF 11/29/2016 10:56 ...  Setup Information 1KB
USB Stealer.bat 11/29/201610:49 ...  Windows Batch File 1KB
A = ¢
Inalusunsunwssnlilunnaglasn
f s - . [ @] =
@@4 )l » Computer » KRERKKIAT (G) » USE Stealer » ~ [ %3] [ search UsB stealer )
Organize « Share with + Burn New folder =« [l @
¢ Favorites Name ° Date modified Type Size
- Desktop . text scripts 9/2/2558 2:50 File folder
| Downloads £ BrowsingHistoryView.exe 22/9/2558 23:18 Application 354 KB
5l RecentPlaces 2| silentvbs 9/2/2558 4:22 VBScript Script File 1 KB
i USB_Stealer.exe 9/2/2558 4:40 Application 173 KB
4 Libraries m WebBrowserPassView.exe 6/10/2559 14:18 Application 359 KB
& Apps L WirelessKeyView.exe 10/11/2559 9:42 Application 108 KB
@ Documents
J’ Music |
(=] Pictures 3

eadualusunsufieglu Folder tools




— . | — — —
- - - (=]
@Uv| L. v Computer » KRERKKIAT (G:) » USB Stealer » textscripts - | +y | | Search text scripts pel |

Organize « Share with = Burn Mew folder == ~ [ @
Y Favorites * Name ° Date moedified Type Size

w Desktop || .gitignore 8/5/2557 13:41 GITIGNORE File 1KB

.. Downloads || backup.pl 8/5/2557 13:41 PL File 1KB

LE—-_"_' RecentPlaces || iO5Contacts.pm 8/5/2557 13:41 PM File 3KB

| iD5Messages.pm 8/5/255713:41 PM File 4 KB

- Libraries || 1055M5Backup.pm 8/5/255713:41 PM File TKE

@ Apps || README.md 8/5/2557 13:41 MD File 2 KB

@ Documents ok | style.css 8/5/2557 12:41 Cascading Style 5. 1 KB

Ji Music A

[ Pictures 9

a a .
iﬁaazLaaﬂiﬂsLLﬂimwaﬁu Folder text scripts
A

Name Date modified Type Size
& STARTDOC.EXE 2/29/20165:29PM  Application 59 KB
STARTDOC.INF 11/29/2016 10:56 ...  Setup Information 1KB

ﬁaamﬁamiﬂsuﬂimﬁaq"lu Folder OpenFile
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th » Burn New folder 122 - J
Name Date :‘m::;irf:e::! Type Size
B USB Stealer.zip 29/11/2559 23:02 WinRAR ZIP archive 570 KE
& | AUTORUNLINF 29/11/2559 22:56 Setup Information KB
.222.ico 29/11/2559 22:56 27 KB
5] USB Stealer.bat 29/11/2559 22:48 Batch File B
tools 29/1 F ler
OpenfFile File folde

1. deadsuuaglasviingreuiiunes lusunsuagyiniSuluanvedn USB Stealer.bat Inggnludia

¥
ER C'\Windows\system32\cmd.exe |ﬂli—l

G:n>start USB_StealersUSB_Stealer.exe
G:“>»ztart USB_Stealer WirelessKeyliew.exe sstext wireleszkeyview.txt

G:~>start USB_StealersUWebBrouserPaszslUiew.exe ~stext WebBrouwserPassUiew.txt

2. ADNNADTIZUAAINTIAIG Command Windows Tuszeziiadu o



- ’ M * Computer » KRERKKIAT (G:) » Search KRERKKIAT (G:) Je)
Organize « Open Print Burn Mew folder == « [ IZ@]
J Music o Name Date modified Type Size
= Pictures - .
) | USB Stealer.bat 22/11/2559 23:48 Windows Batch File 1KE
2 Videos .
| LUSE Stealer 22/11/2559 23:42 File folder
I—
J ASUS-PC 22/11/2559 23:51 File folder
4 Homegroup i . ) ~
| BrowsingHisteryView.td 22/11/2559 23:51 Text Document 74 KB
) || wirelesskeyview.bd 22/11/2559 23:51 Text Document O KB
1% Computer
&, Local Disk (C)
—w DATA (D)
—w Local Disk (E2)
e KRERKKIAT (G:)
€l Netwnrk i
USB Stealer.bat  Date modified: 22/11/2559 23:48 Date created: 22/11/2559 23:42
| -v-‘::, Windows Batch File Size: 247 bytes

3. Tsunsuazyinmsadalig Text weiunadndvedlusunsy wagyhnisAnaenlnddayaves

Aoufimes 1w Td Jpeg, docx, pptx, mpd 1@+ wdatiluiiulilu Folder ASUS-PC fagy (Foves

Folder azildsuudawmudarauniomaniiunainviiniss) waslusunsuazneavhauidedomla

¢ = a s v )
ﬂ@ﬂLLwaGUVL@iV\l@@ﬂ‘r\nﬂLﬂi@\‘iﬂ@ﬂJW'ﬂLmaﬁLLaij’]uu

ch ASUS-P ol
S e -
Organize Share with - Burn New folder =~ O @
J Music 0 MName Date modified Type Size
Pict
k=] Pictures | Documents 22/11/255923:51  File folder
B8 videos )
, Downloads 22/11/2559 23:51 File folder
J Pictures 22/11/25 File folder
*& Homegroup )
| textmessages 22/11/2559 23:51 File folder
; . Videos 22/11,/2559 23:51 File folder
'8 Computer
. . ) ASUS Bt 22/11/2559 23:51 Text Decument 21 KB
e Local Disk ()
—a DATA (D)
—w Local Disk (E:)
o KRERKKIAT (G:)
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ﬁ wirelesskeyview.txt - Notepad

File Edit Format View Help

Key Type

Key (Hex)

Key (Ascii)
Adapter Name
Adapter Guid
Authentication
Encryption
Connection Type
Last Modified
Filename

Network Name (SSID):

[T]ust
WPAZ2-PS
3578637639636e776968636400
S5xcv9cnwihcd
Broadcom 802.11n Network Adapter
{2025DFA8-7BE3-444D-BABE-B74C5FB09322}

. WPAZPSK
. AES

ESS
7/10/2558 14:13:00
C:\ProgramData‘\Microsoft\Wlansvc\Profiles\Interfaces\{2025DFA8-

/BE3-444D-BABE - B74C5F309322}\{1D02CEF1 8B2D-429F-85E8-50D258782287 }. xm1

Network Name (SSID)
Key Type

Key (Hex)

Key (Ascii)

Adapter Name

banmoreguest
WPAZ-PSK
62616eb6d6f72656e657400
banmorenet
Broadcom 802.11n Network Adapter

m
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Wiaalnd wirelesskeyview.txt azuansdoya Wi-Fi MATeInauAIetuLAeyiINsweusal]

File Edit Format View Help
URL : http://adf.1y/758257 /http: //wewwb7 . zippyshare.com/v/a3yvkCgB/file.html
Title : AdF. 1y - nURLS mmuusssiunala

Visit Time : 11/21/2016 10:46:22 PM

Visit Count
Visited From :
web Browser : Chrome

User Profile : MBP

Browser Profile : Default

URL Length : 69

Typed Count = 0

URL : http //adf Ty/758257/http //wwwb7 . zippyshare.com/v/a3yvkcgs/file. html
Title : Sy 2 URLS wasqmuasadrenaldl
Visit Time : 11/21/2016 10:48:32 PM
visit Count : 3

Visited From :

web Browser : Chrome

User Profile : MBP

Browser Profile : Default

URL Length : 69

Typed Count

URL B http //adf Ty/758257/http / /wawb7 . zippyshare.com/v/Qv7Pjo0oi/file.html

Title

Visit Time : 11/21/2016 10 44 31 P

Visit Count
Visited From :
web Browser : Chrome

User Profile : MBP
Browser Profile : Default
URL Length : 69
Typed Count : 0

B immacs ir\ swlal

\dioUald BrowsingHistoryView.txt azuanstoya Uszianisidnivledvesusrieesuu o
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ﬂ WebBrowserPassView

File Edit View Options Help

EEEERE

4

n

L« Web Browser User Mame Password Password Stre...  User Name Fielt
android://BUiBvplapuiQqpWQUdOTLVcT... Chrome COngmail.com  Waassmnee Strong

http://192168.1.1/ Chrome true true Very Weak g
http://buxept.com/index.php Chrome termterml0l r Medium username
http://lecalhost/phpmyadmin/index.php ~ Chrome root 123456789 Very Weak pma_username
http://superwebsite.com/auth/sign_in Chrome termterm(4 @gmail.com  NEINEENED Very Weak username
http://webclass.devtrainer.net/webclass/... Chrome 5730211311 PN Medium username
http:/fwww.cashnhits.com/index.php Chrome termterml01 L Medium form_user
http://www.lazada.co.th/ Chrome e @gmail.com @A e Strong LeginForm[em:
hittp:/ fwww.myBclie.com/index.php Chrome termterml0l J Medium UsErname
httre/fvimresearch.net/nublic/index/loni..  Chrome murer] Medinm LISErNAME S

24 Passwords

NirSoft Freeware. httpzihweww.nirsoft.net
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