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Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browserto

| ada | [Rumming | nterface |inviemle | Rearect Certificate
O 127.0.0.1.80 a Per-host
@ 101991215180 =] Per-host

Each installation of Burp generates its own CA cerificate that Proxy listeners can use when negotiating SSL connections. ¥’

another installation of Burp.
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@ Intercept Client Requests

@ Use these =ettings to control which requests are stalled for viewing and editing in the Intercept tab.

[ Intercept requests based on the following rules: |

ter intercepth

{ Add ] Enabled | Operator | Match type Relationship Condition
= File extension Does not match ("gifSi*ipgSi"png3l" cesdiisy
Edit & or Request Containg parameters
a8 ar HTTP method Does not match (getipost)
Remove. (2] And URL Is in target scope
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& Internet Properties ? *
General Security Privacy Content Connections  programs  Advanced
To set up an Internet connection, dick
Setup.
Dial-up and Virtual Private Network settings
Add...
Add WPM. ..
Remove...
Choose Settings if you need to configure a proxy Settings
server for a connection.
Local Area Metwork (LAM) settings
LAN Settings do not apply to dial-up connections. | | LAN settings
Choose Settings above for dial-up settings. —
ok || Cancl || Apply

8. 1aA1 proxy server 111 ip address YBUATOL server AIDEUFU ip 10.199.121.61 port 80 HAINA OK

& Local Area Network (LAMN) Settings .

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

Automatically detect settings
|:| IUse automatic configuration script

Address

Proxy server

IUse a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: [10.199.12161 | Port: [80 || Advanced

[ ]Bypass proxy server for local addresses
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GET / HTTP/1.1 A
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Connection: keep-alive
Accept: text/html,application/xhtml+xnl,application/xml;q=0_9, image/webp, */*;q=0.8
Upgrade-Insecure-Requests: 1
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b
i1

Z = * = | | Type & search term 0 matches

12. vanlinagumlasdeyala ) udanajy Forward 921iumsds Response nau 'y

& Google x

& = € B hiipsy/www.google.co.th

g tstmalvin
=
Wi Googhe Alada s sa
Google co ® RojTunr. English
Twwmr gsha dimdy eynnlfedy  dedwwe nwden 1d Googlecom

N 6 910 7



Burp Suite

{ [ { I
13. Sdesmsnlasunilasdoya wu nfaswdhuinesin google.com 111 youtube.com

E Burp Suite Free Edition v1.6.29 =
Burp Intruder Repeater Window Help

[ Intruder T Repeater T Segquencer T Decoder T Comparer T Extender T Options T Alerts ]
Target Proxy. Spider

Scanner

J intareept T HTTP history T WebSockets history T Options ]

#*| ) Reguest to httpsi/iwww youtube.com:443 [216.58.221.238]

l Forward J l Drop J [ Intercept is on ] l Action J 2 |2
Raw Params | Headers Hex
GET / HITP/1 1 Y
Host: www.yourube.con 3
Connection: keep-alive
Accept: tewxc/html,applicacion/xheml+xml,applicacion/xml;gq=0.9, image /webp, */*;q=0.8
Upgrade-Insecure-Requests: 1
User-Agent: Mozillas5.0 (Windows NT £.2; WOWE4) AppleWebKit/537.26 (KHTHML, like Gecko)
Chrome/46.0.2450.71 Safari/s537.326
Accept-Encoding: gzip, deflate, sdch
Accept-Language: th-TH,ch;g=0.8,en;q=0.8
Cookie: YSC=33Y)Sx5AG34; VISITOR_INFOl_ LIVE=hzsUKSRIikA; wide=1;
A w=590abcd4461584dEE6dI8de0de38234a5Ce20EAAAAACKPpeCNY Ry ZWHMA==; PREF=£1=50000000&££5=30
-
¥

2 < + = Type reh 0 matches

Shenwyoutube.com

You( @[} a e - |

\eanlu VOUTUBE
maAlm YouTube
e
v
ura
T

Ba

Yala 3607

win Blind Audition - The Voice
Top 10 Blind Audition

Q wmisaluy

PYE P Y FRER s & Y
wnnl B!

- KLEAR TOMicial MV | - 0

Burp Sute: A Compeel
ting - G

B ITemi S 8.

e 7910 7



