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Cain & Abel \Jutasosilodmivldlunisddusianu dimfuinies
oufimosldsruuuftRnsiulend uarannsavinsneasiainlduanmansgiuuy
WY viNsAnYaYasiar1uIINATeYY, N15uATNSHaRUlaglY Dictionary, N154ATA
IWANIULUY Brute-Force, hagn1shAsnIia@n1ukuy Cryptanalysis attacks yonaniis
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1linssuidananilid ca setup.exe

ca_setup
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2. wUTINgMFeRenIn 1vinan Next

b Cain & Abel v4.9,56 Installation = [ ][=]

W) Cain & Abel 4.9.56 Installation

Cain & Abel v4.9.56
Copyight . 20012014 Massimiliano Montaro
4l rights reserved

wieb: it e, ovid it
Emal: man@aridt

License Agreement

Y ou should carefully read the following terms:
and condtions before using this software
Your use of this software indicates your
acceptance af this license agreement If you
o not agree 1o all the terms of this agreement,
do not use this softwars

Title and Qwnership

<Back. ‘f ET Ej Cancel

3. L@ALNYINU License Agreement 19Rdan Next

) Cain & Abel v4.9.56 Installation o |[&@ ][]

B Cain & Abel 4.9.56 Installation

Cain & Aibel v4.3.56
Copyight o 20012014 Massimiiano Montoro
(Al ights reserved

huiehs: hitp:/ A i it
Emal mao@oxid it

[ou should carefull read the following terms
and condiions before wsing this software,
Vour use of this software indicates your
acceptance of this loense agreement. If you
o rot agree to al the tems of this agresment,
do nat use this software.
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4. TmdeneurisiAulndvesusinsy nasannidoniasauan 1%aan Next

% Cain & Abel v4.9.56 Installation

<) Cain & Abel 4.9.56 Installation

Select ProgMan Group

Enter the name of the Piogram Manager group to add Cain &
Abel 4.9.556 icons o

Cain

[AC3Fiter

Acoessories

Adminisrative Tools

Altova XMLSpy 2003 50 Enterpiise Ediion
Cain

Caalyst Conlrol Center

DAEMON Tooks Lite

Dolby

Fosit PhartomPDF

Fosit ieader

Games -

Cancel

5. 1Aan Next [iyinN15AAAIlUSILATY SOAUNITAARILAILAST

) Cain & Abel v4.9.56 Installation

<) Cain & Abel 49,56 Installation

Select Destination Directory

Please select the directom where Cain & Abel 4.9.56 files ars to
be installex

“Free Disk Space After Instal is based on your cunent
selection of fils ta nstall. A negative number indicates that

C:AProgram Fies [+8E)\Cain Bmwse

Cunent Free Disk Space: 29278872k
Free Disk Space After Install 29267099 k

<Back Cancel
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6. AANY Finish [WRAUN1SARAILUTLASTY

% Cain & Abel v4.9.56 Installation o & ][5=]

9} Cain & Abel 4.9.56 Installation

Installation Completed!

The installation of Cain & Abel 4.9.55 has been successtuly
completed

Press Finish to exit the installalion program

7. 9nUUTEUUIZOININBIN1TANAS WinPcap #30ld 81deIn13@ass TEAany Install

MNABINIS T UUNITANTUTBLAIINLATEY Y

9B Cain & Abel v4.9.56 Installation o @ ][=]

WinPcap Installation ==

WARNING 1l This program uses the packet diiver that comes with
WinPeap v4.1.3 avalable al ww winpcap.org

Do you want ta install the: packet diver now 7

‘ Iristall ' Don't install
——
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8. 5¥UUALNBNATY WeduduIazAndlusunsuviseld Tiadniu OK

% Cain & Abel v4.9.56 Installation o |[& =]

Install

This system must be restarted to
complete the installation. Press the OK
button to restart this computer. Fress
Cancel to return to Windows without

ﬁtamng.
O —

9. Timan Next LBEUN1SAARILUTLATY

" WinPeap 4.3 Setup o @ =]

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http:/fwww. winpcap.org

K="
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10. lvimdn#idyl | Agree mneeusulioulyues License Agreement

(5 WinPeap 413 Setup e & =5

\ cense oreenen
ln caP Please review the license terms before installing WinPcap 4. 1.3,

Press Page Down to see the rest of the agreement.

“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Italy). -
Copyright () 2005 - 2010 CACE Technologies, Davis (California). |:|
Copyright (c) 2010 - 2013 Riverbed Technology, San Frandsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this listof =

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4. 1.3.

Mullsoft Install Svskem vz, 46 &

< Back 1 Agree Cancel

11. 130N Check box (Automatically start the WinPcap driver at boot time) &1

sosn1slilloAnnslusunsuasaudbisulusunsuluiuil wdednfidu Install

\2) WinPcap 413 Setup = = =]
K Installation options
lﬁ caP Please review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

Mullsoft Inskall Sywstem w2, 46 \

[ < Back Install [ Cancel ]
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12. szuumdidnsalusunsy WinPcap

(27 WinPcap 4.1.3 Setup = @ =
ﬂ‘ l) b Installation Aborted
i ln ch Setup was not completed successfully.

Can't write: C:\Windows\system32\Packet.dll

13. Wieluswnsufnaasaauysaluas iadnfdu Finish

(3 WinPcap 413 Setup ==l

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer.

Click Finish to dose this wizard.

< Back Finish Cance
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14. WoRnsuasavziilonsuvadlusunsy Cain Usingiu

A5n1519lUswnsu Cain and Abel

1. Double Click ﬁlaﬂaumaﬂﬂmﬂiu Cain and Abel
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File View Configure Tools Help

[Type the document title]

9 910 25

”a g9 © ol B O HJ

+ | ®

LIMBEsC®E|(01 i

|g, Decoders |Q MNetwork I@ Sniffer Id’ Cracker I@ Traceroute IM ccou I‘(;j)] Wireless I%) Query |

g: Cached Passwords

gl Protected Storage

s LSA Secrets

.2 Wireless Passwords

48 IE7/8/9 Passwords

J'sl Windows Mail Passwords
.@ Dialup Passwords
= Edit Boxes

% Enterprise Manager

. §® Credential Manager

- [E Windows Vault

hittp://www.oxid.it

ﬁ Protected Storage I

Press the + button on the toolbar to dump the Protected Storage

3. pAndl Tab Configure

S e RBEGE +u ¥ vmEE2OYE 0T 0

[& Decoders Metwork

Seifles |of Crscker | % Tecesoute |EB CCDU [ Wineless |Gp Cuery |

ﬂ, Cached Passwords

5 E TS Passwords

F3 Windows Mail Paswords
458 Disdup Passwords

== Edit Bowes

5 Enterpeise Managyer

¥ Credentisl Manager

8 Windows Veul

g e comd i

Pt the + Batien o th ioalbai b3 damp the Probected Sersge

& Peotected Sorage \_
o L58 Screny
B Wirstom Fasmeron +NA Configure
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4. \fan IP address Y0ATOHDY -> NAYL OK

Configuration Dialog “
Challenge Spocfing I Fiters and ports I HTTF Fields
Traceroute I Certificate Spoofing I Certificates Collector
Sniffer | APR { Amp Poison Routing ) | APR-S5L Options

Adapter IP address | Subnet Mask
T\Device\NPF_{2E9465_ [REZRIRIE 255 755 255 24
B89\ Device\NPF_{C794B21.. 0.0.0.0 0,000

89"\ Device\NPF_{B79B243.. 0.0.0.0 0,000

< >

—Winpcap Version
4.1.0.2580

—Cument Network Adapter
“Device\NPF_{2E946503-A988-4AR7-BAFF-DD4FFOC 13969}

| WARNING !l Only ethemet adapters supported
— Options

[T Start Snifferon statup W Don't use Promiscuous mode
[~ Start APR on startup

OK | Camedl | b | Hep |

5. 1U71 tab sniffer > ﬂﬂﬂm start/stop sniffer -> Add to list

£ Dey : off ) Chisger [ @ Tracesoute [EN coou [ wistess [ Guery |
e | MAC sddreTr——liiosipen | Hest nasne le.]le_[es [ar [mo] mn]ma]

Add to list
Sniffer
Start/Stop
sniffer

[‘ml@ml*mlﬁ Pusweords |G VeiP |

Lost packetz 0%
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6. iU nngiu ldesuTuusislag adndu OK

MAC Address Scanner ﬂ

— Target
& 4l hosts in my subnet
" Range

— From

W2 20 1m0 1

—Ta
172 20 0 10 . 14

— Promizcuous-Maode Scanner
[~ ARP Test [Broadcast 31-bit)
™ ARP Test [Broadcast 16-bit)
[~ ARP Test (Broadeast 8-bit]
I~ ARP Test [Group bit)
[ ARP Test [Multicast group 0)
[ ARP Test [Multicast group 1)
[~ ARP Test [Multicast group 3)
[ All Tests

Cancel

=

7. 41 IP Address YaaLA3asdausalumawAeINuUIINg T

B o

File View Configure Tools Help
[cweomdH® | +yv R ynEEeO®z (O 2| i
|§, Decoders I@ Metwork Iﬁ# Sniffer Id Cracker IQ Traceroute Im CCou IE(Q]')] Wireless Ia) Query I

P address | MAC address | OUI fingerprint | Host name | B... [ B.. |88 |G [ mo[m1]ms]
172.20.10.1 D2AG37B3CO64
172.2010.3 142D27E89077

E Hosts I@ APR I'f' Routing I% Passwaords I& VolP I

Lost packets: 0% v
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8. AANT Tab APR -> nadu Add to list
‘B o=
File View Configure Took Help
swenkBRI(+)y duumEEa02E 0 A
£ Decoders [§ etwork [M Seitfer | X Cracker [ €8 Trncesoute [EB CCOU ['F" Wieless [ Query |
iy PR Shatus % address | MAC sddress | Packess «x | <« Packets | MAC sddress | IP sddies |
[Z) APR-Cert (50}
2 APR-DHS
W APRASSHA1 0
5 APR-MTTPS (1596 .
B APR-PreayHTTES 0] Add to list
W APR-RDP i1
& APR-FTFS ()
8 APR-POPIS (D)
B APR-IMAPS (T Sastug | I address [Mddmm |P+¢I=m-r | 1-Fr:lnm[l«uvl:dd-m | IP geddein |
8 APR-LDAPS ()
8 APR-UPS D
2 ,’Am.rmmkm |
Routing Pappweords |43 Vel |
Lost pack

9. (AuUL8il) Lasn IP Address LASaaLTMLNe

Mew ARP Poison Routing

WARMNING 11

all other hosts on paur LAM.

APR enables pou to hijack [P traffic between the selected host on the left list and all selected hosts on the right list in both
directionz. If a zelected host has routing capabilities WAk traffic will be intercepted as well. Pleaze note that since your
machine hag not the zame performance of a router you could cause DoS if you zet APR bebween your Default Gateway and

IP address | WAL | Hazthame IP addres= | hdAC | Hozthame
17220101 D2A637E 3C064

17220103 142D27ER9077

£ > £ >

Cancel
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10. (Auvi0) 1Fen IP Address 1ATadsales waznaYu OK

New ARP Poison Routing “

WARMNING I

APR enables pou to hijack IP traffic between the selected host on the left izt and all selected hostz on the nght list in bath
directions. If a zelected host haz routing capabilities AN traffic will be intercepted az well. Please naote that zince pour

machine haz not the same performance of a router pou could cause DoS if you set APR between pour Default Gateway and
all other hosts o pour LAM.

IP address I hAC I Hostname IP address I kAL I Hosthame
172.20.10.1 D24B37B3C064 Fe20101 E

17220103 142D 27EBIOYY

£ > £ >

(] 4 I Cancel

11. nay start/stop APR

jew  Corfigure Tocls  Help
(s3mme +v 3 uum=Ea03s 01 &
Fyetwor [W9 Sefer [of Cracker [€X Tracesoute [EB CCOU [ Widess |Bp Cuery |

Shatus | ® address | MAC sddress | Packess «x | <« Packets | MAC sddress | IP sddies |
Idle 1720003 1DFTEASTY DLAAITRSCHEA IT230000

[E] APR-Cert (50}
2 APR-DNS

B APR-E5HA1 0

2 APR-WTTPS (196)

e Start/Stop APR

& APR-FTFS ()
8 APR-POPIS (D)
B APR-IMAPS (T Sastus [ # address [ BAAC addrest | Packess -» | «- Packets | MAC address | IP acidrein |
8 APR-LDAPS ()
8 APR-UPS D

| & configumstien r Reuted mackers

Haml@mlii-mlf'. Pusoworts | &§ verr |

Lost packete 0%
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12. Yeyaluasesdmung uaznad tab Password

File View Configure Tooks Help

L eRBRD +v ¢ LIEMEEa0%E 0 N
[ Decoders [F Metwork [WS Seter [ Cracker [€R Teacesoute [EB coou [ wisess [Hh Guery |

o APR Sestuis | o address | MAC acddvess | Packets e | <o Packets | MAC address | IP sddiens |
(=) APR-Cert (0} BiPeisoning 17230103 IODVEROTT 4 i DAAAKTRICHE 17230000
2 APR-DHS
B APR-55H-100)
2 APR-HTTPS [196)
8 APR-PrecyHTTFS [0
W aPR-RDP i1
8 APR-FTFS (M
5 APR-POPIS (0
B aPR-IMAPS (3 Saatus [Paddress | MAC oddress | Packets - | < Puckets | MACaddress | Poddies |
S APR-LDAPS (00 o Half-reuting 17220003 WDITESNTT 1 ] D2ASITRICOM  B14THLY
8 APR-UPS N o Halfreuting 17220003 WANITEANTT 1 ] DRAAITRICOM  TA125881%4
A Halfreuting 17230103 100E0TT 1 o DAASITRICOM  1TLIML1MIL
Passwords
. . Conbi  Reuted Py
[ Hests | ar [+ [— VelP
Lost packete 0% A

13. TWUsunsuazuansdaya username wag password aruiiasosdinungladaly

au130t1 username wag password UIlUNEsEUUAILIUAN TIkanale

File View Configure Tools Help
|[oweohBRD +v ¥ LuPMEEROER 02 0L
Decoders Network |M§ Sniffer Cracker Traceroute [T ccoU |"3' Wireless
I5\, Passwords ~ | Timestamp | HTTP server | Client | Username | Password | urL | UserField
€ FTP (0) /092015 - 235221 202289453 172.20.10.2 563020232-9 2129 hetpe//202.28.94.53/ s/ usemames
@ HTTP (6) 2/08/2015 - 23521 202.289453 172.20.10.2 563020232-9 2329 httpe//202.28.84,53/Ims/ usemames
& IMAP () /0972015 - 235221 202289453 172.20.102 563020232-9 2329 htepe//202.28.94,53/1ms/ usermames
B LDAP (0) 27/09/2015 - 235221 202289453 17220.102 563020232-9 2329 hitpe//202.28.94.33/1ms/ usemames
3 pop3(0) 27/09/2015 - 235326 61476139 17220.102 Iadyse TESTer123 hittpe/fwww.dek-d.com/b e/ 340375/ e
wh SME (0) 27/09/2015 - 23:58:16  65.52.168.70 17220.10.2 miewsukanya... 164yPPR2411  httpe//www.thetrippach Jth/auth/register/email email=
I Telnet (0)
g vne @)
Fpy 1050
i TNS ()
3 SMTP (0)
B NNTP ()
DCE/RRC (0)
15} MSKerbs-Presutr
- ’ Radius-Keys (0)
§ Radius-Users (0)
£cam
&5 IKE-PSK (0)
o MysaL )
- ey < -
< , @]
i Hosts |@Mn [ Routing |\ Passwords [ vor |
Lost packets: 0% 4
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351015 crack %1 Plaintext lae brute force attack

1. m‘ﬁ tab cracker

- | = e

File View Configure Tools Help

SR enBRE +y/ e um wO®5 07 0
[& Decoders | @ Network 88 sniffer |af Cracker | &R Traceroute |HE CCDU |87 Wireless | Query |

& Cracker MD5 Hash | Password | Note |
- LM & NTLM Hashes (0)

R NTLM2 Hashes (0)

A MS-Cache Hashes (0)

&%, PWL files (0)

Y Cisce 105-MD5 Hashes (0)
M Cisco PIX-MDS5 Hashes (0)
I APOP-MDS5 Hashes (0)

& CRAM-MDS Hashes (0)

¢ OSPF-MDS Hashes (0)

# RIPv2-MDS Hashes (0)
& VRRP-HMAC Hashes (0)

-[R8 VNC-3DES (0)

-md MD2 Hashes (0)

md MD4 Hashes (0)
md MDS Hashes (0)
S48 SHA-1 Hashes (0)

-9 SHA-2 Hashes (0)

R, RIPEMD-160 Hashes (0)
T KerbS PreAuth Hashes (0)

B, Radius Shared-Key Hashes (0)

-G IKE-PSK Hashes (0)

& MSSQL Hashes (0)

& MysaL Hashes (0)

& Oracle Hashes ()

-y Oracle TNS Hashes (0)

& SIP Hashes (0)

4" 802.11 Captures (0)

4" WPA-PSK Hashes (0)

g WPA-PSK Auth (0)
<& CHAP Hashes (0)

md VDS Hashes |

hitps//www.oxiclit

2. lABNTUANNSIINSHANFDIN1909AMT Plaintext 1wuW md5 hashes

= s

File View Configure Tools Help

SR enBRE +y/ e um wO®5 07 0
[& Decoders | @ Network 88 sniffer |af Cracker | &R Traceroute |HE CCDU |87 Wireless | Query |

& Cracker MD5 Hash | Password | Note |

- LM & NTLM Hashes (0)
R NTLM2 Hashes (0)

A MS-Cache Hashes (0)

&%, PWL files (0)

Y Cisce 105-MD5 Hashes (0)
M Cisco PIX-MDS5 Hashes (0)
I APOP-MDS5 Hashes (0)

& CRAM-MDS Hashes (0)

¢ OSPF-MDS Hashes (0)

# RIPv2-MDS Hashes (0)
& VRRP-HMAC Hashes (0)
VNC-3DES (0)
-md MD2 Hashes (0)
md MD4 Hashes (0) K
™ D5 Hashes (0)
S48 SHA-1 Hashes (0)
-9 SHA-2 Hashes (0)
R, RIPEMD-160 Hashes (0)
T KerbS PreAuth Hashes (0)
B, Radius Shared-Key Hashes (0)

-G IKE-PSK Hashes (0)

& MSSQL Hashes (0)

& MysaL Hashes (0)

& Oracle Hashes ()

-y Oracle TNS Hashes (0)

& SIP Hashes (0)
4" 802.11 Captures (0)
4" WPA-PSK Hashes (0)

g WPA-PSK Auth (0)

<& CHAP Hashes (0)
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3. AANTILASIMNNEUINAETNADITOAMUTULAINTDNVOAMUNADINITODATINA L2

e2fc714c4727ee9395f324cd2e7f331f man ok

File  ‘iew Configure

Tools  Help

+ CHALL CHALL
O EE R i S S
A RS G

[+9 2 mmEsO®? @7 A

@ Decoders I Q MNetwork Iﬂﬁ Sniffer I@@cker I@ Traceroute IM Cccoy Iﬁﬂm Wireless I% Query |

# Cracker

R LM & NTLM Hashes (0)
- NTLMZ Hashes (0)

R MS-Cache Hashes (0)
- PWL files (0)

JHA Cisco 105-MD5 Hashes (0]
-JH Cisco PIX-MD35 Hashes (0)
-] APOP-MDS5 Hashes (0)
%9 CRAM-MDS5 Hashes (0
.+f» OSPF-MD5 Hashes (0)

- ¢§0 RIPv2-MD35 Hashes (0)
~.+f VRRP-HMAC Hashes (0)
- Jg] VNC-3DES (0)
-9 MD2 Hashes (0)
---".“d MD4 Hashes (0)
..md MD5 Hashes (0)
A SHA-1 Hashes (0)
-S4 SHA-2 Hashes (0)

R RIPEMD-160 Hashes (0)
{73 Kerb5 PreAuth Hashes (0)
8, Radius Shared-Key Hashes (0]
G5 IKE-PSK Hashes (0)

& MSS0L Hashes (0)

-k MySQL Hashes (0)

a) Oracle Hashes (0)

% Oracle TNS Hashes (0)

B CIm

4. AANYIMN

MD5 Hash | Password I Mote

AN

MDS5 Hash (in HEX)

e2fe 714047 27629395(3240d2e T3]

Cancel

¥ Y A

YDAIULAILGDN brute force attack

File View Configure Tools Help

laweonpmE |+v/ 2 yvmEEe0®n(0 2|0
[& Decoders [ 2 Network [El sniffer [ Cracker [# Traceroute [ cCDU |87 Wircless [T Query |
|a Cracker MDS5 Hash Password Note
il LM & NTLM Hashes (0) P corcTiacarareedaosis.. ]
g NTLMv2 Hashes (0) Dictionary Attack

R MS-Cache Hashes (0)
&, PWLfiles (0)
Ml Cisco I0S-MDS5 Hashes (0)
- JHl Cisco PIX-MD5 Hashes (0)
3P APOP-MDS5 Hashes (0}
& CRAM-MDS Hashes (0
b OSPF-MD5 Hashes (0)
& RIPv2-MD5 Hashes (0)
& VRRP-HMAC Hashes (0)
- [R8 VNC-3DES (0)
18 MD2 Hashes (0)
~.md D4 Hashes (0)
~m3 MD5 Hashes (1)
S8 SHA-1 Hashes (0)
S48 SHA-2 Hashes (0)
& RIPEMD-160 Hashes (0)
{53 Kerb5 PreAuth Hashes (0)
&k, Radius Shared-Key Hashes (0)
&85 IKE-PSK Hashes (0)
@ MSSQL Hashes (0)
~F MySQL Hashes (0)
@ Oracle Hashes (0)
[ Oracle TNS Hashes (0)
% SIP Hashes (0)
3" 802.11 Captures (0)
8" WPA-PSK Hashes (0)
8" WPA-PSK Auth (0)
w22 CHAP Hashes (0)

hitp://www.oxid.it

| Brute-Force Attack |

Cryptanalysis Attack via RainbowTables

Rainbowcrack-Online 3
ActiveSync r
Select All

Note

Test password

Add to list Insert
Remove Delete
Remove All

md  MD5 Hashes |
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5. AdnUy start

— Charset — Pazzwoard length———

) Iﬁ =
* Predefined Min =l

Iabcdefghiiklmnnpqrstuvw:-tyzD'I23455?89 Max 16 =

" Custom — Start fram

— Keyspace — Current password
| B.1860514273734411E +0124 |

/
—keyRate — Tirne Left V’

1 hashe=s of type MDL loaded. . .
Fress the Start button to begin brute—force attack

6. fazlaPlaintext U949 e2fc714cd727ee9395f324cd2e7f331f aanunfe abcd

 Charzet —Paszword length———
. 1 =
* Predefined bl =l
[ abedetahiikimnoparstuvmey20123456789 =] || M [® =3
7 Custam — Start fram
I Iabcd
— keyspace — Cunent pagzword

| 519605142737 34411E +024 |

—key Rate — Time Left

| | lb/

Flaintext of e2fc?14cd?27es9395{324cd2e?£331f i= abed
Attaclk =s=topped!
1 of 1 hashes cracked

Start I Exit
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nsinanaLdun1ing Traceroute

Huiladdulunsnsadeunisidunidlunisds IP packets seninuposnaufinmesdounses
uazdUIULASeS routers 71 IP packets gnasriy Tnennsld IP Address vide Feuiuledidmned
194 Target udanaty Start lasazuansdoyadsl

- Hop A &fiuves Router fignasniy

- IP Address fio vanelarUsednaIosatusiag Router
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