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1. YUABUNISANAY

nder the EPL [Eclipse Public License) 1.0

el by visiiting the channed Ssubgraph on the Freenode IRC server, or by subscribing to the Vega-Users group hosted 2 Google

1.1 Iﬁ@%L%WIﬂﬁL%U https://subgraph.com/vega/download/index.en.html e ivanlndinss

Tnegldaz

v
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DOWNLOAD

REGISTER AND DOWNLOAD B DOWNLOAD

2. Using the Vega Proxy
3 w2 the Pronoy Sc.
4, Authenticated Cr

for Semi-Automated Scanning
/Scanning

1.2 \denmuszuuUinnisvely

SUBGRAPH

DOWNLOAD

Your er

omes

na

© Mac 05X 32-bit Intel (slg)
© Mac OS5 X 64-bit Intel (sig)

@ Linux GTK 32-bit Intel (sig)
© Linux GTK &4-bit Intel (sig)

upComir 1 you notified when it

wz can send you a n of Vega platform s released

© Microsoft Windows 32-bit (x86) JRE (sig)
@ Microsoft Windows 64-bit JRE (sig)
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1.3 9¢lalnld VegaSetup Wldvinn1sfines Vega asuupauiiames

(&7 Vega 1.0 Setup - X ‘ {37 Vega 1.0 Setup - x ‘
Choose Install Location )
erlcome to the Vega 1.0 Sen"p Choose the folder in which to install Vega 1.0. { 9 7
Wizard
This wizard will guide you through the instalation of Vega Setup will install Vega 1.0 in the following folder. To install in a different folder, dick Browse
1.0. and select another folder. Click Install to start the installation.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.
Destination Folder

- Program Fies (x85) Vega\ Browse...

Space required: 30.7MB
Space available: 115.6GB

= ot ==

) Completing the Vega 1.0 Setup

Wizard

Installing -
Please wait while Vega 1.0 is being installed. (

Extract: ssl-anonymous-dh.xml... 100% Vega 1.0 has been installed on your computer.

Cutput folder: C:'Program Files\Vega ~
Extract: Vega.exe... 100%

Create folder: C:\Users\Baifern\AppData‘Roaming\MicrosoftiWindows\Start Menu'Pr...
Create shortcut: C:\Uszers\Baifern\AppData‘\Roaming\Microsoft\Windows\Start Menu. ...
Create shortcut: C:\Users\Baifern\Desktopivega.Ink

Extract: Vega.ini... 100%

Cutput folder: C:'Program Files\vegaxmiialerts

Extract: default.xml... 100%

Extract: insecure-script-indude. xml... 100%:

Extract: ssl-anonymous-dh.xml... 100% i

Click Finish to dose this wizard,

Run Vega 1.0

Mext =
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2. AN5M9U Vega

2.1 wwsnuealuswnsy

- Wt Scanner
File Scan Windew Help I
[© Sainnes | & oy
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@ttt v ] R
[ = =] ”

& VEGA

‘Scan Alert Summary
D Scen Aserts| comE=0 [ T
QL
[
o
o
2 dentities £ | 70
2% & Pramy is nok running | #IM af 248M Iﬂl
4
- U1 Proxy
[
@ subgraph vega £ ES
File Scan Window Help
00 x84 @ Scanner 8 Prowy
[ = 0 % Requests| % Intercet|  proxy Status| i i ]
® 5 W B| D Host Method Request Status Length Time.. T
B fr =] P o
| Request Response
=5 e Nﬂmng e —




Vega Scanner nguan lasndy; umsds Ygady; s1used Goduns; nasy wianfian; Waungual 9

1 5910 11

o

AT I

1J; 2550380 Junzuy

2.

Y a a

2 Wigldadng (1)

Start New Scan &a3n58n (2)URL vaaiulafffoinisazamwny

03,.::;5:" Jega - m} X
File Scan Window Help
Q04 © Scanner £ Proxy
site View = 8/|/® Secan Infol =0
] ®LEE D
@ o m} X
Select a Scan Target 2
Choose a target for new scan VEGA
Scan Alert Sum
)| Scan Target
o @) Enter a base URI for scan:
=0
O scan Alerts oo 2 o ‘ hrtp://localhast,"wp_warldﬂ v
(O Choose a target scope for scan
1]
Default Scope || Edit Scopes
i}
| web Madel
Include previously discovered paths from Web model
At Identities &2 =0
< Back | Next > ‘ | Finish | | Cancel ‘
2% | @ Proxy is not running ‘ 263M nf‘thM |@
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2.3 LABNVBUAMINTAWNUY A BInSawNUmTanIkuulntng wdIng (3)Next

@05 (] o X
@ Website View T2 @scaninfs . Select Modules

i ® 5 |
Choose which scanner modules 1o enable for this scan QVEGA

@ VE' Select modules to n

~ [W] Injection Modules -
[ Bash Environment Variable Blind O Injection (CVE-2014-6371, CVE-2014-6278) Check
[ Integer Orerfion Injection Chicks
[ir] X85 Injection checks
Scan Alert Sumi [o] Rermote File Incluge Checks

[ Blind S0L Injection Timing

[#] Local File Inciude Checks

[ Biina XPath Injection Checks

Cross Domain Policy Auditor

[] Farmat String Injection Checks

[7] Shell Injection Checks

Eval Code Injection

[ir] HTTP Trace Probes

[] Blind 05 Command Injection Timing

[ir] Bling SQL Text Injection Dilferential Checks

[=] HTTP Haader Injection checks

[+] URL Injection checks

Elind SQL Injection Anthmetic Evaluation Ditferential Checks

XML Injection checks

: | ~ [®] Respanse Processing Madules
HTTP Authentication Over Unencrypted HTTR
HTTR Header Chicks

e e

y

D Scan Alerts oomE"=0

| dn Identities &

| | | e came
2% |

¥ v ' '
a Yo o1

2.4 gwilasdunisidenanifialdnanly ludmilidldldlmanzaslufidnladiuniiliing Next 8nass

waane (4)Finish

(] o * | @ o b

Authenhcalion Oplions Paramelers
Configure cookies and authentication identity to use during scan vEGA Add names of parameters to avoid fuzzing during scan vEGA

Identity to scan site as: Exclude Parameters

i Exclude listed parameters from scan

Set-Cookie or Set-Cookiez value:

csrimiddlewaretoken
wiewslateencrypted

_eventvalidation

__eventtarget

_viewstate

xsrltoken

csrltoken

anticsrf

_—_eventargument

Add cogke

Remave salected conkie(s)

Enter name of parameter to exclude | Add |Remave

< Back Finish Cancel Next > Finish Cangel
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2.5 Wswnsuazuansuansawny wazvenyaidesenivledis lnsuwvalu 4 sgiu Ao High (Audes

49 Medium (ANudssunany) Low (ANad) Wag Info (Teya)

@ subgrapn vega = u] x
File Scan Window Heip
204 © Scanner £ Prony
| G Website View fi ® 5 52 ° 0| S5anindo .
=Imlm 2 Seanner Progress
@
@
@ |
-]
@ o 1 I bwar pha
@ 528 out of 740 scanned (71 4%
@
: Scan Alert Summary
@
: © High {1 found)
Cleartext Password over HTTP 1
Osean s sosB7°
- /2558 02-05:50 [Auditing] (277) @ Medium {106 found)
w @) hmpdocalhost (277) HTTP Trace Suppart Detected 1
~ @ High Local Fitesyster Paths Found 42
+ Cleastext Password over HTTP (fwp_world/wp-loginphp) PHP Error Detected 59
~ @) Medium (105) Possible Source Cooe Disciosure 4
# HTTR Trace Support Detected (Apache/2.4.16 (Win32) OpenSSL/TOp FHE/56.12) 0 Low (S gy
+ Local Filesystem Paths Found (42) ERT T ic
= PHP Emor Detected (59 !I:I:Ile:\\wnltl ield with Autocomplete 1
P I' Du; ble Source Code Disclosure (4) Directory Listing De 50
- ow (31}
# Directory Listing Detected (50) 0 Info (119 found)
* Foem Password Field with Enabiled (fwp_ p-loginphp) News Feed Detscied 1 2
D into (115)
& Identities ]
2% 5 Breny is ot Fumning 1PMofEsM @
a Y a '
o o
2.6 (5)LL'§1®\‘15’1‘EJ@~LE‘)EJWUE]NWW@WWU@QLLWauﬂﬂ
@ subgraph vega - o F
File Scan Window Help
202
@ Wabsite View i ®aEE"0
@ |ocaihast ad
L]
@
-] Local Filesystem Paths Found
=]
a@ ¥ AT A GLANCE
L]
& Clasaification Information
a Resource fwp_worldiwp-includes'class-simplepie. php
@ Risk Mo
@
@ v
I REQUEST
@ Scan Alerts QOoEE -0 i
~ @ 10/19/2558 020550 [Auditing] (336) - R L T T rpe————
~ @ httge/locathost (336)
~ @ High
# Cleartext Fassword over HTTF (/wp_world/wp-loginghp) b RESOURCE CONTENT
« @ Medium (114)
* HTTP Trace Supgon Detected (Apache/2.4.16 (Wind2) OpenSSLALD g I“M» e RN e e Rad
w # |ocal Filesystem Paths Fourd (46}
* jwp_world/wp y
* fwp_world/wp-indudes/category-template. phg
o fap_worldfep-incudes/ceificates/ea-bundle.cr ¥ DISCUSSION v
* i world fwpeinchudes elass wi-scripts php ~
+ fwp_worldfwp-indudes/classwp-stylesphp A Identities & a"0

* fwp_worldwp-inciudes/class-feed php

* fwp_world'wp-indudes/class-simplegie.php

* jwp_world fwp-inchideelass-snoopy.php

* fwp_worldfwp-incudes/class-wp-embed.php

* fwp_worldfwp p-hitip-ixr-clientphp

* fwp_worldfwp-includes/class-wp-image -editor-gd.php i

L & Proxy is not runnéing 43Mof Bdam B
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1. At a Glance 9UaniieseszdennI1e IaTnutuegfle Janudssnnuali

/ Platform

PHP Error Detected

P AT A GLANCE

Classification Information
Resource Iw p-content/themes/DU-DE/
Risk

2. Request vaniisgaiiivsosvald

P REQUEST

GET hwp-contentithemes /DU-DE/

3. Resource Content wanuilevn Script Midugaunnsessiennnuiasasie

P RESOURCE CONTENT

<b>Fatal error</b>: Call to undefined function get_header() in <b>/home/content/p3pnexwpnas02_data03/02/2639502/htnl/wp-content/themes/DU-DE/index.php:

4. Discussion {un1saauseluilomiianainfawnuny kayasuteduunliuioavsiiniu

Julesile

P DISCUSSION

Vega has detected signatures in scanned content thatmatch commaon PHP error pages. These pages are automaticallygenerated when an error occurs and can leak information useful in
more sophisticated attacks. Itis recommended that error output not be sentto the client on production systems.

5. Impact agtdunisueniwansynunagiindumnlaiunly

P IMPACT

¥ Vega has detected the signature of a PHP emor page.
#» Automatically generated error pages can leak sensitive information.
¥ The information leaked can include software patchlevels, configuration seftings, and database or filesystem structure.
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6. Remediation \Judiuiazuandamuinawily wWumuwuziin

b REMEDIATION

»> The PHP manual recommends disabling "display_emors” on seners exposed fo the Internet. For PHP 5.2.4 and greater, the "display_emors” seiting in the "php.ini"
configuration file should be set o "stdem” (emor output siream). rather than "stdout” (output stream sent to clients). For earlier wersions, "display_errors” is a boolean
type, and can be set to "False” for disabling. The setting can also be disabled at runtime using ini set() rom within a PHP script.

7. References {Judufiazitoulusludssndanilusunsule idayatusun wiegiieluns

wilvangimunnte Script tue

) REFERENCES

Some additional links with relevantinformation published bythird-parties:

<+ Turning off dis play-errors (php Manual)

2.7 (6)uanssvaziBennnsianudsddusedu script Faaunindunifegaifinnudssiglivisiena

Yol luihduasreduiuledtu o 1o

@ supgraph vega

- o b
File Scan Window Help
204
b Requests) el e
D Host Mathod Fequest saus Length  Time. T |
50 hittpe/flocalhost  GET fwp_worldfwp-indudes/revisan php w0 0 3
51 hittpe/flocalhest  GET fwp_werdfwg-includes/ms-load.ghip o 0 1
a2 httpe/localhost  GET wp workdfwp-includes/Simplefie/ 200 Br43 a8
53 ttpy/lecalhost  GET fwp_world/wo-incudes/dass-pop3.php w00 0 2
54 hittpe/flocalhost  GET fwp_worldfwp-includes/feed-risd php 200 159 7
55 hitpe/flocalhest  GET fwp_warkd/wa-includes/dass-simplepie.phg. 200 758 23
56 httplocalbose  GET fwp_wordfwi-includes/bookmark php 00 0 1 e
57 hitpe/localhost  GET fwp_workdfwp-includes/110nphp 200 0 1
56 bt flocalhos:  GET fwp_workdfwi-includes/rewrite. php 200 0 2
59 http/flocalhost  GET fwp_warkd/wp-includes/ms-settings.php 00 T4 2
60 hipflocalhost  GET  fwp_worldfwp-includes/locabe. pho w0 1

Request Response

-
19 GMT

{Win32) OpenS5L/1.0.1p PHR/S6.12

PHP/36.12

759

timeout =5, max=47

Keeg-Alive |

pe: text/htmi; charset=UTF-8

irplepie.php

Use of undefined constant ABSPATH - assumed "ABSPATH' in <b {8 i 7 ridwp:

1o Use of undefined contant WARG - asumed WRINC' in <t (E{EREE0 varidlywis-includescl

php): tasled to'open stream: Mo such file or directory in <1 =Clixamppihtdocsiwp_ worl

ABSPA L {inchate_paths".L: PEARY in <ti=Cxam

Vot6 highiights | ~ | |~
¥

“ Prowy is not running A0MofBMM @
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28 glfeennaugasiBeanmuavedeiinnain AT (Proxy

@ subgraph Vega = o >
File Scan ‘Window Help
00-: %A O scarner 8
(@ Website View i ® 5 @ 5 O 8 Requests B intercept| 3 roxy Status| 7 S@¥ O
o @ localhest Ll o Host Method Request fatus Length  Time. T &
ca % nipyflocalhost  GET  /wp.world/wp-includes/kses.php w0 2
S @ a7 mipyfiocainost  GET  /wp_world/wp il-tempiate.php w0 0 1
s @ a nitpfflocainost  GET  fwp_world/wp-includes/functions. php 200 N9 38
= 44 nitpflocaihost  GET Swp_warld/wh-includes/rss-functions.php 200 w2 18
) 50 hitpflocalbost  GET  jwp_world/wp-includes/revision phy w0 0 3
SR 51 hitps/flocathost  GET fwp_worldfwp-includes/ms-load php o 0 1
: 52 hupsfflocalbost GET - fiwp_worledfwp-includes/SimplePie/ 200 6743 98
3 e ) 53 hitpyiflocalhost  GET  fwp_world/fwp-includes/class- popd php w0 2
- 54 illocalhost  GET 2001 L
; ~ ey 55 GET 00 759 23
e 56 hitpy/flocalhost  GET 00 0 1 L}
@ == i o b B
BB Request
» @ ey HTTR/1.1 200 0K N
@ Date: Sun, 18 Oct 2015 19:07:40 GMT
» @ get Server: Apache/2.4.16 (Wind2) OpenSSLA 01p PHP/SA12
@ X-Powered-By: PHP/S.6,12
@ Content-Length: 759
" P Keep-Alive: limeout=5, max=47
& Connecharn: Keep-Alive
3 : g Content-Type: tet/mmi; charset=UTF-8
@ = b fa
@ <b>Notice</b>: Use of undefined constant ABSPATH - sssumed "ABSPATH' in <b > [ RMRDBIRIOBE W OO W AEI G E S I mIERIERg < /1 - on line <b>5 /b= <br />
] . <br />
: e “b=Notice /> Use of undefined constant WPING - assumed WPING in <G - CRamBEINIGOCE WO BN NCIUd S CIS S SIMBISRIERNG < /5 - on ling <b>5 </t <br /=
<br />
@
@ Scfb=sbr f> =
! ~ <l i) T

e,
{n}

@ Proxy is not runaing | SEMofaddM @



