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1. Tnanlusunsudl https/cirt.net/Nikto2

Home » Nikto

Nikto2

web application
security scanner

DOWNLOAD

s sponsored by Netsparker, a false positive free web application security scanner

here to download a demo of Netsparker, or click here to apply for a free frial of Netsparker Cloud oniine scanner.

Nikto is an Open Source (GPL) web server scanner which performs comprehensive tests against web servers for multiple
items, including over 6700 potentially dangerous files/programs, checks for outdated versians of aver 1250 servers, and

version specific problems on over 270 servers. It also checks for server configuration items such as the presence of
multiple index files, HTTP server options, and will attempt to identify installed web servers and software. Scan items and

plugins are frequently updated and can be automatically updated
PENETRATION TESTERS

Nikto is not designed as a stealthy tool It will test a web server in the quickest time possible, and is obvious in log files ¢ Nikto is written by

© SUNERA sunera.comleareers 1 gy |PS/IDS. However, there Is support for LibWhisker's anti-IDS methods in case you want to give it a try (or test your Chiis Sullo
vetam} David Lodae -
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2. uenlWalusunsu nikto
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4. Tvaaluswnsy ActivePerlﬁ http://www.activestate.com/activeperl/downloads

Wielulusinsu nikto Sun1w perl 19

1 ActivePerl 5.20.2 Build 2002 (64-bit) Setup

Custom Setup
Select the way you want features to be installed. m"estm

Click on the icons in the tree below to change the way features will be installed.

""" ActiveState ActivePerl is a
quality-assured distribution of
Perl and other value-additions
such as PPM, Perl for ISAPI, and
PerlScript.

Documentation
Examples

This feature requires OKB on
vyour hard drive. It has 0 of 4
subfeatures selected. The
subfeatures require OKB on
your hard drive.

Reset Disk Usage < BQ&H :)Cancel

i, ActivePerl 5.20.2 Build 2002 (64-bit) Setup

Ready to Install
The Setup Wizard is ready to begin the Repair A':“‘estm

installation

Click Install to begin the installation. If you want to review or change any
of your installation settings, click Back. Click Cancel to exit the wizard.

< Bac Install Cancel

i, ActivePerl 5.20.2 Build 2002 (64-bit) Setup

Repairing ActivePerl 5.20.2 Build 2002 (64-bit) ActiveState

Please wait while the Setup Wizard repairs ActivePer| 5.20.2 Build
2002 (64-bit). This may take several minutes.

Status:

Back Next Cancel


http://www.activestate.com/activeperl/downloads

5. flUswnsy nikto SUK1W cmd

B Command Prompt

icrosoft Windows [Uersion 6.3.96801]
(c>» 2813 Microsoft Corporation. All rights reserwved.

SNUserssMateriverz>

6. 1 folder ﬁaﬂ nikto 13

o Command Prompt

icrosoft Windows [Wersion 6.3.9768@1
Cc)> 2813 Microsoft Corporation. All rights reserved.

:sUserssNateriverz>cd nikto

:sUserssNateriverzinikto>




7.

8. TUsunsuyhmsaunumvedud uagseazdeanng q vadiuled ufedns

W LUSHNTY nikto

oo Command Prompt - nikto.pl -h www.kalasinpit.ac.th

icrosoft Windows [Version 6.3.96801
(c>» 2813 Microsoft Corporation. All rights reserwved.

NUserssMateriverz2cd nikto

wUserssMateriverzsniktonikto.pl —h www.kalasinpit.ac.th

Open File - Security Warning

Do you want to open this file?

@ Mame:  ChUsers\Materiverzinikto\nikto.pl
Publisher:  Unknown Publisher
Type: PLFile
Frem:  Ch\Users\Nateriverz\nikto\nikto.pl

Open Cancel
[+] Always ask before opening this file
B While files from the Internet can be useful, this file type can potentially
! harm your computer. If you do not trust the source, do not open this

software, What's the risk?

An www.kalasinpit.ac.th U IP, Port, nMeAilgiau 48

oo Command Prompt - nikto.pl -h www.kalasinpit.ac.th

icrosoft Windows [Uersion 6.3.76801
(c>» 2013 Microsoft GCorporation. All rights reserved.

NUserssMateriverz?cd nikto

:slUserssHateriverzsnikto»nikto.pl —h www.kalasinpit.ac.th
Nikto v2.1.5

Target IP: 283.172.141 .67

Target Hostname: wuw . kalasinpit.ac.th
Target Poprt: 88

Start Tim 2015-18—19 20:36:21 (GMT?>

Server: fApache
Retrieved via header: 1.1 cachellfe <(squid-s3.3.8>

- c KN

Server leaks inodes via ETags. header found with file /. fields: Bxbe3d Bx2fa7e

+ The anti—clickjacking R-Frame—Optionsz header is not present.

+ Uncommon header *x—cache’ found, with contents: HIT from cachellé

+ Uncommon header *x—cache—lookup’ found. with contents: HIT from cachelil6:3128



http://www.kalasinpit.ac.th/

9. WelUsunswinuaisvsuanssigazidonnng quesivled 1wy dodlnd dse 9 Tuduled

o Command Prompt = =

OSUDB-30892: ~rdatar: This might be interesting...

OS5UDB-3268: ~downloads: Directory indexing found.

O0SUDB-30892: ~rdownloads: This might he interesting...

OSUDB-3892: sforums: This might he interesting...

OSUDB-3268: ~sinformations: Directory indexing found.

0SUDB-38%2: information This might be interesting.

OSUDB-3268: rsystems: Directory indexing found.

QSUDB-3822: /systems: This might bhe interesting...

QSUDB-3892: rstest.htm: This might bhe interesting...

0SUDB-3268: ~tests: Directory indexing found.

OSUDB-3892: rstests/: This might bhe interesting...

0SUDB-3823: Aforumsmember.php: Thiszs might bhe interesting... has been seen in |
eb logs from an unknown scanner.

OSUDB-3268: ~siconss: Directory indexing found.

OSUDB-3268: ~simages/: Directory indexing found.

OSUDB-3268: ~simagess?pattern=setc *ksort=name: Directory indexing found.

0SUDB-3233: /icons/README: Apache default file found.

OSUDB-3268: ~bgr/: Directory indexing found.

OSUDB-3892: shgrs: This might bhe interesting... potential country code (Bulgari]
>

+ OSUDB-3268: smus: Directory indexing found.
+ OSUDB-38%22: /muvr: This might be interesting... potential country code (Maldive
>

+ 6544 items checked: 13 ervords> and 32 item{s) reported on remote host
+ End Time: 2015-18-12 28:53:58 (GMT?> <1857 seconds?

+ 1 host¢(s> tested

@ o Yy 3 % v ) ¥ o lé/ o
10.  aunuduyiliziniuldniw asp.net lunmsiaunvilviaunsalddednidvinng

sql injection 1¢1

o Command Prompt - nikto.pl -h http://www.thaimobilecenter.com/ ~
Nikto v2.1.5

Target IP: 282.43.34.93

Target Hostname: www.thaimobilecenter.com
Target Port: 4]

Start Time: 2915-18-27 2 738 (GHMTI?

Server: Microsoft-IIS-/7.8

Cookie ASPSESSIONIDESCDCDDRR created without the httponly flag
Retrieved x—powered-by header: ASP.HNET

The anti—clickjacking E-Frame—Options header is not present.
Cookie AZxLTtmc crecoted without the httponly [lag

Gookie ibanner created without the httponly flag

Retrieved x—aspnet—version header: 2_@.58727

se of each¢> on hash after insertion without resetting hash iterator results in
undef ined behavior, Perl interpreter: Bx597fel at C:vlsersiHateriverzwniktosplu
brins /LW2 _pm line 1813,
+ Server leaks inodes via ETags, header found with file srobots.txt, fields: Bxi
A22cBeS5fha?cfi:@
; Filesdir '~' in robots.txt returned a non—forhidden or redirect HTTP code <288

+ "pobots.txt" contains 1 entry which should be manually viewed.
+ Server bhanner has changed from 'Microsoft-115-7.8' to "Microsoft-HITPAPI-2.@*
which may suggest a WAF. load balancer or proxy iz in place
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