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@ Open Si‘ego The free stegancgraphy solution (

Home Overview I
I:m ¢ Introduction

Issues

Project page Welcome to the homepage of Openstego, the free steganography solution. This is an open-source software

Command-line distributed under the terms of the GNU General Public License v2.0.

Contact

OpenStego provides two main functionalities:

© Dpata Hiding: It can hide any data within a cover file (e.g. images).

© watermarking (beta): Watermarking files (e.g. images) with an invisible signature. It can be used to
detect unauthorized file copying.

< What is Steganography?

Steganegraphy is the science of hiding secret message inside another larger and harmless looking message.
This is one notch above regular cryptography; which just obscures the original message. Steganography tries to
conceal the fact that there is a message in the first place. Steganographic message often appears to be
something else than the original (secret) message, like a picture, sound, larger text, etc.

Some terms related to Steganography:

©Q plaintext: The original secret message that needs to be communicated.

©Q ciphertext: Secret message is often first encrypted using traditional methods. Encrypted message is
known as ciphertext. =

1[1A89A www.openstego.com

aan Download tenniiluanlusinss openstego

&« C' |8 GitHub, Inc. (us]| https://github.com/syvaidya/openstego/releases Q&% @ =
Huw K Bookmas G [ BT El W @ 4 & M M B dsrviniun
=->, -

GitHub This repostory S Explore Features Enterprise Pricing Sign in

syvaidya/ openstego @Watch 4 | J Star 16 ¥Fork 1

<

ieewd OpenStego v0.6.1 n

—_— 14 syvaidya released this on 17 Apr2014 - 1 committo master since this release

© 45b7855 -
Changelog
s
» Added support for embedding digital watermark in images which can be verified later

Downloads

" openstego-0.6.1.zip 185 KB
" openstzgo_0.6.1-1_amd&4.deb 162 KB
[ openstego_0.6.1-1_i386.deb 182 KB
[ Setup-OpenStego-0.6.1.exe 203 KB

[I] Source code (zip}

[f) Source code (tar.gz)

ANULYaA Souce code
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Descriptinn z Resaurer Path Loeatian Type

as1alustanlu Eclips

£ Mew Project []E] = |
Select a wizard —
Create a new project resource r
Wizards:
| type filter text |
4 (= General
> = Java
= Maven
I (= Examples
@ <Back | Nea> || Fnsh |[  Concel

\den general > project
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= New Project

Openstego

Project

Create a new project resource,

[~

Project name: OpenStego| I

Use default location

Locatian: ! Ch\Users\Punimyworkspace\OpenStego

| Browse... | I

Working sets

[7] Add project to working sets

Working sets:

'rl I Select... |

[
Y

AeTBlUsLan

File Edit Source Refactor MNavigate Search Project Run Window Help

Flw AP R I SR e - = e T

Quick iccess | % | [@TTa)

18 Package Explorer 52 Ll = O [ Tesklist 38 = 8 @ Wekcome & s xB=0o
BR( e 7 o-@B% el <M
& Opengtann. L -
New »
Find Q) b AL P Active.
Openin New Window
Show In Al+Shift-W ¢
B Copy CrleC @ Connect Mylyn =
I |Copy xiied Parme. Connect to your task and
= Paste sy ALM tools or create a local
K Deete Delete: s
Context (e 5= Qutline 5 =n > mples.
Build Path, B B
Refactor AReShifteT » An outline i not available.
2a Import.. What's ME.W,
L Bpont..
—
l G Refresh l "
Assign Working Sets...
Validate
Run As B » v=8
Debug As B
Team U Resousee Path Location Type
Compare With »
Restore from Local History...
Configure. B
Source .
OpensStego Properties AlteEnter

naLaeN Import Liialsen Source code Mlnaall
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( = Import
Select

Import resources from the local file system into an existing project. g - El

Select an import source:

| type filter text

a (= General
‘E Archive File
[ Existing Projects into Workspace
|} File System |
=] Preferences

[ &= Git

[ (= Maven

i (= Oomph

i+ (= Run/Debug

[+ = Tasks

> = Team

b B XML

@ <Back | MNea> ][ Finish

[ Cancel

\den file system waina Next

I —

File system
Import resources from the local file system.

From directory: C:\Users\Punim\Downloads\openstege-openstege-0.6.1 - [ Browse.

1+ [#] (= openstego-openstego-0.6.1 | %] .classpath

buildxml
installer.nsi

Filter Types... | [ SelectAll | [ Deselect All

Options
Overwrite existing resources without warning
Create top-level folder

Into folder:  OpenStego owse...

o = & v
msidenynlnadiin
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e
& Import

File system

Import resources from the local file system,

From directory: | ChUsers\Punim'\Downloads\openstego-openstego-0.6.1

b @M=

openstego-openstego-0.6.1

Il @ .classpath
[ [ project
[7] &) build.xmi

£ Question

@ Overwrite .project’ in folder 'OpenStego'?

l Yes

[ vesToan ||

No || NeToan ||

[F

Into folder: | OpenStego

Options

[] Overwrite existing resources without warning
[l Create top-level folder

Advanced >>

AM Yes to all Wia Save viulusLanLAy

File Edt Source Refactor Navigate Search Project Run Window Help

12 Package Bxplorer 51

[ Openstego|
agme
» 8 image
» B netsourceforge openstego
» [ netsourceforge openstego
» 8 netsourceforge openstego
i netsourceforge.openstego.y
> i netsourceforge.openstego
+ i netsourceforge openstego
+ i netsourceforge openstego
» # netsourceforge.openstego
> 8 netsourceferge openstege
» B netsourceferge openstege.t
+ B net.sourceforge.openstegoa|
» 8 net.sourceforge.openstegoa|
» 8 netsourceforge.openstego.
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= META-INF
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b
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Connect to your task and
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Deseription - Leeation Type

Import #1159

nh 6



Openstego

= Run As Elﬁu

Select a way to run 'OpenStego’:

Description

Runs a local Java application

wWoniUalwauwuu java application

Fle bt Goawrs Maficter Mgt Sekrch  Promet fun  Window  beg
A e e e B S R ot R e Quik tesen | 9 | (@)
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2 image Fd O] ALY Setna
© B netsourcelome.apenstegs
&

- nebsoureslorge openstege
+ 8 nebsourcelige openstega
» i netsourcelonge openatege

+ [ netsourcelnge.openategs. |
B netsouroelonge openstege.|
8 netsourceluige openstage.
A nebsouresforge penstigi
8 netsourcelome openstege.|
8 et sourcelome spenstege.l -
# netsourcelogeopenstega. Otk Stege e

©» @ netsourceforge openstego.l

+ i netsourcelome openstege.l

& @ netsourcelome openstegs.

- @ METADE Pt Canen Pasmend
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B0 JFE Sytern Likeary (el .0 40 rice Duia |
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BN | D you want to help EelgsaT
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nimlusuASH OpenStego
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File Edit Format WView Help
OnePiece Secret Naka :)| =

-

asnalng txt

=] 1 - Windows Photo Viewer E@g

File » Print ~ E-mail Bun ¥ Open ~ @

(o = el > € %)
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File Help
Data Hiding Hide data in harmless looking files
ﬁ Message File
C:‘l!leers_‘lPunim_‘lDesktopEDnePie 1
g Cover File

Extract Data (Sefect multiple fles or provide widcard

i::\ﬂ.lsers\Punim\Desktop\,DnePiec% 2
Cutput Stego File

C:\Users Punim\Desktop\OnePiecefencrypt.png 3

Options —

Password

94999 1 aeNtNg txt Nas19l)

Yoi7l 2 lHonFUAMNABINTS

| Confirm Password

2 to embed same message in multiple fies)

Y097 3 LADNNAALAY WalInmA hide data

[ e B
ﬁOpenStego

File Help
Data Hiding Hide data in harmless looking files
 Hide Data -
Success m
-
Extract Data

@I Message embedded into 1 Cover file(s). Skipped 0 file(s)

Password essesss | confirm Password

Faulnd txt Blunnwdusa
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Hide Data

| [

Hide Data
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) v GrePece =] #3 ) search Onevieer )

Organize » 2] Preview = Sh = S = E-mail  Mew folder s~ A &

W Favorges
B Desitop |
18 Downlosds |
B Recent Places
i

1

A Libraries
7| Documents
o Music

i Piene
B videos

8 Computer
& Lecai Disk (€9
n DATA )
()

Wi Metwork

enerypt  Date takers Specify date taken Se 350 KB
PNG image Dimensions 480 k800 Date created: 20V10/2558 2249

Encrypt fie amdidinisdeudeyalinaa

@ OpenStego 2=

File Help

Extract hidden data

Input Stego File
| | ()

Output Folder for Message File
[

Password i

L3N extract data @USUNEATIA
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ﬁ OpenStego

File Help

Extract hidden data

Input Stego File
|C:\J..lsers\Punim\Deskhop‘l,DnePiece\erl:rypt.png I

=

]

ECiphthaics Ewm _____ '
|C:\J..lsers\Puni Desktop I 2 i E]

Password |uoouu| ! 3
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1 a = Ao I3
%047 2 lHenNdaAy
%9991 3 1d password 7iiagnsonliannisigsia

A extract data

.
ﬁ OpenStego

= B |

File Help

Extract hidden data

Input Stego File
o

R -
Success M

@ Message file successfully extracted from the Cover file: OP.bet
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Organize v (| Open »  Sharewith v  Print  E-mail  Newfolder - 0 @
W Favorites T Libraries Punim | Computer | Network
B Desktop ] System Folder % System Folder ! System Folder | System Folder
& Downloads .
= 5 r : Acrobat Reader DC Easy Settings
%] Recent Places @ Control Panel Recycle Bin ke e
= System Folder System Folder 199 KB 201 KB
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1% Computer
&, Local Disk (C)
s DATA (D)
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€ Network
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Text Document

Google Chrome
@  shorcut
220KB

OnePiece
File folder

Cisco Packet Tracer Student
Shortcut
A 121 KB

Date modified: 20/10/2558 22:52
Size: 23 bytes

0
5‘
| S
8]
) Computer
i | Shortcut
¢ 355 bytes

Morilla Firefox
Shortcut
112KB

Wfur
File folder

Microsoft Word 2010
Shorteut
287KB

Date created: 20/10/2558 22:52

Qracle VM VirtualBox
Shorteut
105 KB

Adobe Photoshop CS6
Shortcut

202 KB

CRM

wanmis Microsoft Word

7 B

=

g

=]

i New folder
'rl File folder

Wl ASS 03
- ranms Microsoft Word
| 154 KB
“m EditPlus
| Shortcut
Fl 1007 bytes

opP

g
Texd Document
22 bytes

Il txt Agaulilunn gnaeasiawaitiunlin desktop

=

| OP - Notepad
p

File

Edit Format

View Help

DnePiece Secret Naka :)

Walwanaenswaeanuila
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YURDUNITAIN signature

File Help

Data Hiding

| Generate signature to watermark your files

Wa

Embed Watermark
‘ e

Verify Watermark

Passphrase to be used to Generate Signature

icopy’right {©or

Output Signature File

bt i
| C:Wsers\Punim\DesktopOnePiece \OPSig

Generate Signature ]

nALEBN generate signature Y897 1 N38A signature MS1HBINITAS1S T8N 2 NFONTRBINTIALAY

=
Verify Watermark

% S il
Generate signature to watermark your files
Passphrase to be used to Generate Signature
? |
Success u
l @ Signature file successfully generated | E]
we Generate Signature

#3514 signature #1159

ngu 13

wh 13



Openstego
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J®| .. » OnePiece - |+ Search OnePliece
o) oaree s ) _
Organize ¥ #0 Open  Sharewith v E-mail  New folder =~ f @

I Favorites

M Deskiop

& Downloads
“Zl Recent Places

! - 1
i Libraries

[Z| Documents

& Music

&) Pictures

B videos

18 Computer
&, Local Disk (C3)
s DATA (D)

00 (E)

€l Network

OPSig Date modified: 20/10/2558 22:55
File Size: 7.89 KB

0

encrypt op

oPsig

Date created: 20/10/2558 22:55

1) signature Raseld

| —8.
(0] 5t
& Opensiego

File Help

Data Hiding

| Embed watermark using your signature

Digital Watermarki_l_g {Beta)
&

Generate Signature

-
Verify Watermark

File to be Watermarked

(Belect multinle fles or provide wieeesiiiasmsdonmss

f mulipte fies)

|Cs\Uszers\Punim\Desktop\OnePiecah 1.jpg

=

)

Signature File

|C:\Users\Punim\Desktop|OnePiect

\OPSig

| ]

Cutput Watermarked File

|Cr\Users\Punim\Desktop\OnePiect

\Sigfile.bmp

W N

i signature aglunm

2999 1 l@n1ni

v

3]

3015614 signature

%0391 2 1d signature Nas1eld

4097 3 N

£

20

INMTIALAY

nA embed watermark Liefls signature aslunw
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@ OpenStego

=

B 3

File Help

Embed watermark using your signature

File to be Watermarked

[ Success“

'_-

@ Watermarked 1 file(s). Skipped 0 file(s)

r - - e

-

#4 signature #1539

P

GO"L » OnePisce

=

- _—

~ [+ seorch Onepizce
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Organize =

] Preview ~

Share with *

Slide show

Print E-mail Mew folder

F Favorites
P Desktop
18 Downloads
%] Recent Places

4 Libraries
%) Documents
o Music
&= Pictures
B videos

(M Computer
&, Local Disk (C)
s DATA (D)
o w0 (B

€l Network

sigfile

Bitmap image

?

9 8 s

o

Date modified: 20/10/2558 22:57
Dimensions: 480 x 800

encrypt op

opsig

S;gﬁle

Size: 1.09 MB
Date created: 20/10/2558 22:57

Ianm#dnisitn signature 13uan
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File Help

Data Hiding Verify files for existence of your watermark
Digital Watermarking (Beta) | . t5 be Checked for Watermark
MW&J@_@ or provide wi o wiatermank in multiole fies)
|Ci\Users\Punim\Desktop\CnePiede \Sigfile.bmp 1 i E
Generate Signature
ﬁ Criginal Signature File r n
i IC:‘l}Jsers‘lPunim‘lDesktop'!.DnePie*‘I,OPSig I Z |

Verify Watermark

' a . Y] . a a o oA !
miiﬁ]aamﬂmwﬁjﬂ signature 1’3 AU signature L3714 'J'W]i\‘iﬂﬁ%i@lll

e Y091 1 ldlwaniinisile signature 13 9oe?i 2 1d signature Adl

N

@ The watermark strength check results are:

Results

atermal

File Name | Strength
Sigfile.bmp | 100%

NANISM5I980U 100 % AB signature »53Y
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