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TUsunsu Cybergate

TUsunsu Cybergate Wulusunsuitadraldlndlnsdu dmdvinldansslunios
Aeufmesirseseuy Weriewneuinnedilvlnaeudinddidingsu wiomenfinnesiadsnes
Ara1InAIUANNITIIUYeaasraufinnesilslaateudlsd THua n1sldaumnd nsldau
Aduedn nsldrundsaiunny aunsadufinlidides uonainidaunsadanislindausiigg
AU150M52TUNTTUAMSAGUDIA AvuANTSIEUUSNsASoUneenee LWudu

lngdilanisldauatuilazndnfanisldnulusinsy CyberGate NgnFinAIuLLATDY
ABNIILMBSTTUTEUUUURNS Windows §ai)

5n1sAnAelusunsy CyberGate

1. anlluanlusunsy CyberGate anntiulas
http://www.2shared.com/file/Va6buKBe/CyberGate v1075.html
Tunsaifiiosdalusunsuueuilada (Antivirus) 1imasUalusunsuney winlidnlsunsy
wouildaaylianunsofans Tusunsy CyberGate 1¢

CyberGate v1.07.5.rar download

CyberGate v1.07.5.rar download 3
We recommend XZip to open this file E‘HUE

Flla type: File  File slze: 2,334 KB Uploadsed: 2014-01-05

ANUTURA

DOWNLOAD

File URL: |http:iiwww. 2shared .comifile /48

Last viewed: 2014-10-27
Download XZip archiver
What is XZip?

What is 2shared? Free file collection
Here you can download file Cybe

gives you an excellent
N QUF COmMMUNitY
red file collection

[

2. IndfadesalusunsunanilvanaziianuwazIndilu exe Fanunsavinnisinaalasad
2.1 sutbandnlila CyberGate v1.07.5.exe


http://www.2shared.com/file/V46buKBe/
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SES

OOv| 1. v cybergate » - | 3 | | Search cybergate P |
Organize « Open Share with « Burn Mew folder ==+ = @
'I:T Favorites il Mame . Date modified Type

M Desktop . Downloads 2271072557 15:28 File folc
] Recent Places | FormsSettings 221072557 16:35 Filefolc
& Downloads 1 Icons 27/10/2557 17:54 File folt
. Language 22/10/2557 14:40 File fold
4 Libraries . Profiles 27/10/2557 20:24 File folt
@ Documents | pr—— y2/10/2557 14:40 File folt
& Music " | cyberGate 1075 V572553013 Applics No preview
=] Pictures ] disclaimer 22/10/2557 14:40 Config available.
B videos € google 22/10/2557 15:18 Applicz
| Logs 27/10/2557 20:48 Window
1% Computer € server 22/10/2557 14:56 Applice
& Local Disk (€ I sound 22/10/255714:44  KMP -
a Local Disk (D:) %) sqlite3.dll 2771072557 20047 Applicz
—a Mew Velume (E:) a Team Viewer 9 27/10/2557 20:35 Applice

[ —

Application

- 4

L[}

Size: 231 MB

CyberGate v1.07.5 Date modified: 15/7/2553 9:13

Date created: 22/10/2557 14:40

3

2.2 AanUul Run teyinn1sinsa

-

Open File - Security Warning

3. dievnsAnaslusunsuasedu asusinguinanslusunsunsenldaudagy
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CyberGate v1.07.5

— Control Center

RAN Antivirus Fire

Operating System CPU

Identification  WAN / LAN Computer / User CAM

i n
= Connection Log

wnsasrelnalnsiunlelusunsy CyberGate

1. ntheinglusunsy azUsinguauy Control Center wialddmsunsAnisaiiuausingg T

ildadniden Control Center > START
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Lok w0z

—= Control Center

_J S1H

Identification  WAN / LAN Computer / User CAM Operating System RN Antivirus

TNy daya

WUFIUVDILATDY

2. 1@9n Options > Select listening ports %ﬂﬂﬂg‘mﬁﬂ@hﬂ Select listening ports
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CyberGate v1.07.5

= Control Center [V

Computer / User CAM Operating System CRU RAM Antivirus Fire

NN

Select listening ports

=
Select listening ports M

Active Ports
w90

3. weina Select listening ports iR ldaadn Ports MEldfoin1s Aall
3.1 Muuaen Port munigldaaanisiagdianaus 1-7998 1 90
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3.2 imueA1 Connection limit ieAMMUATILIUATEINELTRDINTTBUMD 19U 200
3.3 fimium Connection Password AUy ldAaInis

3.4 Warnuaaenaseuies igldaandu Save agsusngan port g ldivunegamudie

Select listening ports

Active Ports

4. [unsasrelwalnsdu el

4.1 Laaﬂ Control Center > Builder > Create server Ui’]ﬂs;]ﬂﬁ’] Create server
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Crese sendes

i

-
Create server

‘ﬂ Users.

Users

Forward

4.2 a5 User Iilldadndu New azusingviin New User lvigldiviundenuiglisanis

wndnUu OK ¥eiignasianzusingludes User sugne aaniu adndy Forward
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-
Create server u
$ Users

Users

‘E

[ Delate |

Forward

i Mew User u

ez
Ok |

Create server u
M Users
Users
ﬁ- CyberGateTest
=¢ Forward J

4.3 WeyldadnUu Forward 9¥Us1nnisna DNS and port connection i viunein DNS
0 IP Address vaaasesigldmdaldanu auemea : port invualiluneuusn wwu
10.135.148.199:90 uddndnyu OK azUsingnisinasiagy
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-
DMNS and port connection u

fo s s

Create server u

[y Users| e Connection | . h'lstallatiunIL MessageILﬁ_j Keybggerl@ Anti-Debug | - Createserveri

DNS Port

oo . i i remote
10.135.148.119 90 L Identification

Password cybergate

4.4 \den Installation azwanmthlvigldnineglilndlngiu Wegnnnsluinies

ADUNILADSLATDIDU
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4.4.1 iendemiindeniny Install server Iinanaiaoanuegn > den Other kaz
ivuaeglnanyldfonis
4.42 180n¥999U1TOAITN HKEY LOCAL ... wag HKEY CURRENT .. 1#uans

W3wnEgn > AaNUy Random MaaeeUy

- )

Create server
N\

Users | & Conn 1 Installation | & Message | [*| Keylogger | @ AntiDebug | 5 Create wweri
Install server directory File Name
install SEMVELEXE

System Inject into:

© Windows ©) No injection

i) Root ]

= o . @ Default Browser

—Rr -

@ Other c\directony\CyberGatel

- explorer.exe

Boot

HKEY_LOCAL_MACHINE\Softwarel. \Run  HKLM [ Persistance
HKEY_CURRENT_USER\Softwarel....\Run HKCU [ Jdale

reatiol

[¥] Policies\ExplorerRun  Policies

Active Setup
{MT10KG32-57B0-REY0-MRS1-V4R02N430838}

D57 QB5USCFEELP

4.5 159N Message Litarnunguiuy Message Box Magldldnauiugldanuiiotnisfinga

Inalnsau
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4.5.1 \donaesntinUaniu Display message TﬁLLamLﬂ%wuwQﬂ

4.5.2 Message icon: Iﬁ;ﬂ%’ﬁmumﬁﬁgé’ﬂmﬂﬁammm’iu Message Box MIufoInIs
Button: Tgfldimuatemnuuuluiiazuandlu Message Box mudesns
Foinasnuen : Wigldsmuatomnufiazuandy Message Box anmifaanis

4.5.3 AanUu Test 9U5NYAI8E19 Message Box muiiglginmun

- —
Create server / 1 \ u
ﬂs Users | a CDMEM /A Message | || Keylogger | @ AntiDebug | -~ Create s.erl.leri

Display message
Meszage icon Button
CyberGate
@)’ ) Question @ OK Test CyberGate. .
' Cybergate client Installed.

() OK, Cancel
@ (=) Error

() Retry, Cancel
[‘j i) Warning
L]
) Yes, No
L] ) -
1 ) @ Information
() Yes, No, Cancel
) None (71 Abort, Retry, Ignore
o Test .u
2 ) 3

i B
i CyberGate u

Aol Test CyberGate...
W' Cybergate client Installed.

4.6 \don Keylogger wiafimuanissudeyailaainnisindunistdanufduesavannses

ADUNILABSNAARAILNAINTTU
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4.6.1 \ien¥eent1vend1u Display message IkantAIaanaggn > Laonyos

yidonns DELETE [BACKSPACE] Tuanaiedesvsnegn

-

Create server

ﬁ Users | ﬁ Cunned

Delete [BACKSPACE]

1 tallation | & Message | |2 Keylogger |@ Anti-Debug | Createseweri

[] Send logs by FTP
FTP Settings

Send to
directory
FTP u=er:

FTP password:

Send each

—

fip.server.com

logs!

ftp_user

s Send logs FTP port |21

30 Winutes Tezt

4.6 \fon Anti-Debug Widendesmihdearuyniide likanaesemanegn

g3l Anti Sandboxie

"

Create server

===

3 Usersla Cunnectinnl,é_u Ins-tallatiunli Meszage | || Ke}.rlugger| @ AntiDebug & Createseweri

Cancel the execution of the server in the following cases

Anti Sandboxie

Anti ViMWare

Anti VirtualBox

Anti ThreatExpert
Anti Anubis

Anti CWSandbox
Anti JoeBox

Anti Norman Sandbox

Anti Softlce

Anti Debugger
I
Other

Check all
Uncheck all
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4.7 \@en Create server > l@anvesmindeanna Use icon Iiuansiniomanegn mndedns
uAlaguuuy icon veslnalnsdu fléaunsawdsunuadld Tasadngu icon uazidenguuuy
icon sudtgldfeanis WermuamsnanGeues Wigldnantu Create server

4.7.1 Create server > \@onflag dmiutufinlndlnsdu > Save > Yes

agUsngdinsduigldasavudu exe dmsuiluAnnunsomauiiames

wWhane
-
Create server /\ u
M users Connection 1 )& Message | [*| Keylogger | @ Ant-Depug| 5 Create server
a [¥] Use icon [] Delayed execution (Seconds)
[C] Compress with UPX [C] Google Chrome Passwords
[ Bind files | Createserver
Connection
I 10.135.148.115:-30
Tdentifieation. - . - .. .. ... .__-.--- remote
Pagsword. . . ... eeee e cybergate
Installation
Inject IREO0I - - o e e i i i e e mmm e Default Browser
=T at= e = = = No
Hide file. ... i i e e emeeeeas No
Change creation date. ... ..o -x No
2 R e I Yes
—
< n | |

N
CyberGate v1.07.5 [

Mame

. Downloads
RecentPlaces | | £omssettings 42557 16:35
1 . lcons 2771072557 17:54
- .. Language 22/10,/2557 14:40
.. Profiles 27/10/2557 20:54
.. Settings 2271042557 14:40

_ CyberGate v1.07.5 15/7/2553 %:13
Libraries ¢ google 22/10/255715:18
& server 22/10,/2557 14:56
&!I E Team Viewer @ 2771072557 20:35

Computer

Desktop

L
Team Viewer 10 -
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-
Information

S5

=le

OOV| . ¥ cybergate » - | 3 | | Search cybergate ye |
Organize « Open Share with = Burn Mew folder =+ 0 @
_l-:r Favorites MName ‘ Date modified Type

P Desktop .. Downloads 22/10/2557 15:28 File folc

5l Recent Places . FormsSettings 22/10/2557 16:35 File folc

4. Downloads . Icons 27/10/2557 17:54 File fold

.. Language 22/10/2557 14:40 File folt

i Libraries | Profiles 27/10/2557 20:54 File folc

= Documents 1 Settings 22/10/2557 14:40 File folc

Jl Music CyberGate v1.07.5 15/7/25539:13 Applice
[ Pictures 2F | disclaimer 22/10/2557 14:40 Config No preview
EE Videos & google 22/10/2557 15:18 Applicz available.

& Logs 27/10/2557 20:50 Windoy

18 Computer & server 22/10/2557 14:54 0=

&, Local Disk (C) [ sound 22/10/2557 14:4 1

—a Local Disk (D) %) sglite3.dll 27/10/2557 20:43 ce

27/10/2557 20

27/10/2557 20:58

= MNew Volume (E:) Team Viewer 9
| E Tearn Viewer 10

9! MNetwork

S|

Application

Team Viewer 10 Date modified: 27/10/2557 20:58
Size: 338 KB

Date created: 27/10/2557 20:58
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MngldEla Server laasiansiulutunaudreiuuds hlndluliluesesidesnisdig

Toya luntazdunmsurdluluguuuves WWsunsu Team Viewer 10

l T’ || |
. i - e N
v | 4y

sl — » Computer » Removable Disk () » ok D
i — = 3 = = = L S
Organize » Open Burn New folder B= = [ ®
i Favorites Name Date moedified Type Size
B Desktop 5 Team Viewerd 27/10/2557 20:35 Application 338 KB
& Recent Places 1] Team Viewer 10 27/10/2557 20:58 i el
Open

& Downloads

| = Libraries

| .3 Documents
J’ Music
[&5] Pictures

E Videos

- Computer
EL, WINT X64BIT (C:)
ca Mew Volume (D:)
== Removable Disk (F:)
) 4 CD Drive (K)

‘h MNetwork

Team Viewer 10 Date modified: 27/10/2557 20:58
Application Size: 338 KB

'@ Run as administrator

Open with Sublime Text 2

SkyDrive Pro b
Troubleshoot compatibility

EditPlus 3

&

TeraCopy...
Add to archive..,
Add to "Team Viewer 10.rar"

i) @ v

Send to 3

Cut

Copy

Create shortcut
Delete

Rename

Properties

Date created: 27/10/2557 21:01
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loasravuly

r N
B | CyberGate u

@0 Test CyberGate...
WY Cybergate client Installed.

llaLAs99 Server
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Werltidldaulusunsuivnng Server a@319u Toyasinevasldiniatiu asUsngi

Control Center U8In194A389 Server

-
CyberGate v1.07.5

,E Control Center

Location

= Thailand

ldentification  VWAN / LAN

& remot 10.135.148.132/10.135.

Computer / User CAM

PIKPSBOWVQKOTZE1AG. @ es

Operating System CPU RAM Antivirus Fire
3.85GB | Not Found Nof

Windows 7 Utimate (Build: 7. Intel{R) Core{TM

INUUYINNTAFNYIN etiennsildauveanIaly Je Client TUSLNTUAZUARNITIENS

ynlaen Tuitagyinnisidan Remote Tools a1 hga1uwmsasile Client

D = Ay

= —m
© — Wi =
[d CyberGate v1.07.5

p

\

Vo

(B Control Center

Location

Kentification VAN / LAN

Computer / User

cAM Qperating System CcPU RAH Antivirus Fire

=
[

Find

| &) Connection Log
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s v =2

NUULEDNNITHUTINUVBIUIE AGUBSA NISUUTN HIDNSLSUTIINULUUSR LR TuATl
P19AT09 Server @NUNTUY I UYDNUERAEATUDIAVRWATEY Client b9 wasludunausald Ti

WenUu Start LBSUNTINY

remote_2ABAFCFE — Remote desktop 1366 X 768 -—> 910 X 493 oo B S

! A a
2. NAYY Start LWBLINNIT

711974

1.L88nN159119U

anniullsunsuazianantineaivnal aadasas Client wWaliiasas Server Wiudn wisad Client anullsunss

axlating

remote_2ABAFCFE - Remote desktop 1366 X 768 -—> 910 X 493 [

e

2. - LookTanDaigy
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\Wlandug wisingwes Control Center N13LA384 Server Adusandnuiniiieldensians

duqle Tunfazdunisiden s18n1s Manager > File Manager wiainglwddayaluieses Client

CyberGate v1.07.3

(B Control Center

Identification  WAN / LAN
0135 1AR AR A5
=1 Managers

Computer / User
PIKPOROVOKOTZRIAG,

» B File manager
|

=

Qperating System

e (Build: 7... _Intel(R) Core(TH...

3.85G8  Hot Found

TUsunsuazwanasen1sidsneg egluiaseseasld fe Client

remote_2ABAFCFE —- File manager

=)

| File manager | | ' Search fies
Fast Access Folders: DADocumentivorky
% WIN%
LSy SoG Name File Type Size Atftributes  Creation date Last access Last uj
%HRECENT® o File folder directory
#DESKTOP% | 000168 Critical Project  File folder directory 12/82014 42232 12082014 422:57  12/802)
.. 316373 Operating Rese... File folder directory 120812014 4:23:26 12482014 4:23:26 121821
| 322221 Operating Syste... File folder directory 120812014 4:23:26 12482014 4:23:26 121821

_U 322772 Network File folder directory 12082014 4:23:26 120872014 4:23:27
£ -Local Disk | 322239 Data Application  File folder directory 1282014 423:27 12082014 423:33 12812
E': ';?CE'CD::‘WD | Matiab File folder directory 12082014 423:45 12082014 423:46 12812
\ - drive
y . @]Midterm.dncx rvandis Microsoft W.. 14.0KB A 1282014 4:22:32 120872014 £:22:32 22M15
F:\ - Removable Disk
K\ - drive CD W/ DVD
1 1 3
files: 0 --- Directories: 0 File list successfully created
File: Progress Size Sent/Re.. Speed Status
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neldila Server ansadnaen wily lWasudelnd 1a vve aulwd Negluiaieslugla

remote_2ABAFCFE --- File manager

| 4 Fie manager [ = scarcn fies|

Fast Access Folders: D:\DocumentWWorki322222 Networkl

Lo %BWN%
L) %BSYS%

Ly, %RECENT%
L, %DESKTOP%

Drives:

-5 C\- Local Disk
Local Disk
drive CD/DVD
Removable Disk

«{=% K\ - drive CD/ DVD

R

wenINKldaraInTadiiun1siagfueses Client Presulaunay Jldaunsadionsionis

$18M13 Remote Tools Gsisenislidonduiuns fell

- Remote desktop \larihguiinaineyesiaiesldieClient

- Webcam capture tiegniwigainndeaiuuauvesedowldils Client
- Audio capture titefladeswosldils Client

- Keylogger ttegmsltauaduesnvesltiados Client

- Password recovery tietuiinswanusne Mgldinzes Client todinsldanu
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CyberGate v1.07.5
’E Control Center

Location Identification  WAN / LAN Computer / User CAM Operating System CPU RAM Antivirus Fire

——— Thailand & remot.. 10.1 S Tt OVAKOTZENA Yes Windows 7 Ultimate (Build: 7...  Intel{R) Core(TM... 3.85GB  Not Found

Remote Tools *» &

579115 Net Tools @9T518nNSWLADNAMIUNNS Aatl

Socks 4/5 proxy

- HTTP proxy

- Open web page

Dowload and execute file
Send file and....

- URL redirection

- URL Visiter

CyberGate v1.07.5

,E Control Center

Location Identification VAN / LAN Computer / User CANM Operating System CPU RAM Antivirus Fire
‘M remot.. 10.135.148.132/10. wennmen sisneusy b 4l Noo Windows 7 Ultimate (Build: 7...  Intel{R) Core(TM... 3.85GB  Not Found

- Thailand

Met Tools

Open web page

br————— T T——— T T T T A A e e e e

5189015 Extras @93l5189n15 WAL AaNAWAUNNS Aatl



- DOS Prompt

- Run command
- VBscrits

- Quick Search

- Clipboard

- CHAT

- Extra options
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CyberGate v1.07.5

E Control Center
Location ldentification  WAN / LAN Computer / User CAM Operating System CPU RAM Antivirus Fire
. Thailand & remot... 10.135.1 oTZ6lAd... b 4 No Windews 7 Ulimate (Build: 7... Intel(R) Core(TM... 3.85GB  Not Found
4
|

5789715 Server Tools @dis1en1siiaanaLdunis g9l

- Ping

- Update Server

- Rename

- Reconnect to address
- Disconnect

- Restart

- Uninstall

- Add to a group

- Notes
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CyberGate v1.07.5

'E Control Center

Location identification  WAN / LAN
& remot.. 1013

Computer / User CAM
mumnnat e 0TZ61Ad. . No  Windows 7 Ulimate (Build: 7... Intel{R) Core(TM... 3.85GB Mot Found

Operating System CPU RAM Antivirus Fire

579015 Files H985189M15LMA0NALTEUNT 9T

- Files

- Desktop

- Webcam
- Notes
-
CyberGate v1.07.5
,E Control Center
Location ldentification  WAN/ LAN Computer / User CAM Operating System cPU RAM Antivirus Fire:|
ailand & remot..  10.135.14¢ KOTZEUAd... b 4l No  Windows 7 Utimate (Build: 7... Intel(R) Core{TM... 3.85GB  Not Found

LONE15919D4
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