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‘« All Control Panel ltems » Windows Firewall » Customize Settings v [ 44 !: Seorch Control Panel 2

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.
What are network lecations?
Home or work (private) network location settings

@ (2) Turn on Windows Firewall

[]Block all incoming connections, including those in the list of allowed programs

[7] Motify me when Windows Firewall blocks a new pregram
@ @ Turn off Windows Firewall (not recommended)
Public network location settings
@ () Turn on Windows Firewall

[ Block all incoming connections, including those in the list of allowed programs

[7] Motify me when Windows Firewall blocks a new pregram

@ @ Turn off Windows Firewall (not recommended)

gﬂﬁ 2 : 1lm windows Firewall




§# Beast 2.06

Pazsword

[ Start Listening [SIN] ] l M anagers ]— Files
indows
Larner 5tuff (webCam |
@ @ Bytes received: 0 Bytes DuraFion: 00:00:00
@ Bytes zent: 0 Bytes |dle time: 00:00:00
:
lE Cliphoard

Dizzonnected

SR ——

5U% 3 : vihlidsunsuuaannm Build Server



& Beast 2.06

€° Server Settings E]

1
_ Mame Lizten Port
pae [ o For
Startlp [ Show (®) Direct connection
o () Reverse connection
(®) Mo Injection
() Inject in Interet Explarer
() Inject in Explorer.exe (®) Reside in <windows: Bytes received: O Bytes O uration: 00:00:00
—— | O Injectin [l () Residein <System> Eytes sent: 0 Butes \dle Hrne: O0:00:00

Settings Save 0
ompress Server
‘ Server Gith bubin U] | 2P

- Disconnected

Y (3 . 4 . . [ .
51" 4 : luunu Basic 1aauann Direct connection 111 Reverse connection



& Beast 2.06 € Statistics

(8]

Build 3
Go BEAST! £l i

Pazzword

Fort

[———————1

I Start Liztening [SIN] ] [ tanagers ]— Files

[Cindaws | [ Reqshy |
Screen
Larmner Shuff
Fun Stuff Butes received: 0 Eytes Duration; 00;00:00
Butes sent: 0 Bytes |dle tirne: O0;00:00
m Processes ¥ ¥

Services P T
: > Server Settings
[ Mic | | ibomd ¢ <
[ Basic ‘

Beast Stuff I Passwords
_ I IP [DNS Address

“Disconnected

AP Kl

E-Mail Connection Time-out

seconds GetIP
......... Mizi. ICd

[] Enable 5IM

Sethings Save Car
S press Server
(Save ] [Load Server (with buitin UPx) |1

RS ——

517 5 : luudiu Notification naila Get IP tialdrinvun IP Address aaaiasasiiazldlasi



4e Server Settings

Basic

StartlJp

AP Kl

Exe lcon

M otifications | —

IP [DMS] Address

Connection Time-out
o g

[] Enable 51

GetlP |

Help

9939

Setting Save Carm
I prezs Server
Save | | _Load Server [with builtin LF3)
Go BEAST! Serverl | Binder | B
—)
[ Start Listening [SIM] ] I M anagers ]— Files
wWinidows | Registry |
—— Screen
Lamer Stuft ECTETET
Fun Shulf Apps
w Froceszes
p—— Services
ILJ Clipboard
I Beast Stuff J

Disconnected

51" 6 : Tsunsuazuans IP 229LATRIAININ

Druration: 00:00:00
Idle tine: 00:00:00

Bytes received: 0 Bvtes
Bytes zent: 0 Bytes
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ds Server Settings

Basic

== belt Server O Install Enable Keylogger
M otifications -
_ Configure |
Startllp [[] Clear Restare Poinks [<F)

: [] FakeEmor Message
AP Kl (] Open Part On-Line Only
tizc. —|

[ Mo L&M notifications [] Delay Execution
Exe lcon -
Cunflaure

Sethings Save o
prezs Server
Sewer| X Gintuiinupg | 17

Fur Shuff Bytes received: 0 Bytes Duration; 000000
Bytez zent; 0 Bytes Idle tirne; D0;00:00
Froceszzes

- Services
Clipboard

Beast Stuft

“Disconmected

[ . ° a 4
5U% 7 : luunu Misc. Muuadannuuanstiaianainuispsauiuung
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u

meonnected

€ Server Settings

Bazic

Melt Server On Install

Enable Keplogger

Configure

#° Fake Error Message
teszage Box lcon

Q)4

teszage Box Buttons

) 0K () Yes, Mo, Cancel
() OK. Cancel (®) Rety, Cancel
) Yes, Mo () &hart, Retry, lanare

hMezzage Box Title W arning

Thiz application has failed b

Mezzage Box Tent ]
Usze ' character for starting a new line in Meszage Box Test.

tatistics

Help

Bytes received: 0 Byutes
Bytesz zent: 0 Bytes

Duration: 00:00:00
|dle: tirme: 00:00:00

8 : 1aanlanauuazianNNUERINALANA OK




€ server Settings

el Server O Install

Enable Keylogger

Fake Error Message
] Open Port On-Line Only

[] MoLAM notifications ] Delay Execution

Confiéure

[] Clear Restore Paoints [%P)

Save Compress Server
v
Server [with Built-in UF]

ved: 0 Bytes Duration: 00:00:00
Helb | pptes Il tiie: 00:00:00

: DErvices
Clipboard
Beast Stuff Passwords

Dizconnected

5U% 9 : \@aniATamANEgn Fake Error Message Livalllaldaunisaedn



&5 Beast 2.06

4° Server Settings

Bazic

| Serverlcon | Choose loon (=

Exelcon |
A

Seftings

‘

Save

] Compress Server
Server

[iwaithy Bilt-inn LIFS<]

Disconnected

'@* Statistics

Druration: 00:00:00
Idle time: 00;00:00

Butes received: 0 Bytes
Bytes sent: 0 Bytes




& Beast 2.06 € statistics

4= Server Settings [3

Basic
M oific:ations & HEmietizon
StartlUp
AP/ Kl
Mz,

Exelcon [—

Butes received: 0 Bytes Duration: 00:00;00
Bytes zent: 0 Bytes Idle tirme: 000000

Seftings Save B
press Server
l (Load) Server with buitin UPX) | P

Disconmected

51U% 11: naLaan Save Server



€* Beast 2.06
€ Server Settings

Coee | — ——

(Motii 4> Information

with pour gethings in the curment directory
and is ready for rnning or binding,

[Selvelj & [Withvbuilt-in UFK])

@ The server has been saved

Bytes received: 0 Bytes Dhuration: 00:00:00
Bytes sent; 0 Bytes |dle time; 00:00;00

AElp

517 12 : Tlsunsuuansdanauudedn insadalng .exe 1iEausaauds
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@ This application has failed to start because mscemet32.ecx was not

found.
Re-installing the spplication may fix the problem.
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EditPIC
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& Beast 2.06

Password Buid | (Phgns] 3
B Goion)| (oo (soa) @

—
[ Start Listening [SIM] ] [Managers ]—
indows

T Screen
( Lamer Stulf ]| | =7epram
FunStuff || [__Apps |
Ty
e Services
I

|_ Beast Stutf J Pazawords

Douration: 00:00:00
Idlle tirme: O0:00:00

Bytes received: 0 Bytes
Bytes zent: 0 Bytes

Dizcotnected

517 16 : ludruresasasldlan@iilmang na Start Listening [SIN] sadnA3



4° Statistics

& Beast 2.06 OTE

Host [E]

Build 3
Gio BEASTI Server -

[Managers J-_Fles

(Cwindows | [ Registy ]
Screen
Larner 5 tuff (webCam

Fun Stuff

E Proceszes
= Services
‘E Eliﬁboard

[ Beast Stuff

| Stop Listening [5IN]_|

Bytes received: 0 Bytes Duration: 00:00:00
Bytes sent: 0 Bytes |dle tirme: 00:00:00

“Disconnected

5% 17 : szuuazuansdaiAsasiasasihuanangninsaudld
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| Files [Folders) | Size [KB] | * | Refresh
Dronearld Filer
Dawenld Die
Uplaad File
Delete File

4° File Manager

¢ Beast 2.06

= Build
Dizconnect Server

ehame Fila
Run File

—
[ Stop Listening [SIM] ] [Managers ]—

Windows Fun Hidden
Larner Stuff Open File

Fur Stuff

Server

Mizc

Beast Stuff

Search File
Attributes
Delete Dir
Eraze Al

AL

Cornected ‘Files [Folders]: 24

517 18 : meaaaslilsunsy aansaiRanweandunisldaunis 9 1o 1y nsitlanaas, taaads,

a

o =5
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€'* Remote WebCam E] @

4§ Beast 2.06
Host
127.0.0.1 EERE -
| Build | [ Plugin
Fazzword S :
Dizconnect SIYER [E
Fart —_—
9939 [ Stop Listening [SIM] ] I Managers ]—l_
Wwindows g
— | |5
Larner Stuff Cw
Fun Stuff || |
Server lé
— | |LSe —
Hisc i L Save Images To (=] [4] A JPG  Interval -
——————— : = tart
Beast Stuff || |[Pal y ) : [ el
Tonnected

5U% 19 : ludrurasnisitlanaas ldsunsuazuananiisidmiuitlanaasraasasihvanauan



€* Remote WebCam E] @

¢ Beast 2.06

Huost

: .
Pazsword @
; Server Bind
——— B
Part —_— |
[ Stop Listening [SIM] I [Managers ]—C
: A §
Windows CH
=
o
=
[Ci [ Save Images Ta [7] &2 PG Interval
LPa I8 dnaofill el

Received: 100

Connected

51" 20 : iilanm Start Tdsunsuazilanaasuasasaaihuung Asnw



& Beast 2.06

Huost
127.001
Faggword ‘

Disconnect E
Stop Listening [SIM] kdan.

Fort

| Send
Open Chat

Size
m % of victim's screen

Connected

5U% 21 : ludourainisuan TusunsuazuananinAesluINAINW



Chat session started by <Beast Master>

<Beast Master> Hello
<Sucker> Hi

<Sucker> responds here
o

I~

5U% 22 : ludguraaasasihuaneg winglanfdeianinuuniaasasihnung asuananaastiannuauN

VUUTIA8 wazdNiIsanautanunaublla



Dizconnect

| Stop Listening [SIN]

I -

Size

Connected

m % of wictim's screen

| Close Chat |

—_————— T

5U% 23 : luyunaawATaIglans azfINNTaIuUATagaals
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