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Cain & Abel is a password recovery tool for Microsoft Operating Systems. It allows easy recovery of various kind of passwords by sniffing the network, cracking encrypted passwords
using Dictionary, Brute-Force and Cryptanalysis attacks, recording VolP conversations, decoding scrambled passwords, recovering wireless network keys, revealing password boxes,
uncovering cached passwords and analyzing routing protocols. The program does not exploit any software vulnerabilities or bugs that could not be fixed with little effort. It covers some
security aspects/weakness present in protocol’s standards, authentication methods and caching mechanisms; its main purpose is the simplified recovery of passwords and credentials
from various sources, however it also ships some "non standard™ utilities for Microsoft Windows users.

Cain & Abel has been developed in the hope that it will be useful for network administrators, teachers, security consultants/professionals, forensic staff, security software vendors,
professional penetration tester and everyone else that plans to use it for ethical reasons. The author will not help oggupport any illegal activity done with this program. Be warned that there
is the possibility that you will cause damages and/or loss of data using this software and that in no events shal author be liable for such damages or loss of data. Please carefully read
the License Agreement included in the program before using it.

The latest version is faster and contains a lot of new features like APR (Arp Poison Routing) whic! bles sniffing on switched LANs and Man-in-the-Middle attacks. The sniffer in this
version can also analyze encrypted protocols such as SSH-1 and HTTPS, and contains filters to re credentials from a wide range of authentication mechanisms. The new version also
ships routing protocols authentication monitors and routes extractors, dictionary and bryge_fg#Ce crackers for all common hashing algorithms and for several specific authentications,
password/hash calculators, cryptanalysis attacks, password decoders and some not so on utilities related to network and system security.

Download Cain & Abel v2.0 for Windows 9x (discontinued and not supported anymore)
MD5 - A14185FAFC1A0A433752A75C0B8CE15D
SHA1 - 8F310D3BECC4D18803AF31575E8035B44FE37418
Download Cain & Abel v4.9.56 for Windows NT/2000/XP

MD5 - EA2EF30C99ECECB1EDA9AA128631FF31
SHA1 - 82407EAF6437D6956F63E85B28COEC6CA58D298A

Cain & Abel User Manual is included in the installation package and also available on-line so you can view all the program’s features without the need to install the program. The on-line
version of the manual requires a JavaScript enabled browser.
View Cain & Abel on-line User Manual
You can send comments and suggestions to oxid.it forum.

If you find this program useful please consider to make a donation to my PayPal account using the link below. The money | receive this way goes towards my ongoing web hosting fees and
other costs that | incur by making the programs on this site available to you free of charge.

PayPal
Donate
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Cain & Abel 4.9.56 Installation

Cain & Abel 4.9.56

This installation program will install Cain & Abel 4.9.56.

Press the Next button to start the installation. You can press
the Cancel button now if you do not want to install Cain & Abel

4356 at this time. NA Next

Cancel
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Cain & Abel 4.9.56 Installation

Cain & Abel v4.9.56
Copyright @ 2001-2014 Massiniiano Montora
(Al rghts reserved

\Web: http:/ /v, oxid.it

Email mao@oid it DM Next

You should carefully read the following terms
and conditions before using this software.
[Your use of this software indicates your
acceptance of this license agreement. If you
do ot agree to all the terms of this agreement,
do not use this software.

Title and Ownership

<Back Cancel
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Cain & Abel 4.9.56 Installation

Select Destination Directory

Please select the directory where Cain & Abel 4.9.56 files are to
be installed.

"Free Disk Space After Install" is based on your current
selection of files to install. A negative number indicates that n ﬂ NeXt
C:\Program Files (x86)\Cain Browse...

Current Free Disk Space:
Free Disk Space After Install: ¥3538391 k.

Cancel
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Cain & Abel 4.9.56 Installation

Select ProgMan Group

Enter the name of the Progiam Manager group to add Cain &
Abel 4.956 icons to

NA Next

Cain

(Accessibiity
Accessories
Administrative Tools
dobe Photoshop £S5
AppServ

Auslogics

Cain

CCleaner

Cisco Packet Tracer
Driver Identifer
EditPlus 3

Cancel
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Cain & Abel 4.9.56 Installation

Ready to Install!

NA Next

“You are now ready to install Cain & Abel 4.9.56.

Press the Next button to begin the installation or the Back
button to reenter the installation information.

< Back Next> Cancel

v Y
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Cain & Abel 4.9.56 Installation

Installation Completed!

NA Finish

The installation of Cain & Abel 4.9.56 has been successfuly
completed

Press Finish to it the installaion program.

Finish
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%
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Cain & Abel v4.9.56 Installation

WinPcap Installation

\WARNING 1l This program uses the packet diver that comes with
WinPcap v4.1.3 available at www.winpcap.org.

Do you want to install the packet driver now ?

Install Don'tinstall
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+V REIVPAEEa032 0O 2 | 0

[& Decoders | @ Network |6 Sniffer |of Cracker | Traceroute | WA CCDU |8’ Wireless | Query |

|2 Cached Passwords

@ Protected Storage
¥ LSA Secrets

2 Wireless Passwords
& 1E7/8/9 Passwords
%3 Windows Mail Passwords
& Dialup Passwords
[== Edit Boxes

“Fn Enterprise Manager
§® Credential Manager
&) Windows Vault

hitp://www.oxid.it

Press the + button on the toolbar to dump the Protected Storage

‘g Protected Storage

31U 9 UuuuTl50n5% Cain & Abel
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1. 191 T 5unsw Cain & Abel MAT09dYN3N 1WAUND Sniffer 1dUADN Start/Stop Sniffer NULOVLNY
Y

NNy

s A Start/Stop

B

Configure Tools Help

EfNLd LEILY n@ Sniffer 2% 02 i
@ Decoders I§ Network lﬁ Sniffer @ Traceroute Im Ccbu I“ﬁ’] Wireless la) Query |

Cracker

IP address | MAC address | OUIfingerprint | Host name |B..[B. B8 [Gr [ mo|m|m3]

10.199.1201 00215AEAA6CT  Hewlett-Packard Company CS-AP-CONTROLLE
10.199.120.51 002722D49A69  Ubiquiti Networks
10.199.120.52 002722565A6B  Ubiquiti Networks
10.199.120.53 002722D499DE  Ubiquiti Networks
10.199.120.55 002722D49B38  Ubiquiti Networks
10.199.120.56 002722D49A89  Ubiquiti Networks
10.199.120.57 002722FA084C  Ubiquiti Networks
10.199.120.58 002722FAOBEE Ubiquiti Networks
10.199.120.59 002722D4997C  Ubiquiti Networks
10.199.120.60 002722D49C5A  Ubiquiti Networks
10.199.120.61 00272256F157 Ubiquiti Networks
10.199.120.62 0027225ABF15  Ubiquiti Networks
10.199.120.66 002722D49A%  Ubiquiti Networks
10.199.120.68 BC3BAF6234B1  Apple

10.199.120.70 D8B377F2A387  HTC Corporation
10.199.120.71 008865280BEE Apple

10.199.120.72 EB99C487446F HTC Corporation
10.199.120.73 EC35865E7896 Apple

10.199.120.74 8CA98265B1B0  Intel Corporate
10.199.120.92 78521 A13EDE6 Samsung Electronics Co,, Ltd

B Hosts “@ APR I‘i’ Routing I% Passwords l@ VoIP |

Lost packets: 0%

3U7 10 Tusunsuiseiden sniffer azaanily Start/Stop

2. 1800 Add to list tedunuasouthvunenelumione

=i ey G
=] = e |
File Miew Configure Toals Help I
H = H’J @ e i ‘Hi‘ } V| @[ 8 0m MAC Address Scanner IEM ﬂ.‘
|£; Decoders I§ Network l‘? Sniffer m@; Cracker IQ Tracer - Target ]
IP address | MAC address | OUIfingerprint |1 | @& Allhosts in my subnet [ 6r [ mo | m1|msz] ~
10.199.120.1 00215AEAABCT  Hewlett-Packard Company " Range ‘
10.199.120.51 002722D49A69  Ubiquiti Networks ~From——————— |
10.199.120.52 002722565A68 Ubiquiti Networks ‘ 0 .199 . 120 . 1 ‘
10.199.120.53 002722D499DE  Ubiquiti Networks |
10.199.120.55 002722049838  Ubiquiti Networks rlo——————————— ‘
10.199.120.56 002722D49A83  Ubiquiti Networks ‘ 10 . 199 . 127 . 254 |
10.199.120.57 002722FA084C  Ubiquiti Networks ‘
10.199.120.58 002722FAO8EE  Ubiquiti Networks — | Y
1019912059  002722D4997C  Ubiquiti Networks - Promiscuous-Mode Scanner
10.199.120.60 002722D49C5A  Ubiquiti Networks I ARP Test (Broadcast 31-bit |
10.199.120.61 00272256F157  Ubiquiti Networks I” ARP Test (Broadcast 16-bit) |
10.199.120.62 0027225ABF15  Ubiquiti Networks I” ARP Test (Broadcast 8-bit
10.199.120.66 002722D49A%  Ubiquiti Networks I” ARP Test (Group bit) na Ok
10.199.120.68 BC3BAF6234B1  Apple I™ ARP Test (Multicast group 0)
10.199.120.70 D8B377F2A387  HTC Corporation I~ ARP Test (Multicast group 1) I
10.199.120.71 008865280BEE Apple I ARP Test (Multicast groug 3 |
10.199.120.72 EB99C487446F  HTC Corporation I AllTests ‘ |
10.199.120.73 EC35865E7896  Apple g |
1019912074  8CA98265B1B0 Intel Corporate Cancel | ||
DIR[0 | g il J v
Ig Hosts ‘I@ APR I'ﬁ' Routing I:}l‘ Passwords |@ VolP |
Lost packets: 0% 4
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3. 99017 Scanning MAC addresses
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File. View Tools Help

oo hB®RE [+v BB Vm 20%2 62 i
Lé_g Decoders IQ Network Iﬁ Sniffer I Cracker IQ Traceroute Im CCbu I((a") Wireless I%) Query I

IP address l MAC address I OUI fingerprint I Host name |L| B... ' B8 | Gr | MO l M1 | M3 ] A
10199.120.1 00215AEAA6CT  Hewlett-Packard Company CS-AP-CONTROLLE

10.199.120.51 002722D49A69 Ubiquiti Networks
10.199.120.52 002722565A6B Ubiquiti Networks
10.199.120.53 002722D499DE Ubiquiti Networks
10.199.120.55 002722D49B38  Ubiquiti Networks
10.199.120.56 002722D49A89  Ubiquiti Networks
10.199.120.57 002722FA084C Ubiquiti Networks Scanning MAC addresses ... [ 49%]
10.199.120.58 002722FAQ8EE Ubiquiti Networks
10.199.120.59 002722D4997C Ubiquiti Networks
10.199.120.60 002722D49C5A  Ubiquiti Networks
10.199.120.61 00272256F157 Ubiquiti Networks 10.199.123.234
10.199.120.62 0027225ABF15 Ubiquiti Networks
10.199.120.66 002722D49A96 Ubiquiti Networks ; - :
10.199.120.68 BC3BAF6234B1  Apple | Cancel
10.199.120.70 D8B377F2A387  HTC Corporation
10.199.120.71 008865280BEE Apple
10.199.120.72 EB99C487446F HTC Corporation
10.199.120.73 EC35865E7896 Apple
10.199.120.74 8CA98265B1B0  Intel Corporate

Current Host:

10.199.120.92 78521A13EDE6  Samsung Electronics Co,, Ltd o
l_g Hosts ﬂ@ APR I’i’ Routing |¥% Passwords I@ VoIP I
Lost packets: 0% Y/
= ¥ ¥ x . R e T L] o T i L ]

gﬂﬁ 12 Scanning MAC addresses
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to list

EJDV
File View Configure Tools Help

swmehB®wE +yv B VDEE0%R 09 0
@ Decoders I§ Network Iﬁ Sniffer Ilﬂ Cracker IQ Traceroute IM CCbu l(‘Z}'» Wireless l%) Query I

IP address | MAC address I OUI fingerprint | Host name I B... | B... | B8 | Gr l MO | M1 I M3 | A
10.199.120.1 00215AEAAGCT  Hewlett-Packard Company CS-AP-CONTROLLE —
10.199.120.51 002722D49A69 Ubiquiti Networks
10.199.120.52 002722565468 Ubiquiti Networks
10.199.120.53 002722D499DE  Ubiquiti Networks
10.199.120.55 002722D49B38  Ubiquiti Networks
10.199.120.56 002722D49A39 Ubiquiti Networks
10.199.120.57 002722FA084C Ubiquiti Networks
10.199.120.58 002722FAO8EE  Ubiquiti Networks
10.199.120.59 002722D4997C  Ubiquiti Networks 2
1019912060  002722D49C5A  Ubiquiti Networks — aan IP Address
10.199.120.61 00272256F157 Ubiquiti Networks

10.199.120.62 0027225ABF15  Ubiquiti Networks
10.199.120.66 002722D49A96  Ubiquiti Networks
10.199.120.68 BC3BAF6234B1  Apple
10.199.120.70 D8B377F2A387  HTC Corporation
10.199.120.71 008865280BEE Apple
10.199.120.72 EB99C487446F HTC Corporation
10.199.120.73 EC35865E7896 Apple
10.199.120.74 8CA98265B1B0  Intel Corporate

«fi£

10.199.120.92 78521A13EDE6  Samsung Electronics Co, Ltd — %
E Hosts “@ APR I'i‘ Routing I%R Passwords l& VoIP |
Lost packets: 0% 4
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NA Sniffer

g | e
File View Configure Tools
I M \%.Emﬂ@‘@|0@\j‘1|
[& Decoders | @ Network |6 snitfe]Addto listfier | Traceroute [N cCDU |9 Wireless | Query |
% APR Packets > | <- Packets | MAC address |
-[E APR-Cert (23)
.2, APR-DNS

B APR-SSH-1(0)

& APR-HTTPS (0)

&) APR-ProxyHTTPS (0)
.58 APR-ROP (0)

&) APR-FTPS (0)

& APR-POP3S(0)

&) APR-IMAPS (0)
-2y APR-LDAPS (0)
-y APR-SIPS (0)

A APR

Packets -> | <- Packets | MAC a

ddress.

@  Configuration / Routed Packets |

<
I
B Hosts | @ APR | 4 Routing [§s Passwords | VolP

Lost packets: 0%

S cWm o a8 nE6s ||

m i 0:19
=l ENG s

5U7 14 nihwesdiu APR

1 1 Y
5. 1800 IP Address (V1) 118¢ Gateway 1A303118D (410) 1A391NUUNALY start/stop

T B

New ARP Poison Routing “

WARNING 1!

APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
directions. If a selected host has routing capabilities WAN traffic will be intercepted as well. Please note that since your
machine has not the same performance of a router you could cause Do$ if you set APR between your Default Gateway and
all other hosts on your LAN.

IP address I MAC l Hosthame A IP address l MAC I Hosthame A

10.199.120.119 BCCEDBCE4DIE 10.199.120.133 FODCE2F40002

10.199.120.120 4C3C16ERADDY 10.199.127.254 FOF7553B1E7F

10.199.120.121 BAC75D55C141 10.199.121.209 6894237B5C49

10.199.120.127 BCS5564BC2FB 10.199.121.179 4874B6E785E59

10.199.120.128 4C8D7993463C 10.199.121.166 BCCEDB971436

10.199.120.132 48D705291152 10.199.121.162 DCIBSCIFDBOA

10.199.120139 | B80305740D96 | | 10.199.121.145 EOOBEG764219

10.199.120.140 9CB70D91BSES 10.199.121.129 0008CAS3AAFE nA Ok

10.199.120.142 B2A3C4D73FAD 10.199.121.122 6894237B5C49 samsung

10.199.120.145 48746E868DAF v 110.199.121.115 DCAS7IC31B2B )

< > < >
0K Cancel

=).

1

Sant

15 1a®n IP Address (V1) 1182 Gateway



.-:D NA Start/Stop APR -
File Configure Tools Help
WPIEHALL CHALL
\69@“.'4::52:*"@1";-“1' @ B, 1 m QCQQD\O?\JL\
Start/Stop APR] —
&, Decode & Iﬂ Sniffer I@/" Cracker Io Traceroute Im CCcbu I“ ) Wireless ]@ Query I
@ APR Status I 1P address I MAC address I Packets -> I <- Packets I MAC address I 1P address
" APR-Cert (94) ahldle 10199127254  FOF7553BLETF 689423785C49  10199.121.209
i, APR-DNS ahldle 10199121162  DCOBICOFDBOA 6804237B5C49  10199.127.254
-8 APR-SSH-1 (0) &Idle 10.199.120.139 B803057A0D9%6 FOF7553B1E7F 10.199.127.254
¥ é APR-HTTPS (279) éldle 10.199.120.159 E402FB3AT7482 FOF7553B1E7F 10.199.127.254
&) APR-ProxyHTTPS (0)
S8 APR-RDP (0)
&) APR-FTPS (0)
B APR-POP3S (0)
@ APR-IMAPS (0) Status 1P address MAC address Packets -> | <- Packets | MAC address IP address
&) APR-LDAPS (0)
(& APR-SIPS (0)
< % @ Configuration / Routed Packets I
E Hosts I@ APR IQ‘ Routing I"ﬁ. Passwords I@ VolP I
Lost packets: 0% 4

517 16 nrha1g APR dionden IP Address (¥27) 1Az Gateway

Y g va A A Y o v P A AaA
6. %"IﬂuuslfﬁLaﬂﬂlﬂiﬂ\‘lﬂli"lﬂf]\iﬂTi%31’]1ﬂ151qlﬂ§ﬂ UAINAN Start/Stop ARP fD1USUDUATOINIADNIL

4' 3 . .
nlaguan 1die 1Wu Poisoning

[l | e

File View Configure Tools Help
laeeonBa?|+v /2 nymEEe08R2 (02 0
2 Decoders | @ Network |(‘a Sniffer [f _Cracker |&® Traceroute [N CCDU |8’ Wireless | & Query |

S Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | IP address
E:ﬂ APR-Cert (99) & Poisoning 10199127254  FOFSS3BLETF 0 0 6804237B5C49  10.199.121.209
e APR-DNS &4 Poisoning 10199121162  DCOBICIFDBOA 0 0 6894237B5C49  10.199.127.254
B APR-SSH-1(0) &hPoisoning 10199120139  B803057A0D%6 0O 0 FOF7SSIBLETF  10.199.127.254
S APR-HTTPS (299) | BPoisoning 10199120150  E492FB3AT482 O 0 FOF7SS3BLETF  10.199.127.254

& APR-ProxyHTTPS (0)
% APR-RDP (0)

& APR-FTPS (0)

B APR-POP3S (0)

B APR-IMAPS (0) Status IP address
£ APR-LDAPS (0) DFull-routing 10199120139 B33057A0D9%6 9 1

MAC address Packets -> | <- Packets | MAC address IP address ~
FOF7553B1E7F 17319411739

& APR-SIPS (0) O Full-routing 10199120139 B803057A0D96 1 1 FOF7553B1E7F 74125130191
4 Full-routing  10.199.120.139 B803057A0D%6 1 1 FOF7553B1E7F 17319411734
O Full-routing 10199120139 B803057A0D%6 5 7 FOF7553B1E7F 173.252113.2
4 Full-routing 10199120139 B803057A0D96 1 1 FOF7553B1E7F 173194.117.66
O Full-routing 10199120139 B803057A0D96 1 1 FOF7553B1E7F 17319411743
4> Half-routing ~ 10199.120.76 DCIBICIFDBOA 3 0 FOF7553B1E7F 10.101.102.26
@ Full-routing 10199120159 E492FB3AT482 2 1 FOF7553B1E7F 125.209.254.15
L Half-routing  10.199.120.76 DCIBICIFDBOA 20 0 FOF7553B1E7F 31137981
O Full-routing 10199120139 B803057A0D96 1 1 FOF7553B1E7F 17319411746
4 Full-routing  10.199.120.139 B803057A0D%6 1 1 FOF7553B1E7F 173194117.62
4> Half-routing  10199.120.76 DCIBICIFDBOA 1 0 FOF7553B1E7F 7412513094
L Half-routing  10.199.120.76 DCIBICIFDBOA 95 0 FOF7553B1E7F 108.21.2

@Full-routing 10199120139 BS0057A0D% 213 187 FOFTSSIBLETF  202.57.129.162
@Full-routing 10199120139 BS03057A0D% 16 16 FOF7SS3BLETF  10101.150.23
@Full-routing 10199120139 BS03057A0D%6 86 17 FOFTSSIBLETF 31137949
» Full-routing 10.199.120.139 B803057A0D96 9 6 FOF7553B1E7F 10.101.102.26
@Full-routing 10199120133 BS00S7AODI O 8 FOF7SSIBLETF 61191234
L3 Half-routing 10199120139 B803057A0D96 16 0 FOF7553B1E7F 61191210
) Half-routing 1019912076 DCIBICOFDBOA 1 0 FOFTSSIBLETF 20228117217
@Full-routina 10199120139 BB03057A0D%6 22 2 FOFTSSIBLETF 17319411755 5
5 |®  Configuration / Routed Packets |
B Hosts | @ 4PR [ Routing 5 Passwords | VolP |
ost packets: 0%
'
ﬂ a . .
3UN 17 Poisoning
U
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7. ﬂﬂllﬂﬂﬁ}']u"lsf}']flﬁ@ APR-HTTPS Lﬁ@tﬁﬁ@ﬂﬂW'll!ﬁ')Iﬂi!Lﬂillﬂg‘ﬂ'lﬂ'ﬁ NIVVBYALUNALNY LA

aamﬁ’ﬁ%’aga username (0¥ password UENVED

= Lo o)
File View Configure Tools Help
lalwommmz | B 0 0
& Decoders [ Networc [ suif]  )6) APR-HTTPS e [ quen ]
& APR name | HTTPS server | Client SNI | Status Filename | Bytes
; @ APR-Cert (102) TRuac 20228117217 1019912076
.2, APR-DNS 21/10/2014 - 2349554 google.com 17319411747 10199120139 www.gstaticcom  Closed by client
W APR-SSH-1 (0) 21/10/2014 - 23; a48.cakamainet 61191210 10199120139 fbcdn-photos- Closed by client
5 APR-HTTPS (318) 21/10/2014 - 23« a48.cakamainet 20257120162 10199120139  fbstati Closed by client
B APR-ProgHTTPS (0) 21/10/2014 - 23; a48.cakamainet 20257120162 10199120139 Closed by client
28 apr-R0P O 21/10/2014 - 23: a48.eakamainet 20257120162 10199120139 . Closed by client
; 21/10/2014 - 2349557 21/10/2014-2349:57  a248.eakamainet 20257120162 10199120139  fbstatic-a.akamaih... Closed by client
) APRFTPS () 21/10/2014 - 23: 21/10/2014 - 23: a248.c.akamainet 61191210 10199120139 fbedn-photos-d-a... Closed by client
&) APR-POP3S (0) 21/10/2014 - 23: 21/10/2014 - 23: a248.e.akamainet 20257129162 10199120139  fbstatic-a.akamaih... Closed by client
-8 APR-IMAPS (0) 21/10/2014 - 23; 21/10/2014 - 23; a48.eakamainet 20257120162 10199120139  fbstatic-a.akamaih... Closed by client
& APR-LDAPS (0) 21/10/2014 - 23; 21/10/2014 - 23; a48.eakamainet 20257120162 10199120139  fbstatic-a.akamaih... Closed by client
B APR-SIPS (0) 21/10/2014 - 23; 21/10/2014 - 23; a248.eakamainet 20257120162 10199120139  fbstatic-a.akamaih... Closed by client
21/10/2014 - 23; 21/10/2014 - 23; google.com 17319411747 10199120139 www.gstatic.com  Closed by client
21/10/2014 - 235046 21/10/2014 - 235046 “lalclsalesforceli.. 9643145118 10199120139  dlelclsalesforceli.. Closed by client
21/10/2014 - 235106 21/10/2014 - 23: *kku.ac.th 2022892175 10199120139 regkkuacth Closed by client
21/10/2004 - 235106 21/10/2014 - 23: *kku.ac.th 2022892175 10199120139 regkkuacth Closed by client
21/10/2004- 235106 21/10/2014- 235107  “kkuacth 2022892175 10199120139 regkkuacth Closed by client
21/10/2004- 235117 21/10/2014- 235117 “googlespiscom 7412513095 10199120139 translate.googleap... Closed by client
21/10/2014- 235117 21/10/2014- 235117 “.googleapiscom 7412513095 10199120139 translate.googleap... Closed by client
21/10/2014- 235117 21/10/2014-235118  *.google.com 17319411733 10199120139  maps.googlecom  Closed by client
21/10/2004- 235147 21/10/2014-2351:18  a248.eakamainet 20257120162 10199120139  fbcdn-dragon- Closed by client
21/10/2004- 235147 21/10/2014-2351:18  a248.eakamainet 61191241 10199120139 fbcdn-sphotos-d-... Closed by client
21/10/2014 - 235118 21/10/2014-2351:18  a248.eakamainet 20257120062 10199120139  fbexternal-a.akam... Closed by client
21/10/2014 - 235118 21/10/2014-2351:18  a248.eakamainet 20257120062 10199120139 fbstatic-a.akamaih... Closed by client
21/10/2014 - 235118 21/10/2014-2351:18  a248.eakamainet 20257120062 10199120139  fbexternal-a.akam... Closed by client
21/10/2014 - 235118 21/10/2014-2351:18  *facebookcom 3113797 10199120439 scontent-a-sinaxf.. Closed by client
21/10/2014 - 235118 21/10/2014-2351:18  *facebookcom 31137949 1019912076 wwwfacebook.com Couldn't accept SSL connection fr...
21/10/2014 - 235118 21/10/2014- 235119 *facebookcom 3113797 10199120139 scontent-a-sinaoxf... Closed by client
21/10/2014 - 23:51:18 *facebookcom 31137949 1019912076 www.facebook.com HTTPS-20141021165110357-53643... 1285 bytes
21/10/2014 - 23:51:20 *facebookcom 31137949 1019912076 mifacebook.com HTTPS-20141021165120845-53644... 602 bytes
21/10/2004- 235120 21/10/2014- 235120 *twvidcom 11718237139 10199120139 platform.twitter.co... Closed by client
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