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DirBuster

DirBuster 1Julusunsun1wan gnesnuuuiiiediludalasnneiuu web server Tdnuoe
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sossunsldanunsend

AUNTNFRUTENINNTI09VBLUY HEAD way GET e
fnuansimzinazasvdeudiodumammnaliansanduandudumiasls
annsaldumanalwdfifmuiesls

annsausuasunisidiunissne teluuaeilusunsuvhauld
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® n1shanaluswnsy DirBuster

1. Tun1sAnaslusunsy DirBuster Huiinuazaln 539657 wazlidudou IneSusulmdnluninis

download TUsinsa DirBuster-0.12-Setup.exe a1t ules

https://www.owasp.org/index.php/Category:OWASP_DirBuster Project
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= 5 - 2
ASP_DirBuster_Project fird Media & Torrent

&« C A B https://www.owasp.org/index.php/Category:OW
i Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

& Login Requestaccount

Category Discussion Read View source  View history Q

Category:OWASP DirBuster Project

This historical page is now part of the OWASP archive.

ﬂ&m% This page contains content that is outdated and is no longer being maintained. It is provided as a courtesy for
Acknowlsdgements individuals who are still using these technologies. This page may contain URLs that were once valid but may now link
Advertising to sites or pages that no longer exist.

;E'Eff“"”"s Please use the newer Edition(s) like OWASP Zed Attack Proxy Project

Brand Resources

Chapters

Donate to OWASP

OWASP PROJECTS

Funding R

i O INACTIVE OWASP PROJECT

I:::i“r‘;iii:; DirBuster is a multi threaded java application designed to brute force directories and files names on web/application servers. Often is the case now of what looks like a web server
Merchandise in a state of default installation is actually not. and has pages and applications hidden within. DirBuster attempts to find these

News However tools of this nature are often as only good as the directory and file list they come with. A different approach was taken to generating this. The list was generated from

SRRy pon scratch, by crawling the Internet and collecting the directory and files that are actually used by developers! DirBuster comes a total of 9 different lists (Further information can be

Presentations

Press : ' found below), this makes DirBuster extremely effective at finding those hidden files and directories. And if that was not enough DirBuster also has the option to perform a pure
Projects brute force, which leaves the hidden directories and files nowhere to hide! If you have the time ;)

Video N

oHTIE ST DirBuster Fork

= (s Please note that DirBuster is currently an inactive project

2. fouNvyinn1sAnAslusuNs DirBuster-0.12-Setup.exe 1 KldAaaviin1InIIvdauLATes
Aldrauidlusunsuanwiseld dlddilvivinisinaslusunsuaniney aunsansiaaeuglusinsy

Nbeseil Inenady start >> cmd waANsA131 java -version

BN Administrater C\Windowshsystem3Ziemd.exe |ﬂkﬁ]

Microsoft Windows [Uersion 6.1.76H11]
Copyright <(c?> 208? Microsoft Corporation. All rights reserved.

C:~Users~Com*java —version

java version '1.7.8_892"

Java{TH}» SE Runtime Environment <(huild 1.7.0_@A7-hA5>

Java HotSpot(THM> 64-Bit Server UM <build 23.5-hB2,. mixed mode?

C:slserssCom>

3. I8 download Seusesnad liinn1shinaalusinsy DirBuster-0.12-Setup.exe lnenayy
Run
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Cpen File - Security Warning w

The publisher could not be verified. Are you sure you want to
run this software?

@ MName: ..sers\Com\Downloads\DirBuster-0.12-Setup.exe
Publisher: Unknown Publisher

Type: Application
From: ChUsersthComiDownloads\DirBuster-0.12-Setup....

Bun ] [ Cancel 1§

Always ask before opening this file

I--' I This file does not have a valid digital signature that verfies its
\@ publisher. You should onb nun software from publishers you trust .
= How can | decide what software to un?

[%
Y

4. neu Browse.. Wiaidandidainulnanifag
# DirBuster Setup El;lg

Choose Install Location (-

Choose the folder in which to install DirBuster. Jj

Setup will install DirBuster in the following folder. To install in a different folder, dick Browse
and select another folder. Click Mext to continue.

Destination Folder

C:\Wsers\Com'\Desktop\tool\DirBuster

Space required: 36.9MB
Space available: 191.0GE

er lnstaller -

< Back ][ Mext = ] [ Cancel

5. Wadanndauiulndiseusasuan Tinadu Install WieRnss
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{7 DirBuster Setup

Choose Start Menu Folder

Choose a Start Menu folder for the DirBuster shortouts. (;j

Select the Start Menu folder in which you would like to create the program's shortouts. You
can also enter a name to create a new folder.

irBuster

7-Zip -
Accessories |
ACD Systems

Administrative Tools

Altowa ¥MLSpy 20092 spl Enterprise Edition
AppServ

AppsHat

ASUS

ASUS Utility

ASUSDVD

AVG PC Tunellp 2014

7] Do not create shortouts
DirBuster Installer

< Back mstal || [ cancel
6. Nl | Agree LioERUTUNITANAS
{3 DirBuster Setup = L=
License Agreement ——
Flease review the license terms before installing DirBuster. (4?

Press Page Down to see the rest of the agreement.

| GMU LESSER. GEMERAL PUBLIC LICEMSE
Version 2,1, February 1999 r

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[Thiz is the first released version of the Lesser GFL. It also counts

as the successor of the GMU Library Public License, version 2, hence
the version number 2.1.]

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install DirBuster.

DirBuster Installer

I Agree ] [ Cancel

7. dflunsmudumneuauusinguiiiae Installation Complete deuansdian1snisinaaluun
suasvEuysal
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{7 DirBuster Setup P B ST St
Installation Complete —
Setup was completed successfully., Iy

Completed

DirBuster Installer

< Back Cancel
¥
v I .
e n13lgeulusunsu DirBuster
a da & o @
1. 1UalUsunsu DirBuster NARAIASY
—_— = g
@L_./}'l .. =< Program Files (x86} » DirBuster » - |‘,| | Search Dir... 5 |
Organize - Include in librarny - Share with Burm bl H== - Il @
T F - Marme - Drate modified
oy aworites
Bl Desktop o lib 12/A0/2557F 23:03
& Downloads | apache-user-enurm-1.0.td 15/8/255]1 5:05
=l Recent Places .| apache-user-enurm-2.0.txt 15/8/2551 5:05
= DirBuster.jar 3,/10/2551 15:18
= Libraries | directony-list-1.0.tct 15/8,/2551 5:05
[Ff] Decuments || directory-list-2.3-big.txt 15/8/2551 5:05
@’ Music | directory-list-2.3-medium. bt 15/8/2551 5:05
Pictures ] directorny-list-2.3-small.bdt 15/8,/2551 5:05
B videos || directorny-list-lowercase-2.3-big.bt 15/8,/2551 5:05
| directorny-list-lowercase-2.3-medium.bxt 15/8,2551 5:05
18 Computer | directory-list-lowercase-2.3-small. b 15/8/2551 5:05
&L, 0s (C BEE owasp.ico 18,/8,2551 21:50
= DATA (D:) 5 Uninstall.exe 12/10/2557 23:03
= Recowery [(Ez)
G‘F Metwork
L | 111 | 2
, 13 itemns

2. lodalusunsuwds Windnuanil DirBuster jar wdatdan Open with >> Java(TM)
Platform SE binary
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- | +3 | | Search Dir... 2 |

@Uv| . # Program Files (x86) » DirBuster »

4. Downloads

U
= Recent Places

Organize = E Open = Burn
- Favorites hokme
B Desktop . lib

|| apache-user-enum-1.0.txt

|| apache-user-enum-2.0.txt

E:: e

0 @

Date modified

Mew folder

-~

12/10/2557 23:03
15/8/2551 5:05
15/8/2551 5:05

|E DirBuster iar

2/0/7551 1518

= Libraries | direct
@ Documents . direct
@ Music | direct
[ Pictures || direct
B videos | direct
|| direct

1M Computer | direct
‘E-? 05 (C) E OWas
= DATA (D?) (3 Unins

Rermuens (F1

(= Internet Explorer
| Java(TM)] Platform SE binary
E WinRAR archiver

Choose default program...

1|

Open
Medialnfo
D‘ Convert with Rich Video Converter
B Extractfiles...
B Extract Here
B  Extract to DirBuster,
=4 Shred with PC Faster
4 EditPlus3
gh  sunudas Microsoft Security Essentials...
[of  Edit with Notepad++

Open with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

DirBuster.jar
WinRAR archive

Date modified: 3/10/2551 15:18

Size: 367 KB

3. avUsngwilusunsu DirBuster Buydsgy antiulinadu Browse ieidonlngidniiu

TUswnsy DirBuster 13
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&) OWASP DirBuster 0.12 - Web Application Brute Forcing

:Eg

File Options About Help

Target URL (eg http://example.com:B0/)

Work Method () Use GET requests only (=) Auto Switch (HEAD and GET)

Number Of Threads =7 1 10 Threads

["] Go Faster

Select scanning type:
File with list of dirs/files

() List based brute force () Pure Brute Force

| I@Brm«rse] @ Listlnfo]

Char set ’a—:i-.-aj_g=:_'.'|_'|

s '] Min length Max Length

Select starting options:
Brute Force Dirs

Brute Force Files

(%) Standard start point  (_) URL Fuzz
Be Recursive

Dir to start with |f |

[] Use Blank Extention File extention ||:lhp |

URL to fuzz - ftest.htmlTurl={dir}.asp

Bl cur

Please complete the test details

[~ Ctart

4. TdanindndmAuluswnsy DirBuster 13

0 Please Select The Directory/File List You Wish To Use

==

Look In: [E Systern32

MECIET]

C3 0409

£ 1033

C3 AdvancedInstallers
CA ar-5A

B2 bg-BG

3 Boot

C3 catroot

C3 catroot?

< el

File Name: |

Files of Type: | All Files

M

| SelectList| | Cancel |

5. Windniden directory-list-1.0.txt Liveuanidayalndoanuiilasnnes wainadu Select

List
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@) Please Select The Directory/File List You Wish To Use [
Look In: [E DirBuster "’] @
3 lib [E] directory-list-lowercase-2.3-medium. bt
El apache-user-enum-1.0.txt [E] directory-list-lowercase-2.3-small.txt
= apache-user-enurm-2.0.txt = owasp.ico
=]_DirBuster.jar rihl Uninstall.exe
B directory-list-1.0.te
=] directory-list-2.3-big.be
[l directory-list-2.3-medium. b
El directory-list-2.3-small bt
= directory-list-lowercase-2.2-big.txt
File Name:  |directory-list-1.0.bxt |
Files of Type: | Al Files ~|

[SelectList“ Cancel ]

6. MNTUILUTINGMEnAeU Tihnsnsen URL Aisisieenisiinlugteyalndlulasnves

nuunaty Start (udregetihluiules http://www.kapook.com)

® OWASP DirBuster 0.12 - Web Application Brute Forcing E=EER

File Options About Help

Target URL (eg http://example.com:80/)

www.kapook.com

Work Method () Use GET requests only (2) Auto Switch (HEAD and GET)
Mumber Of Threads d:‘ 1 10 Threads [] Go Faster
Select scanning type: (%) List based brute force () Pure Brute Force

File with list of dirs/files

|C:\Program Files (x86)' DirBuster\directory-list-1.0.0¢ | | C Browse || @ ListInfo |
Char set [a-:;-Z':l-QZ:ED-_ "] Min length Max Length

Select starting options: (%) Standard start point () URL Fuzz
Brute Force Dirs Be Recursive Diir to start with |.-" |

Brute Force Files [] Use Blank Extention File extention |php |

URL to fuzz - ftest.html?url={dir}.asp

Bl e [ Gtart

Please complete the test details

7. %ﬂﬁﬂg"LWa“lmLSﬂVla%‘ﬁgwmﬁﬁaglu http://www.kapook.com



322376 Information and Communication Technology Security _

&) OWASP DirBuster 0.12 - Web Application Brute Forcing

:Eﬂ

File Options About Help
http:/fwww.kapook.com:80/
List View \ Tree View \
Type | Found Response Size | Include | Status
Dir /egi-bin/ 403 519 Waiting =
Dir [new/ 200 357 Waiting
Dir [video/ 403 517 Waiting
Dir [politics/ 200 356 Waiting
Dir / 200 410746 Scanning
Dir [fmusic/ 200 452 Waiting
Dir [weather/ 403 519 Waiting
Dir [images/ 200 358 Waiting
Dir /magazine/ 403 520 Waiting
Dir /contact/ 403 519 Waiting
Dir fquide/ 403 517 Waiting
Dir [banner/ 403 518 Waiting =
Dir /oame/ 403 516 [v] Waiting 4

Current speed: 0 requests/sec
Average speed: (T) 51, (C) 51 requests/sec

Parse Queue Size: 0

Total Requests: 459,/3684082

Tirne To Finish: 20:03:47

| Q,‘-II Back H

00 Pause

|

[ Stop

Brute forceing dirs in /

(Select and right click for more options)

Current number of running threads: 87

| [Changel

| Report

Jsmiles/

8. fmdnidend Tree View azuanalulng folder Ang

€) OWASP DirBuster 0,12 - Web Application Brute Forcing [E=REER
File Options About Help
http:/fwww.kapook.com:80/
List View '[Tree View|
Directory Stucture Responce Code Responce Size

B-C3 video 403 517

B3 politics 200 356

B3 music 200 452

B-C3 weather 403 519

B3 images 200 358

-3 magazine 403 520

&3 contact 403 519

#-C3 guide 403 517

B-C3 banner 403 518

B3 game 403 516

&3 img 403 515 =
Current speed: 76 requests/sec (Select and right click for more options)
Average speed: (T) 27, (C) 28 requests/sec
Parse Queue Size: 0 Current number of running threads: 87
Total Requests: 6849/13035971 | [ Change ]
Tirme To Finish: 5 Days
| & Back | l 00 Pause ] [ [1 Stop ] | Report
Brute forceing dirs in / [BB3/

9. annsadentidmsdesnisadeyals
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& OWASP DirBuster 0.12 - Web Application Brute Forcing E=ESSC

File Options About Help

http:/fwww. kapook.com:B0/
List View " Tree View |

Directory Stucture Responce Code Responce Size
i3 kapook_2014 403 523 =
23 images_CF 403 521
(3 siternap

3 ads
B= admin
£3 show
£3 profile 403 519
3 google 200 449
£3 event 403 517
3 includes 403 520
2 wallpaper 200 357

-

Current speed: 502 requests/sec (Select and right click for more options)
Average speed: (T) 117, (C) 492 requests/sec

Parse Queue Size: 0 Current number of running threads: &7

Total Requests: 54240/22954621 || Change |

Time To Finish: 12:55:45
[ @ Back ] [ 00 Pause ] [ [ Stop

Brute forceing dirs in / /HorizBar_12/

10. edieensgleyavaingiue Tivhnsadnunnlidudiiden View Response fiazuand

Toyarnee vedlasnnesiug
& OWASP DirBuster 0.12 - Web Application Brute Forcing =R

File Options About Help

http:/www. kapook.com:80/

List View ' Tree \l"iew\lt

Directory Stucture Responce Code Responce Size

kapook_2014 403 523
images CF 403 521
sitemap 200 356

ads

@ Open In Browser

9¢ 7] Copy URL

EVETTE

includes

wallpaper

Current speed: 507 requests/sec (Select and right click for more options)
Average speed: (T) 194, (C) 476 requests/sec

Parse Queue Size: 0 Current number of running threads: 87

Total Requests: 112565/31172931 | [ change |

Time To Finish: 18:07:32
[ & Back ] [ 00 Pause ] [ [ Stop

Brute forceing dirs in / SFlyd S

11. Lilanaden View Response haiagusngvoyansy
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e DirBuster 0.12 View Response ﬁ
Responce for HTTP/1.0 401 UnauthorizedServer: nginx/1.4.4Date: Thu, 16 Oct 2014 23:19:38 GMTContent-Type: text/htr

", Base Case Information \Raw Response vs Base Case ‘I.IDiff Raw vs Base ‘\

HTTPM.0 401 Unauthorized

Server nging1.4.4

Date: Thu, 16 Oct 2014 23:19:38 GMT

Content-Type: texthtml; charset=is0-8859-1
Content-Length: 401

WWW-Authenticate: Basic realm="Passwaord Required”
¥-Cache: MISS from cache125

¥-Cache-Lookup: MISS from cache125:3128

Via: 1.0 cache125 (squid/3.1.20)

Connection: keep-alive

=IDOCTYPE HTML PUBLIC "-METFADTD HTML 2. 04EMN"=
<html==head=

=title=401 Authorization Required=fitle=
=fhead==body=

=h1=Authorization Required=/h1=

=p=This server could not verify that you

are authorized to access the document
requested. Either you supplied the wrong
credentials (e.q., bad password), oryour
browser doesntunderstand how to supply
the credentials required.</p=
=/body==/html=

| 3 Close |

Note : AsainAumLaInUlalsnnes /phpmyadmin/ 8191570 username kag password N@1N150
dnlgdeyalugrudeyaiuls widlinsuildansadngdeyalugiudeyatuliuiu waglunsdl




322376 Information and Communication Technology Security

Ay 1% a . 1% ¥ 3 i 9.13 1 Ve
rumuanulasnnes /phpmyadmin/ dngiudeyatiulilandn username wag password 13
anansaiinluateyalugutdeyatiuliiag

== = |

£\~ N
| _:}‘“(\'=>,'|@ http://www.gunthes... £ XH D Waiting for gunthestar.com ‘ | ®» ot
N 2

File Edit View Favorites Tools Help

i |%Gm" F More®
Windows Security

The server www.gunthestar.com at phpMyAdmin localhost requires a
username and password.

Warning: This server is requesting that your usermname and password be
sent in an insecure manner (basic authentication without a secure
[l connection).

| =
|E Password

[7] Remember my credentials

|

12. luduwed Dir to start with {Wunsdumlasnnesiangiiadesnisaum lnetde
laisnmeinisdeanisaumunnsenldluresilaag antdunady Start lieAumlasn a3

A99N19 (1981991 Avdn1INagAUmlaLsNTeINdTe1n /images/)
) OWASP DirBuster 0.12 - Web Application Brute Forcing [E=R RS

File  ©Options About Help

Target URL (eg http: [ /example.com:80/)

Work Method () Use GET requests only () Auto Switch (HEAD and GET)

Number OF Threads =7} 1 10 Threads [] Go Faster

Select scanning bype: () List based brute force () Pure Brute Force

File with list of dirs[Files

C:\Program Files (x86)\DirBuster|directory-list-1.0.kxt | [@ Browse ] [ @ List Infa ]

Char set [3-2}:'.-:':'-9°o:':'-_ v] Min length Max Length

Select starting options: (#) Standard start point () URL Fuzz

Brute Force Dirs Be Recursive I Dir ko stark with |,rirr|ages|r | I
Brute Force Files ["] Use Blank Extention File extention |php |

URL to Fuzz - jtest. html?url={dir}.asp

[ |

DirBuster Stopped limages|GMA[

13. Wswnsuazhnsaum annetesiulasnne3niedn /images/ fagy
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o OWASP DirBuster 0.12 - Web Application Brute Forcing

[ESEE™

File  Options About Help

http: [fwww . kapook.com: 80/images/

\ Tree View \
Type | Found Response Size | Include | Status

Dir fimages/ 200 292107 Scanning
Dir fimages/pr) 403 520 Waiting
Dir [images/music/ 403 523 Waiting
Dir | 200 321 Waiting
File: Jmsn 301 630 L]
Dir Imsn/ 302 431 Waiting
Errar Imsn/msn_plus.php 69 F Return code for First
File Imsnjmsn_plus.php 200 448 F
File Jwallpaper 301 642 F
File: Jadwvert 301 636 F
File kapook-logo-file 301 656 F
File: findex.php 200 321 L]
Dir [politics| 200 388 Waiting
Dir |advert| 200 388 Waiting

Current speed: 0 requests/sec
Average speed: (T) 10, (C) 0 requests|sec

Parse Queue Size: 0
Total Requests: 374/1983787

Time To Finish: ~

’ -Q-:] Back ] [ [ Pause ] ’ ] Stop

Brute Forceing dirs in fimages/

Current number of running threads: 10

(Select and right click For more options)

| [Change ]

[talkall. php

14. shegnsmsaruminalulaisnneives http://10.199.7.51:80/ uagidean /phpmyadmin/
Tulasnvesnugiudoya

'€ OWASP DirBuster 0.12 -

ol

File Options About Help
http://10.199.7.51:80/
List View | Tree View |
Type | Found Response Size | Include | Status |
Dir [security/img/ 03 259 [w] Waiting
File /security/lang.php 200 182 L]
File [security/xampp.js 200 839 L]
Dir fexamples/ 503 270 Waiting
Dir [licenses/ 200 179 Waiting
Dir ferrorf 403 269 Waiting
Dir %20/ 403 269 Waiting
Dir [restricted/ ZUU 5?1 Waiting
a"“"checkout*;Ir Waltmg
_
Jwebalizer/ 4151 Waiting
Dir S*docroot™/ 403 269 Waiting
File Jwebalizer/usage_201409.htrml 200 45021 ] -

Current speed: 1550 requests/sec
Average speed: (T) 671, (C) 1386 requests/sec

Parse Queue Size: 0
Total Requests: 57723/3755045

Time To Finish: 00:44:27

’ 4 Back ] [ 00 Pause ] ’ O Stop

Brute forceing dirs in /

(Select and right click for more options)

Current number of running threads: 99

99 | [Change]

[debat/

15. MntiuazyTIngvtinvesguteyaiilaainnisidenlasnnes /phpmyadmin/
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' [ KKU Internet Access Auth: x(ﬁ Facebook

&« =>0C D0 10.199.7.51/phpmyadmin/#PMAURL-2:sql.php?db=webtech&table=person&server=1&target=&token=55de90a5a00b810c63c45cd99fd1a7as e =
phpMyAdmin |- I N s :
IRy @ E ileg M Tesease | ] SQL | 4 Auwn | ¥ umsn | [ dvenn | B i | =5 dns | 4P asanunis | ® ansdeaiu | 35 winunas
‘ (ArT9anaR) - '| + Aidan i i
S New +—T— ¥ Uid User Pwd FName LName Sex Tel Email e
%14 cdeol O &8 uila 1/ psk 1234 SMJ PSK M |258258 ‘smj#kkhhf ggﬁ::c'ﬂzﬂmm";ymm.nnmm
“+ | information_schema O &8 uiln 2 ixuou 123456 Songvut Butham M 0843928845 ixuou@ixuou.com W
FHal mysql O &8 uila 3|htz k010437 kan kanchanok f 080 080 08  tanniiz.i.vip@gmail.com
I —: ;:::;’;Z”ﬂ:i:—““m O & wila 4 kritanon 123456 kritanon Sangchompoo m | 0883342133 Bm_hi-school@hotmail. com
& :l (e O &8 uila 5|xeer xeer krisana pimpanit m |0966742680 killazacld1993@gmail.com
% webauth O &8 uiln 6 Constantum 816214 kittinut private m 0831298728 kittinut_p@~kkumail.com
[=H i webtech O &8 uila 7|kanok 123456789 kanokpom martkaew f 0800000000 kanok@gmail.com
7- hlew O &8 uiln 8|poohpan 4558363 Apichit Tischob m 0876763282 poohpanbakery@live.com
G2 person O & uity 9)jane 242535 Chenchira | Thabphuta  F 4 |janelay lco.th
O &8 uiln 10| Gubenzza | 123456789 Piyawat Namwanta M Gubenz: il.co.uk
O & wity 11| Jeab 0833568037 | Tatiya Ouakan F |0922658037 T_A_T_I_Y_A@hotmail.com
O &8 uiln 12| axeger001 12345 phuwanai puangmalai M 1234567890 axeger001@hotmail.com
O &8 uila 13| wasitaaa 1409901044990 | wasita yotachai f 0823017415 wasitaaa_3999@hotmail.com
O &8 uiln 14| kanokpo 123456 kanok zxcvbbn f 0800000000 ka@gmail.com
O &8 uila 15/Pongpang | 2112 Napapom Jinsawaeng F |0831415691 pang_9939@hotmail.com o
O &8 uiln 16 Waraporn 02112536 Waraporn Neatprom F 0801956808 arliweiw@hotmail.com
O &8 uila 17|ing 291036 ketsuda pholnamin f 0812558377 ketsudaaing@gmail.com
[ &7 uily F 18 numm num999999999 | kliawpan ledsanchai f 000000000  manj.ud7341@gmail.com
O & uily F 19| akrapol 1234 akrapol akrapol m (1234 ak@gmail.com
[ &7 uily 3¢ dnaan @ au 20 maewmiie 123456789 maewmiie memy F 0821234567 memy09090%@gmail.com
[0 ¢ uily 3 deman @ au 21| TAPLONY 12345 RATCHANON | CAHOPOOBUT |1 11 mail
[ &7 uily 3 dnman @ au 22 lipungpingll 123456 Nadnapa Tonongpan F 0804115733 spk_kps_01@hotmail.com
O & uily 3 deaan @ au  23|touiiz 1234 Narong Bodee M 0834449999 staciiz@hotmail.com
[ 7 ufly 3¢ draan @ au 24/ Mavmatposri  mav668 Warapom Matposri F 1088-999999 'mav matposri@hotmail.com T

16. fvgramsruminadlulasnneives http://www.kku.ac.th aantunady Start

OWASP DirBuster 0.12 - Web Application Brute Forci

File Options About Help

Target URL (eg http://example.com:80/)

http:/ /o kku.ac.th

Work Method () Use GET requests only (5) Auto Switch (HEAD and GET)

Mumber Of Threads ¢

99 Threads [ | Go Faster

URL to fuzz - /test.html?url={dir}.asp

Select scanning type: (%) List based brute force () Pure Brute Force

File with list of dirs/files

|C:\Users\BiGz\Desk‘top\DirBuster—ﬂ.lZ\DirBuster—ﬂ.ll\director],r—|ist—lowercase—Z.B—small.t:rt | [@ Browse] l @ ListInfal ||
Charset [a-zA-Z0-9%20-_ ~] Min length Max Length 1
Select starting opticns: (%) Standard start point () URL Fuzz

Brute Force Dirs Be Recursive Dir to start with |fphp |
Brute Force Files [] Use Blank Extention File extention |htm| |

&l r
DirBuster Stopped

17. avUsnglwdvianuaifumain http://www.kku.ac.th ntunadendilna
/usage/usage_201301.html tilai3engasavedlld
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F ™
@ OWASP DirBuster 0.12 - Web Application Brute Forcing g o o o o [E=EE
File Options About Help
http:/ fwwew. kbou.ac. th:80/
List View | Tree View |
Type | Found Response Size | Include | Status
Dir Skkuchannel/ 200 202 Waiting E
Dir fcontact/ 200 339 Waiting
Dir Skkuchannel/jwplayer/ 403 495 Waiting |
File Skkuchannel/jwplayer/check.php 200 835 ] )
Dir /bus/ 200 3313 Waiting
File Sfuture/kkufuturedl. pdf 200 231122 ]| I
Dir frsf 200 362 Waiting
Dir Svpn/vpn_files/ 403 459 Waiting |
Dir /president/ 200 1362 Waiting
File Jusage/usage_201301.html 200 37581 ]
File Jusage/usage_201212.html 200 166923 ]
File Jusage/usage_201211.html 200 165939 ] i
Dir /branding/logo/ 403 489 [v] Waiting bt | Y |
Current speed: 470 requests/sec (Select and right click for more options) |
Average speed: (T) 473, (C) 273 requests/sec
Parse Queue Size: 0 Current number of running threads: 99 i
Total Requests: 11842/19428444 ag | ’ Change] ||
Time To Finish: 19:45:23
[ @ | mease J[ Oseop
||
Brute forceing dirs in / /about-off/

18. \ilenadenillyld /usage/usage 201301 html wé xUsINgToyacsgU

Eafbnbsein reume v x ¥ (2] BoatSirap WorkShop

KU Internet Access Auth. = ¥ B3 (2) 322376 Security ® ‘_

¥
€ | [ www.kkuacth/usage/usage 201301 htm!

Usage Statistics for www.kku.ac.th

Summary Period: January 2013
Generared 27-Tan-2013 08:15 ICT

SV LTRSS RE I R & Usege seristcs for e % T e ]

[Raily Stanustica] [Havady Staistics] [WBL] [Enary] [Exic] (Suss] Baforen] [Seach] [Agenn)] [Connirizs]

Monthly Statistics for Jannary 2013

otal Hats

G557

JTotal Files

otal Pages

otal Visits

otal KBytes

otal Unisgne Sites

3

Totnl Unique URLy 1
[Toenl Unsque Beferers 1
Tatal Lnsqur Liwr Ageats 3
I A Max

E.n v Hois 142 46
it pér Dy 3428 4781
Files per Day 2282 2488
Pages pes Dy 3193 4310
Sites per Dy 1 2l
%uu pes Dy 4 §
yes pes Dy L8y 2278

Hi by Response Code

[Cade 200 - CF

3564

[ sl

“ade 403 . Forbidden

| s1aan

2201,

Nallis unnmn For lsniscu 9019

GRLY

Tuuniseuiliesuiefiaisnisinawuaznisldnuvesdusunsy DirBuster Fadulusunsuild
AulaLsnnesnneg Ngeusglu web sever wananilgadisitegnenisldanulusunsy DirBuster neiag

L@NE1D1999
1. DirBuster . AuLile 15 9a1Au 2557, 21N

http://roshanhackstudy.blogspot.com/2011/05/website-directory-scanner.html
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DirBuster. Aulilo 15 ganau 2557, 990
https://www.owasp.org/index.php/Category:OWASP_DirBuster_Project
WanNN13¥i191u DirBuster. AuLile 15 Ha1Au 2557, 21N

http://www.youtube.com/watch?v=aHCeG4-0olM
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