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4. — ¢ Tiimsuaasamndudoyaainiisde
5. — d udAINATONAUDBNHAATIALDS
6. — e LAANUTAIADS (Header) VOUALLDT 2

v =K Y A
7. — E Junnmsuauaouadliu NT Eventlog

= Jd
8. — G 1952191 UM (Event)

o A s & ad
9.—h VITﬂWi@Nﬂ1TﬁﬁN!H‘m’J§ﬂ (Home Network)
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12, — k a1 lu Tvua Checksum

13. - K @l luTvua Logging

14. -1 Whmstuiinasluladnnes (Directory) i
15.— L WWhahmsiiudinaa id tepdump o

16. — n ANSINA AT ULAANA (Packet)

a =] 1o o Y A o Y
17.—N ‘]Jﬂfni‘lluﬂﬂ!!@]fNV”ﬂWﬁ!,WQm@u']llﬂ'ﬂ

ey

4 : w 2 . ]
18. — o 1Wagung 141 uNMIATINTVINMNTAY (testing) 1TUMIE (pass) I UAOU

(aleart) n391juUNn (log)
a v o 9
19.—p UaTnuaAnIUTDYA
20. — q UaluyaazsenuanIug
1 4
21.—r 91U lvlag tcpdump
Y o < v X 9
22. —s Thmsnuiunnveyaadlu Syslog
23.— T Idhimsnaasanagsienuna laeldanySuuas ar dogiiu

24, — V IEAAIIDSHU (Version)
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26. — y Wumsldilaaly Timestamp Iu'lWadnnuiuinuazidumsuduion

27. - 2 uAAY oYMl
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~ 1 o Id Y] X Ay Yo a = a g
network NDYUINNIYYIATIAI nmap Lﬂu mﬁm‘nllﬂ i‘]Jmmuqua “lﬁiﬂﬂﬂﬂﬂ!!fn nmap
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925U0gUY Unix uaiioaninanutoy gian 1aa319 software nmap NUDU OS window

7 41l Tasld ¥091 Zenamp

= Zenmap =HACN X
Scan  Tools Profile Help
Target: Profile: | Intense scan IZI Cancel

Command: | nmap -T4 -A -

N |
lep tput | Ports / Hosts | Topology | Host Details | Scans|

B e a Details

d@saia command lawiian Unix
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Zenmap 1uTusunsunlFau ldmiloun nmap uadalidesinauinlsemsitiosnnilym

Il
=

a £ o w <3
¥99152ANT port Vo4 window Y9319ANINNAD

2 l3id3159 911 loop back 127.0.0.1 1130 scan 2104 18

° PV v A = 9 . ° 9
a1ﬂ1ﬁﬂﬂ1\11uhlﬂﬂuu LAN network %uﬂigﬂﬂuﬂ']ﬁﬁf]ﬂ‘l"]f -sT -Pn options ﬂ$ﬂ111’1ﬂ15

1 y 9 Y
MU HANIAIID9910 Microsoft Ain raw TCP/IP packet 19a3uA1 1A XP sp2 U 11/

#20619m31% Zemap Aug1ln3ai 1y network vous1 i lasueanlFauwse la
namp -sn -v 192.168.1.1-254 (naa®y IAuN1T ping scan AILLA ip HU1BY 192.168.1.1 B9

192.168.1.254)

—
= Zenmap —

Scan Tools Profile Help

Target: |192168.11-254 [+] Profile

Command: | nmap -sn -v192.1681.1-254

[ Hasts ” Services ] Nmap Output |Portsf Ho;tsl Topologyl Host Detailsl Scans|
5 rree - |nmap-sn-v192168.1.1-254 [v] & [Detais

Nmap scan report for 192.168.1.224 [host down] -
Nmap scan report for 192.168.1.225 [host down]

L 19216814 Nmap scan report for 192.168.1.226 [host down]
Nmap scan report for 192.168.1.227 [host down]

w 19216812 Nmap scan report for 192.168.1.228 [host down]

7] 19216818 Nmap scan report for 192.168.1.229 [host down] A
Nmap scan report for 192.168.1.238 [host down] I

w 192168.1.22 Nmap scan report for 192.168.1.231 [host down]
Nmap scan report for 192.168.1.232 [host down]

] 192.168.1.29 D D
Nmap scan report for 192.168.1.233 [host down] |

i 7 192168131 Nmap scan report for 192.168.1.234 [host down]
Nmap scan report for 192.168.1.235 [host down] I
N . 192.168.1.33 Nmap scan report for 192.168.1.236 [host down]

7] 102168171 Nmap scan report for 192.168.1.237 [host down]
Nmap scan report for 192.168.1.238 [host down] |

("] 192168176 Nmap scan report for 192.168.1.239 [host down] i
Nmap scan report for 192.168.1.240 [host down]

o 1921681155 Nmap scan report for 192.168.1.241 [host down]
Nmap scan report for 192.168.1.242 [host down]

Nmap scan report for 192.168.1.243 [host down]

% Nmap scan report for 192.168.1.244 [host down]

- T i wr Nmap scan report for 192.168.1.245 [host down]
Q'\ujuqﬂﬂ‘im“ﬂﬂ_iu‘iuuu Nmap scan report for 192.168.1.246 [host down]

Nmap scan report for 192.168.1.247 [host down]

Nmap scan report for 192.168.1.248 [host down]

Nmap scan report for 192.168.1.249 [host down]

Nmap scan report for 192.168.1.250 [host down]

Nmap scan report for 192.168.1.251 [host down]

Nmap scan report for 192.168.1.252 [host down]

Nmap scan report for 192.168.1.253 [host down] 2
Nmap scan report for 192.168.1.254 [host down]

Read data files from: C:“\Program Files (x86)\Nmap =
Nmap done: 254 IP addresses (11 hosts up) scanned in 4.85 seconds 1

Raw packets sent: 497 (13.916KB) | Rewd: 11 (388B)

Filter Hosts
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% 1 J 9) 1 c’dy o a 9
ﬂ?ﬂfﬂﬁﬂ”ﬁﬂi’)ﬂﬁ@‘ﬂqﬂﬂim ﬂWfJGl,‘Ll’N LAN ﬂuﬂnWQﬂﬂimuﬂWﬂﬁLﬂﬂ port 93115111\1

nmap -O 192.168.1.7

Scan Tools Profile Help

Target: |192168.17 E[ Profile:

Command: | nmap-01921681.7

i Hosts I Services Nmap Qutput Por‘rs,l‘HusLsITopoIogyIHustDetailslScans|
o - |nmap-019216817 [*] = [etaits

s
W 19216811
Starting Nmap 7.81 ( https://nmap.crg ) at 2016-82-26 18:55 SE Asia Standard Time
W 19216814 Nmap scan report for 192.168.1.7
Host is up (@.8ea4ds latency).
b 19216817 Not shown: 993 filtered ports
B 192168138 PORT STATE SERVICE
21/tcp open ftp
W 192168122 23/tcp open telnet -
< 192168129 53/tcp  open  damain #n5aa573dau  open port 14
88/tcp open http
| W 192168131 161/tcp closed snmp
5555/tcp open freeciv
W 192168133 9998/tcp open zeus-admin
W 192168176 MAC Address: FC:F5:28:B1:AB:EC (ZyXEL Communications)
Device type: general purpose
I 192168.1.201 Running: Linux 2.6.%

05 CPE: cpe:/o:linux:linux_kernel:2.6
05 details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

05 detection performed. Please report any incorrect results at https://nmap.org/submit/s .
Nmap done: 1 IP address (1 host up) scanned in 7.72 seconds

Filter Hosts

ﬁii%ﬁﬂﬂqﬂﬂiﬂf WY internet nmap -O 173.194.120.159 (google)

Scan Tools Profile Help

Target: ||| 173.194.120.159 EI Profile: [=] T

Command: | nmap -0173194120.159

[ Hosts ” Services Nmap Qutput | Ports / Hosfjl Topologyl Host D‘etailsl Scansl

- |nmap-0173104120159 [=] Details

Starting Nmap 7.81 ( https://nmap.org ) at 2016-02-26 11:01 SE Asia Standard Time

google.co.th (173.194,120.159)

19216811 Nmap scan report for kulB6s@8-in-f31.1e188.net (173.194.120.159)
¥ 19216814 17 z 3
Not shown: 997 filtered pofjts
Ay 19216817 PORT STATE SERVICE
25/tcp open smtp
W 192168138 88/tcp open http
W 1921681322 443/tcp open https
Warning: 055can results maf be unreliable because we could not find at least 1 open
| -7 192168129
Device type: specialized|WAP|phone
W 192168131 Running: iPXE 1.X, Linux 2.4.X|2.6.X, Sony Ericsson embedded
W 192168133 05 CPE: cpe:/o:ipxe:ipxe:1.8.8%2b cpe:/o:linux:linux_kernel:2.4.28 cpe:/
o:linux:linux_kernel:2.5.22 cpe:/h:sonyericsson:uBi_wvivaz
W 192168176 05 details: iPXE 1.0.8+, Tomato 1.28 (Linux 2.4.208), Tomato firmware (Linux
W 1021681201 2.6.22), Sony Ericsson U8i Vivaz mobile phone

05 detection performed. Please report any incorrect results at https://nmap.org/

submit/ .
Mmap done: 1 IP address (1 host up) scanned in 248.88 seconds

nadaun1sas1ddauEu  Internet

Filter Hosts
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TFTP Server

FTP Server

Syslog Server

Time

IP Add... | Msg Ty... |

Message

May 09 23:45:42
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:41
May 09 23:45:40
May 09 23:45:40
May 09 23:45:40
May 08 23:45:40
May 08 23:45:40
May 08 23:45:40

0

0

0

May 05 23:45:40
May 09 23:45:
May 09 23:45:

127.0.01
127.0.01
127.0.0.1
127.0.0.1
127.0.01
127.001
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
127.001
127.0.01
127.001
127.0.0.1
127.0.0.1
127.0.0.1
127.0.01
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1

auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert
auth.alert

May 09 23:45:42 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.25:137 -> 10.66.203.:
May 09 23:45:41 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.228:3%060 -=> 239.2!
May 09 23:45:41 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.162:53000 -> 239.2!
May 09 23:45:41 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.25:137 -= 10.66.203.:
May 09 23:45:41 DESKTOP-547164 snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.25:137 -> 10.66.203.:
May 09 23:45:41 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.162:53009 -> 239.25
May 09 23:45:41 DESKTOP- 1:0] ICMP packet detected! {UDP} 10.66.203.162:53009 -= 23
May 09 23:45:41 DESKTOR-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.228:3%060 -» 239.25:
May 09 23:45:41 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.237:40177 -= 239.25¢
May 09 23:45:41 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.43:35077 -=» 239.255.
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.232:5353 -»> 224.0.0.:
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.23 -» 239.25¢
May 09 23:45:40 DESKTOP-5471641 snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.43:5! -> 239.255.
{
{
{
{
{
{
{
{
{
{
{
{

May 09 23:45:40 DESKTOP- 64| snort: [1:1:0] ICMP packet detected! {UDP} f280:0000:0000:0000:0440:a730
May 09 23:43:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66. 13353 -» 224.0.0.2¢
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! [UDP} 10.66.20 812 -» 239,255,
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! [UDP} 10.66.203.23
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.
May 09 23:45:40 DESKTOP- 1:0] ICMP packet detected! {UDP} 10.66.203.
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} 10.66.203.
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! {UDP} feB0:0000:
May 09 23:45:40 DESKTOP-547164 snort: [1:1:0] ICMP packet detected! {UDP} fe80:0000:
May 09 23:45:40 DESKTOP-547164! snort: [1:1:0] ICMP packet detected! [UDP} 10.66.20

50 -> 239.255.
812 -» 239.255.
144812 -> 239.255.
;59768 -» 224.0.0.:
000:0000: bd32:40ek
000:0000:0440:a730
53 -> 224.0.0.
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