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1. m’;ﬁiwaﬂiﬂmﬂm DirBuster llﬁlmﬂ https://sourceforge.net/projects/dirbuster/files/latest/download

&« C' | @ https://sourceforge.net/pr ] Fe =
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Euurcefurge Browse Enterprise Blog m Help LegIn or Join

SOLUTION CENTERS ~ Go Parallel Resources Newsletters Cloud Storage Providers

\’} DirBuster

Download of dirbuster will start in 0 seconds...

Problems with the download? e this , or try another

Recommended Projects
n Mole

Automatic SQL Injection Exploitation Tool

w3af

HTTP Directory Traversal Scanner

o DitBuster-0.1
0.1/19.

|«
i
H
x




. .
21189910 DirBuster #0414 java ¥1A1211 Inaalaain

http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html

<« (e www.oracle.com/technetwo a avase/do oads/jdk8-d oads-2133151.ht %

25wl sudmndhusimmunsnudnindni wichiaunsmdidlseldeimed &

Sign In/Register Help Country » Communities v | ama... » |wantto... v

Products Solutions Downloads Store Support Training Partners About |[OTN

‘Oracle Technology Network > Java > Java SE > Downloads

Java SDKs and Tools

Overview | Downloads || Documentation || Community || Technologies || Training
&
- # Java EE and Glassfish

Java SE Development Kit 8 Downloads *
ava SE Support Thank you for downloading this release of the Java™ Platform, Standard Edition Development Kit & Java ME
Java SE Advanced & Sults (JDK™). The JDK is a development environment for building applications, applets. and 5 Java Card

components using the Java programming language -
Java Embedded & NetBeans IDE

The JDK includes tools useful for developing and testing programs written in the Java programming & Java Mission Control

language and running on the Java platform

Java Resources
See also

. Java Developer Newsletter: From your Oracle account, select Subscriptions, expand # Java APls
Technology, and subscribe to Java & Technical Aricles

. Java Developer Day hands-on workshops (free) and other events

& Demos and Videos
Community . Java Magazine

& Forums
Java Magazine JDK 8u77 Checksum 5 Java Magazine
Java SE Development Kit 8u77 $ Java.nel
You must accept the Oracle Binary Code License Agreement for Java SE to download this 3 Developer Training
software. & Tutorials
Accept License Agreement  '*' Decline License Agreement 5 Java.com
Product / File Description File Size Download
Linux ARM 32 Soft Float ABI TITMB  jdi- gz
Linux ARM 64 Soft Float ABI 7468 MB  jdk-! z
Linux x86 15474 MB  jdk-
Linux x86 17492 MB  jdk-!
Linux x64 15276 MB  jdk-
Linux x64 172.96 MB jdk- .02
Mac OS X 22727 MB  jdk-Bu77-macosx-x64.dmg

v a g . Y A o 9 Y Aa o O 1
3.a579@0UAAAd 115UnTH Java ladrIngl Taon15 1% cmd (Command Prompt) LAIWNWATTIIN
java —version

X Command Prompt

icrosoft Windows [Uersion 6.3.76H0A1]
Cc>» 2013 Microsoft Corporation. All rights reserved.

sz ion
ava veps "1.8. i
ava{TM> SE Runtime Environment ¢huild 1.8.8_51-hi6>
ava HotSpot<{TH> 64-Bit Server UM (build 25.51-hB3, mixed model

sUserssMot} java —ver
i a_5s

slserssHot>
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Please review the license terms befaore installing DirBuster.

Press Page Down to see the rest of the agreement.

GMU LESSER. GEMERAL PLELIC LICEMSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL, It also counts
as the successor of the GNU Library Public License, version 2, hence
the wersion number 2.1.]

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install DirBuster.,

DirBuster Inskaller

A A A
S.Lﬁﬂﬂﬂﬂél'ﬂ%&’ﬂﬂmﬂ

Choose Install Location
Choose the folder in which to install DirBuster.

Setup wil install DirBuster in the following folder. To install in a different folder, dick Browse
and select another folder. Click Next to continue.

Destination Folder

C:\Program Files (x85)\DirBuster

Space required: 36.9MB
Space available: 119, 1G8

DirBuster Installer
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Choose Start Menu Folder
Choose a Start Menu folder for the DirBuster shortouts, @

Select the Start Menu folder in which you would like to create the program's shortcuts, You
can also enter a name to create a new folder,

|
Accessibility
Accessories

Acer

Administrative Toals
Adobe

AIMP3

AMD Catalyst Control Center
AMD Quick Stream
Android Studio
Bandicam

Canon MP230 series

[ ] Do not create shortouts
DirBuster Inskaller

7.1ii0 Install 163 9A3) close

Installation Complete
Setup was completed successfully.

Completed

Extract: jhbasic.jar... 100%:

Extract: jsearch.jar... 100%

Extract: looks-2,2.0.jar... 100%:

Extract: swingJdayout-1.0.3.jar... 100%:

COutput folder: C:'\Program Files (x86)\DirBuster

Created uninstaller: C:\Program Files (x86)\DirBuster'\Uninstall.exe

Create folder: C:\Users\MotiAppData\RoamingMicrosoft\Windows\Start Menu'Progr. ..
Create shortout: CiiUsers\Mot\AppData\Roaming \MicrosoftiWindows\Start Menu'Pro. ..
Create shortcut: Cr\Users\Mot\AppData R oaming MicrosoftiWindows\Start Menu'Pro. ..
Completed

DirBuster Installer
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Home Share View
D ¥ cut h x m Newitemv D [g Open ~  HH Selectan
L [ Copy path N N - —;‘]Easy access v Edit 22 select none
Copy Paste __ Move Copy Delete Rename Mew Properties
[2] Paste shorteut to - to - - falder - 1) History EEIn\rert selection
Clipboard Organize Mew Open Select
@ ~ 4 [l » ThisPC » Local Disk (C:) » Program Files (x86) » DirBuster
* Eavoitas MName = Date modified Type Size
e fib 27/3/2559 23:49 File folder
#& OneDrive D apache-user-enum-1.0 15/8/2551 5:05 Text Document T0 KB
D apache-user-enum-2.0 15/8/2551 5:05 Text Document 89 KB
@ Hemegroup “E DirBuster 3/10/2551 15:18 Executable Jar File 368 KB
D directory-list-1.0 15/8/2551 %:05 Text Document 1,761 KB
18 This PC D directory-list-2.3-big 15/8/2551 5:05 Text Document 14,456 KB
_ﬂ Desktop D directory-list-2.3-medium 15/8/2551 5:05 Text Document 1,934 KB
Documents || directory-list-2.3-small 15/8/2551 5:05 Text Document 709 KB
j Downloads D directory-list-lowercase-2.3-big 15/8/2551 5:05 Text Document 12,884 KB
j Music D directory-list-lowercase-2.3-medium 15/8/2551 %05 Text Document 1,807 KB
‘_El Pictures D directory-list-lowercase-2.3-small 15/8/2551 5:05 Text Document 661 KB
[ User (user-pq) @ ovasp 18/8/2551 21:50 ICO File 5KB
ﬁ-‘ user (user-pc) & Uninstall 27/3/2559 23:49 Application 45 KB
|8 Videos
i, Local Disk (C:)
[ S
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File Options About Help

Target URL (eg http://example.com:80/)

Work Method () Use GET requests only (%) Auto Switch (HEAD and GET)
Mumber Of Threads =L 1 10 Threads ['] Go Faster
Select scanning type: (%) List based bruteforce () Pure Brute Force

File with list of dirs/files

| | | @ Browse | [ @ ListInfo |

Charset [a-zA-Z0-9%20-_ ~] Minlength Max Length

Select starting options: () Standard start point () URL Fuzz

[¥] Brute Force Dirs [#] Be Recursive Diir to start with |,-’ |
[¥] Brute Force Files [] Use Blank Extention File extention |php |

URL to fuzz - /test.html?url={dir}.asp

| |

Please complete the test details




U 4 Y]
3. n@1fy Browse tiodon lWdafsanuT1sunsu DirBuster 17

File Options About Help

Target URL (eg http://example.com:80/)

Work Method () Use GET requests only () Auto Switch (HEAD and GET)
Number Of Threads =7} 1 10 Threads [] Go Faster
Select scanning type: (%) List based brute force () Pure Brute Force

File with list of dirs/files

| | I@ Browse ]’ @ List InfoJ
Charset [a-zA-Z0-9%20-_ =] Minlength Masx Length

Select starting options: (%) Standard start point () URL Fuzz

Brute Force Dirs Be Recursive Dir to start with |f |

Brute Force Files [] Use Blank Extention File extention |php |

URL to fuzz - ftest.htmlurl={dir}.asp

| |

Please complete the test details

2 . . A L 9 = B 4 1
418010 directory-list-1.0.txt lWﬂch]fclUﬂ'lﬁllﬁﬂ\‘]GUﬂlluaﬂﬂﬂll’W]]lﬂliﬂ‘Vlﬂﬁ ﬂ’]ﬂuuﬂﬂﬂﬂ

Select List

@ OWASP DirBuster (.12 - Web Application Brute Forcing =

File Options About Help

Target URL (eg http://example.com:30/)

Work Method

Look In: ’m DirBuster "_] \

3 lib B directory-list-lowercase-2.3-medium. bt
B apache-user-enum-1.0.tbd B directory-list-lowercase-2.3-small.bet

Mumber Of Threads

ek D P [l apache-user-enum-2.0.txt El owasp.ico

File with list of dirs/f | DirBuster,jar El uninstall.exe
SETETELT
=] directory-list-2.3-big.txt
Char =&t E directery-list-2.3-medium bt
21 directory-list-2.3-small.bt
B directory-list-lowercase-2.3-big.tet

Select starting optiol
Brute Force Dirs File Mame: |directory—|ist-1 .O.trti

Brute Force Files Files of Type: [AII Files 'J

URL to fuzz - /test.h Cancel

Please complete the test details
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File Options About Help

amsth lgdeyalwdlulaisnnes iensen URL 1a3v naju Start

Target URL (eg http://example.com:80/)

I https://www.fungjai.com/

Work Method () Use GET

requests only (2) Auto Switch (HEAD and GET)

Number Of Threads =7}

1 10 Threads [] Go Faster

Select scanning type:
File with list of dirs/files

(%) List based brute force

(") Pure Brute Force

| C\Program Files (x86)\DirBuster\directory-list-1.0.bd

| | @ Browse | | @ List Info |

Charset [a-2A-70-9%20-_

'l Min length Mazx Length

Select starting options:
Brute Force Dirs

Brute Force Files

(%) Standard start point

(O URL Fuzz
Be Recursive

Dir to start with |f |

[] Use Blank Extention File extention |php |

URL to fuzz - /test.ntml?url={dir}.asp

DirBuster Stopped

9 ]
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File Options About Help

[soccer/spain/segunda-division/cordoba-vs-alaves/

1 = ' Y
'ﬂf‘ﬂu URL nnsannadnul

https://www . fungjai.corm:443/

\ Tree View \

Type | Found Response Size | Include | Status |
Dir /soccer/spain/segunda-division/ 200 39242 Waiting -
Dir Jericket/icc-world-t20/men/ 200 55450 Waiting j
Dir [soccer/italy/serie-a/ 200 40140 Waiting
Dir Jfradio/ 200 193 Waiting
Dir /search/ 200 193 Waiting
Dir fimages/ 200 437 Waiting
Dir /home/ 200 193 Waiting
Dir JSvideo/ 200 183 Waiting
Dir fimages/../ 200 1950 Waiting
File /apple-app-site-association 200 408 ]

File Jcontainer.htm| 200 711 L]

Dir Jassets/ 200 87336 Waiting

File Jeb.html 200 24133 L]

Dir Jis/ 200 425 Waiting ~|

Current speed: 142 requests/sec

Parse Queue Size: 0
Total Requests: 17052/115909926

Time To Finish: 10 Days

(Select and right click for more options)

Average speed: (T) 107, (C) 133 requests/sec

Current number of running threads: 10
| [ ChangeJ

[ ®wa |

00 Pause

I

O Stop

Brute forceing dirs in /

/203621/
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File Options About Help

https:/fwww.fungjai.com:443/

List View BTree Vi

Directory Stucture Responce Code Responce Size
[ assets 200 87836
B3 radio 200 193
E-(3 search 200 193
&3 images 200 437
-3 home 200 193
E-3 video 200 193
apple-app-site-association 200 408
container.html 200 m
assets 200 87836
200 24133
200 425
200 423 =
Current speed: 120 requests/sec (Select and right click for more options)
Average speed: (T) 138, (C) 164 requests/sec
Parse Queue Size: 0 Current number of running threads: 10
Total Requests: 57553/117327028 | [ ChangeJ

Time To Finish: 8 Days

[ @ Back ] ’ 00 Pause J [ O Stop J

Y ) I Y o a Y A . < )
8.?i'lﬂ¢lﬂ\1ﬂ'liﬂ‘ll’ﬂlluﬂ‘l10\1"h/\|mﬂ’du“li] 1ﬁﬂ1ﬂ'liﬂﬁﬂ‘ll’]'lllﬁ’]ﬂﬂm’ﬂﬂ View Response NATLITAY Toia

G

vodlasaneinauls

File Options About Help
https:/fwww.fungjai.com:443/
List View | Tree View |
Type | Found Response Size ‘ Include | Status |
Dir /soccer/spain/segunda-division/ 200 38242 Waiting -
Dir fericket/icc-world-t20/men/ 200 55450 Waiting
Dir /soccer/italy/serie-a/ 200 40140 Waiting
Dir fradio/ 200 193 Waiting
Dir /search/ 200 193 Waiting
Dir fimages/ 200 37 Waiting
Dir /home/ 200 193 Waiting
Dir Jvideo/ 200 193 Waiting
Dir Waiting
File Japple-a| &) Open In Browser 200 408 O]
File /contain View Res 200 711 ]
Dir fassets/ 200 27836 Waiting
File seb.htmi| = Copy URL 200 24133 O ||
Dir fjsf > Skip 200 425 Waiting -
Current speed: 144 re Ship child directories (Select and right click for more options)
Average speed: (T) 15 Extentions to scan »
Parse Queue Size: 0 e et i Current number of running threads: 10
Total Requests: 183799/117893809 | [change)
Time To Finish: 7 Days
(T W | =T
Brute forceing files in / /3382.php




Responce for https:/fwww.fungjai.com/images/../

[Raw Responsel', Base Case Information ', Raw Response vs Base Case ', Diff Raw vs Base |,

HTTPIM.1 200 OK

Server: nginx1.8.0

Date: Sun, 27 Mar 2016 17:33.42 GMT
Content-Type: texthtml;charset=utf-8
Content-Length: 1771

Connection: keep-alive

=HTML==HEAD==LINK HREF="jetty-dir.css” REL="stylesheet” TYPE="text/cs 5" ==TITLE=Directory. /</TITLE==/H
=H1=Directory: /[<H1=
<TABLE BORDER=0=

“TR==TD==4 HREF="IMETA-INF/=META-INF/&nbsp,=iA==/TD==TD ALIGMN=right=24 bytes&nbsp,=MD==TD=25
“TR==TD==4 HREF=""WEB-INF/=\WWEB-INFI&nbsp,=/A==TD==TD ALIGN=right=4096 bytes&nbsp,<TD==TD=25
<TR==TD==A HREF="/apple-app-site-association"=apple-app-site-association&nbsp,</A=</TD=<TD ALIGN=rig
<TR==<TD=<A HREF="fassets/~assets/&nbsp;</A=<TD=<TD ALIGN=right=24576 bytes&nbsp;=MD=><TD=25 O]
=TR==TD==A HREF="Icontainer.htm|™=cantainer himl&nbsp;</A==TD==TD ALIGN=right=476 bytes&nbsp;=TD=
=TR==TD=<A HREF="Icss/ =css/&nbsp;=/A==TD==TD ALIGMN=right=6 bytes&nbsp,=TD==TD=25 OJO000C.0C
<TR==TD=<4 HREF="leb.htm["=eb.html&nbsp;=iA=<TD=<TD ALIGM=right=23870 bytes&nbsp;=TD==TD=22 01
<TR==TD==A HREF="fexample.png™=example.png&nbsp,</A==/TD=<TD ALIGM=right=212686 bytes&nbsp,=<MD
=TR==TD==A HREF="limages/=images/&nbsp;=/A==TD==TD ALIGN=right=6 bytes&nbsp;=MTD==TD=25 0000
“TR==TD==4 HREF="/js/"=]s/&nbsp,=/A==/TD==TD ALIGM=right=6 bytes&nbsp,=TD==TD=25 000000.000. 2
=TR==TD=<A HREF="Ipage.html™=page html&nbsp;</A==TD=<TD ALIGN=right=1858 bytes&nbsp,=MD==TD=2|
=TR==TD=<A HREF="Iplugins=plugins/&nbsp;=/A==TD==TD ALIGMN=right=4086 bytes&nbsp,=MD==TD=25 O]
=[BODY==/HTML=

{
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9.93UUDY Dir to start with Glcb'ﬁluﬂﬂlﬁﬂuWTVlﬂlﬁﬂﬂﬂiﬂﬁﬂQﬂ1iﬂUﬁ1 1¥U ABINITAUY popular

File Options About Help

Target URL (eg http://example.com:80/)

https:/fwww.fungjai.com/

‘Work Method () Use GET requests only (3) Auto Switch (HEAD and GET)

Number Of Threads 7] 99 Threads [[] Go Faster

Select scanning type: (%) List based brute force () Pure Brute Force

File with list of dirs/files

|C:\Program Files (x36)\DirBuster\directory-list-2.3-small.tet | [@, Bmwse] [ @ List Info]

Char st [a-2AZ0-9%20-_ ~] Minlength Max Length

Select starti pti (%) Standard start point () URL Fuzz

Brute Force Dirs Be Recursive Dir to start with |fpopu\ar | II
Brute Force Files [] Use Blank Extention File extention |php |

URL to fuzz - /test.html?url={dir}.asp

[ |

DirBuster Stopped /popular/getstarted/




File Optiens About Help

https://www.fungjai.com:443/popular/
List View | Tree View ',

Type | Found Response Size ‘ Include | Status
Dir /popular/live/ 200 193 Waiting
Dir /popularfweekly/ 200 193 Waiting

Current speed: 476 requests/sec (Select and right click for more options)
Average speed: (T) 418, (C) 418 requests/sec

Parse Queue Size: 0 Current number of running threads: 99
Total Requests: 337/175304 | [ change |

Time To Finish: 00:06:57

T [T T

DirBuster Stopped /popular/trace/

10. #29819MIAUN 1AI5ANGT hitp:/manamanipitichuchai.appspot.com/

File Options About Help

Target URL (eg http://example.com:20/)

rmanamanipitichuchai.appsp

Work Method () Use GET requests only (2) Auto Switch (HEAD and GET)

Murnber Of Threads =7} 1 10 Threads [[] Go Faster

Select scanning type: (%) List based brute farce () Pure Brute Force

File with list of dirs/files

|C:\Program Files (xB8\DirBuster\directony-list-1.0.bd | [@ BmfwseJ [ @ List Infnj

Charset [3-2A-70-9%20-_ ~| Min length Max Length

Select starting options: (%) Standard start point () URL Fuzz

[¥] Brute Force Dirs [#] Be Recursive Dir to start with |,’ |

[#] Brute Force Files [] Use Blank Extention File extention |php |

URL to fuzz - /test.html?url={dir}.asp

|
e

DirBuster Stopped fyourarea/
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File Options About Help

http://manamanipitichuchai.appspot.com:80/

\ Tree View \

Type | Found Response Size | Include | Status

Dir / 200 1961 Scanning

File JSwork1.html 200 226 ]

File fwork2 html 200 226 El

File JSwork3.html 200 226 ]

File fworkd html 200 226 El

File JSwork3.html 200 226 ]

File fwork.html 200 226 El

File Swork? html 200 226 ]

File /home 200 2745 []
Current speed: 49 requests/sec (Select and right click for more options)

Average speed: (T) 42, (C) 46 requests/sec

Parse Queue Size: 878 Current number of running threads: 10
Total Requests: 1669/283956 [ Change|

Time To Finish: 01:42:16

[ <8 Back ] [ 0 Pause ] [ O Stop

Brute forceing dirs in / /products/

12809911183 /worké html 9z1)51ngVosan1ee) e /worke.html Asg]

& = €' |[1 manamanipitichuchai.appspot.com/worké.html bicd
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