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1. Data Encryption Standard — DES
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2. Triple Data Encryption Standard —-3DES, TDES
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Threat Algorithm(S)
Jamming AES
Man in the middle attack AES, RSA

Eavesdropping Traffic

DES-CBC, AES-CCM, 3DES

BS or MS Masquerading

X.509 , EAP

Management massage

SHA-1, MAC, AES,HMAC
modification

Data traffic modification AES

EAP, SHA-1, AES, MAC,
DoS on BS or MS
HMAC, RSA

(3]

(6]

VI. 91994
K.Etemad, M-Y.Lai, Kamran Etemad, J.Lee and Y.Chang,
“Overview of WIMAX Network Architecture and
Evolution” the Institute of Electrical and Electronics
Engineers, 2011.
Lang Wei-min, Zhong Jin-li, Li Jian Jun et.al., “Research
on the Authentication Scheme of WiMAX” in Proc 4th
International Conference on Wireless Communications,
Networking and Mobile Computing, 12-14 October
2008,Dalian, China PR. pp. 1-4.
M.N.Khan and S.Ghauri, “The WiMAX 802.16e physical
layer model,” Proc. of International Conference on
Wireless, Mobile and Multimedia Networks (IET), 2008.
pp. 117 -120.
S.S.Hasan and M.A. Qadeer, “Security concerns in
WiIiMAX,” Proc. of Int. Conf. on First Asian Himalayas
(AH-ICI), 2009, pp. 1-5.
P.Daan, P.Viktor, L.Bart, T.Emmeric, J. Wout, M.Ingrid,
D.Piet and M.Luc “A Throughput Analysis at the MAC
Layer of Mobile WiMAX,” Proc. of Wireless
Communications and Networking Conference (WCNC),
2010, pp. 1 -6.
A.Bestetti, G.Giambene and S.Hadzic, “WiMAX: MAC
layer performance assessments,” Proc. of 3" International

Symposium on Wireless Pervasive Computing ISWPC,

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

28

2008, 490 —494.

Y.Zhu, J.He ,Q.Zhang and H.Huang, “Research on Packet
Convergence Sublayer Classifier in WIMAX System,”
Proc. of 5th International Conference on Wireless
Communications, Networking and Mobile Computing,
2009, pp.1 —4.

S Kim, O Lee, S Choi and SJ Lee, “MAC-aware routing
metric for 802.11 wireless mesh networks,” Proc. of 20™
International Symposium on Personal, Indoor and Mobile
Radio Communications, 2009 , pp 47-51.

Y.Chuang, H.Tseng and S.Sheu, “A Performance Study
of Discrete-error-checking Scheme (DECS) with the
Optimal Division Locations for IEEE 802.16-based Multi-
hop Networks,” IEEE Transactions on Computers, 2012,
Issue 99, pp.1.

M.Barbeau, “WiMax/802.16 threat analysis,” Proc. of
1> Int.Conf. Quality of service & security in wireless and
mobile networks, 2005, pp. 8-15.

M.Nasreldin, H.Asian, M.El-Hennawy and
A.El-Hennawy, “WiMax Security,” Proc. of 22"
International Conferenceon Advanced Information
Networking and Applications - Workshops, 2008, pp.
1335 — 1340.

K. Ritesh Kumar, Mayank Raj, K. Balakrishnan and
D.Das “WEBS: WiMAX emulation testbed to benchmark
streaming multimedia QoS,” Proc. of 3rd International
Conference on Internet multimedia services architecture
and applications (IMSAA), 2009, pp. 193-198.

Zibideh, W.Y., “Modified-DES encryption algorithm
with improved BER performance in wireless
communication,” Proc. Of Radio and Wireless
Symposium (RWS), 2011, pp. 219 —222.

L.Cuilan, “A Simple Encryption Scheme Based on
WIMAX,” Proc. of International Conference on E-
Business and Information System Security (EBISS '09),
2009, pp. 1-4.

D.Johnston, and J.Walker, “Overview of IEEE 802.16

security,” Security & Privacy Mag, 2004, v.3, pp. 40-48.



[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

L Nazaryan, N Khan, EA Panaousis and C Politis.
“Performance Evaluation of IPsec over WiMAX,”
Wireless World Research Forum meeting 23; 20-22 Oct
2009, Beijing, China.

C.Jenkins, M.Schulte and J.Glossner “Instruction set
extensions for Triple DES processing on a multi-threaded
software-defined radio platform,” Proc. of Conference on
Signals, Systems and Computers (ASILOMAR), 2010,
pp. 1387-1391.

M.Barbeau “WiMax/802.16 Threat Analysis,” Proc. of 1™
international workshop on ACM Quality of service &
security in wireless and mobile networks, 2005, pp. 8-15.
T.Nguyen “A survey of WiMAX security threats,”
http://www.cse.wustl.edu/~jain/cse571-09/ftp/wimax2.
Washington University Engineering & Applied Science,
2009.

J.Al-Zaabi, N.Chilamkurti, S.Zeadally, and K.Jongsung
“A Proposed Authentication Protocol for Mobile Users of
WiMAX Networks,” Proc. of 3" International Conference
on Human-Centric Computing (HumanCom), 2010, pp.
1-6.

A.M.Taha, A.T.Abdel-Hamid and S.Tahar, “Formal
Verification of IEEE 802.16 Security Sublayer Using
Scyther Tool,” Proc. of International Conference on
Network and Service Security (N2S '09), 2009, pp. 1-5.
K.Bongkyoung, C.P.Lee, Y.Chang, and J.A.Copeland,
“A Security Scheme for Centralized Scheduling in IEEE
802.16 Mesh Networks,” Proc. of Conference on Military
Communications (MILCOM), 2007, pp. 1-5.

A.Wu, J-h.Zhu, Y.Ma and Y-L.Li “Research on PHY
layer supporting MESH model in IEEE 802.16,”

Proc. of 2nd International Conference on Computer
Engineering and Technology (ICCET), 2010, pp. V7-395
-V7-398.

S.Xu , M.Matthews and C.T.Huang, “Security issues in
privacy and key management protocols of IEEE 802.16,”
Proc. of 44" Conference on the annual Southeast

regional, 2006, pp. 113-118.

[26]

[27]

(28]

[29]

[30]

[31]

(32]

[33]

29

S.Xu and C.T.Huang, “Attacks on PKM Protocols of
IEEE 802.16 and Its Later Versions,” Proc. of 3"
International Symposium on Wireless Communication
Systems (ISWCS '06), 2006. pp. 185 — 189.

L.Harn and J.Ren, “Generalized Digital Certificate
for User Authentication and Key Establishment for
Secure Communications,” In IEEE Transactions on
Wireless Communications, 2011, pp 2372 —2379.
D.Q. Liu, and M. Coslow, “Extensible

authentication protocols for IEEE standards 802.11

and 802.16”, in Proceedings of the international
Conference on Mobile Technology, Applications,

and Systems, Mobility 2008, pp. 1-9.

L.Yi, K.Miao and A.Liu, “A comparative study of
WiMAX and LTE as the next generation mobile
enterprise network,” Proc. of 13" International Conference
on Advanced Communication Technology (ICACT),
2011, pp. 654-658.

M.C.Vuran and .F.Akyildiz, “Cross-Layer Error Control
Optimization in WiMAX,” Proc. of 3" International
Conference on ensor and Ad Hoc Communications and
Networks (SECON '06), 2006, pp. 585-594.
F.A.Ibikunle, “Notice of Violation of IEEE Publication
Principles Security Issues in Mobile WiMAX (802.16¢),”
Proc. of Symposium on Mobile WiMAX (MWS '09),
2009, pp.117-122.

A Frank, “Security Issues in Mobile WiMAX (IEEE
802.16¢),” Proc. of Symposium on IEEE Mobile
WiMAX, 2009, pp. 117-122.

B.Sikkens, “Security issues and proposed solutions
concerning authentication and authorization for WiMAX
(IEEE 802.16¢),” Proc. of 8" Conference on IT Enschede

University of Twente, 2008.



