A Survey of Mobile Cloud Computing Security
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Authentication service

Authorization service

Confidentiality service

Integrity service

Non-repudiation service

Security |

Service
Privacy service

Identity management service

Policy Service

Audit service

Trust management service ‘
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C. Efficient audit service outsourcing for data integrity in clouds [5]
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D. Improving the Capacity, Reliability & Life of Mobile Devices with
Cloud Computing [6]
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E. Secure Private Cloud Architecture for Mobile Infrastructure as a

Service [7]
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B. ESSIs Framework [10]
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A. Multimodal Biometric Authentication using Teeth Image and Voice in
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D. Modeling Key Caching for Mobile IP Authentication, Authorization
and Accounting (AAA) Services [25]
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F. An Efficient Authentication Scheme for Access Control in Mobile Pay-
TV Systems [27]
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G. Identity-Based Anonymous Remote Authentication for Value-Added
Services in Mobile Networks [28]
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A. Towards new access control models for Cloud computing systems [29]
ao Ay ya o an Y =2 9 s & A
Tuaddei Tatinsiuauediny lunnddadeyaduiiug v e
Y = 9 s X YWYo
asvdeuuarAmIuuMsItIdeyanuunana e ldinauegilunuuay
=) a Y K 9 @ Y 1

nlSeudisunisaiugumsitnidedeyaluaesdnyme 1Aun Role Based
Access Control (RBAC) t18ig Usage Control - UCON, . Tag RBAC 1§l
szuumstanisand lasgawmsnamsldau nsdanisideaunse
1 layer voadwudng1a way UCON,, zifiuludiuvesnmisningu

' o @ I
ﬂ‘lii% um‘lﬁ'ﬁmmmsmummﬂymmmmwﬂimm Gluﬂ']ii“]"]‘iJ?‘(]iJf‘l‘li

F
v A

Y =2
(UID3 AU

High
A Logic
Management

Abstraction Security
Level Context

Assets

\ Entropy

Low

4 o ' ¢ a
317 32 uaasmsTautuae TN NNAR
IS ' a '
1. Entropy layer 1iunsdszgndldundus Inarugduouns
UTNTUVY SaaS
< =] I A
2. Assets layer 1umsna1Ing assets Tuszuuaaagiiaed
' o o s
dszian 1dun wevlunsuazensanag
I~ @ I'd
3. Management layer (JuuTevielunissanisluszuunana
TavarulvaazinsTanILUY centralized
< o {
4. Logic layer tilunmsaivaruiernuninyoauTouionis
139 (QoS) WieusudennaueaszaumsIHUTAT (SLAs)
4 o .
#9n151T8UABUIENI19 RBAC  11ag UCON, . 1agn1s
= ~ ] 2 Dy o ' a
WieniReusznineaesded 1diinsdandsdssanveanuianuialy
szuuRaMsnuueImIszyiwaudeuanieoslumsnluqumsidngs

I Ed
yoaluaadina Fuaasldaeginmae lii

Access Conceptual categorization layers
control )
models Entropy Assets Management Logic
Low/ Low/ Medium / ‘
RBAC Medium Medium High Medium
TUCONgc High Medium Low Medium

a ~ ~ ) '
317 33 uaasmanfTeumeunisaiuaumadinaved Tumanua1ee)

B. Access Control of Cloud Service Based on UCON [30]
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(2) Cloud Services Access Control Based UCON
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C.  Methods for Access Control: Advances and Limitations [31]
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